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for gaming machines
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Basis: 
Gaming Ordinance in the version published on 27 January 2006 (Federal Law Gazette  I p. 280), last amended by Article 1 of the Regulation of 8 December 2014 (Federal Law Gazette  I p. 2003).
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Preliminary remarks
The Technical Guideline is based on § 12(3) (paragraph 4 as of 10 May 2015) of the Gaming Ordinance [German designation: SpielV]. It is directed at gaming machine manufacturers as per § 33c of the Industrial Code who apply for a type approval at the Federal German Institute of Physical Sciences and Engineering. It assists in the aim of ensuring verifiability, promoting execution of the type test and laying down preconditions according to type for the effective examination of gaming devices installed.
The Guideline takes into account the Sixth Ordinance amending the Gaming Ordinance of 4 November 2014 (Federal Law Gazette  I p. 1678) and the Seventh Ordinance amending the Gaming Ordinance of 12 December 2014 (Federal Law Gazette  I p. 2003) and is based, moreover, on general experiences involving gaming machines. 
Over and above the technical specifications, the Guideline describes the application and test procedures and provides further general pointers on the approval procedure. In addition, it provides for transparency during the type approval and gives manufactures the option of conducting their own testing before submitting an application for approval.
Other provisions over and above those contained in the Gaming Ordinance or the Industrial Code, such as safety provisions for workers, and provisions concerning safety engineering, electromagnetic compatibility, public health, finance, coinage and property rights of any kind whatsoever, are not affected by the Technical Guideline. They must also be observed, if applicable.
The application of the Technical Guideline has no effects on other statutory regulations or technical provisions. 
Part 1:
Approval requirements
1 General approval requirements
Reference
The Industrial Code and the Gaming Ordinance (individual points specified in more concrete terms)
1.1 Reliability in terms of design
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016)
The components used, the construction method and the software must ensure that the gaming machines function reliably and according to regulations. In particular, the machine design must comply with the state of the art and the software must have been developed with due regard to the recognised rules of software engineering (e.g. ISO/IEC 12207: 2008, Systems and Software Engineering - Software Life Cycle Processes, ISO/IEC TR 19759: 2005, Software Engineering - Guide to the Software Engineering Body of Knowledge). This includes appropriate software documentation and annotations (see Appendices 2, 2b) and 2c) ). 
1.2 Reliability in terms of utilisation
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016)
When installed according to regulations and where prescribed service intervals are observed (see 0), normal wear and tear during use shall have no effect on approval-related characteristics. 
1.3 Verifiability of the model
Specific reference: § 11(1) of the Gaming Ordinance, § 12(1) of the Gaming Ordinance
The model must enable the required tests to be carried out within the framework of the approval procedure. In particular, the model shall be set up so as to support the test prerequisites and the performance of the tests according to test configurations A, B and C (see 6.3) on the basis of the interfaces established (see 7.1 and 7.2). 
The design and its characteristics relevant to testing and approval must be described in full, clearly and correctly (consistently) in the documents. They must correspond to the model’s mode of operation.
All built-in interfaces or envisaged connection options for auxiliary devices (see 1.8) must also be capable of being verified.
1.4 Means of checking prototype copies  in the field
Specific reference: § 13 point 11 of the Gaming Ordinance (point 12 as of 10 February 2016)
It must be possible to check on site the conformity of the prototype copies with the authorised design. The inspection particularly relates to the determination of identifiers for hardware and software components, the current time display and the readability of the binary code of the software as a whole or those software parts which determine the design. 
The software must be identifiable and provided with a qualified checksum for the purpose of establishing authenticity according to the state of the art. If the software forming part of the design is implemented on different hardware modules, identification and checksum formation must be carried out separately for each of the hardware modules. Checksums must be recalculated with each retrieval, but at least every time the system is rebooted.
Unless the entire software is intended to be read, it will be determined in the scope of the type approval which software parts determine the design and are to be incorporated into the reading. In any case, this includes the software components for the monitoring device
, the game sequence control, data recording, data backup procedures and the selection of controls specified in the Gaming Ordinance. 
The gaming machines must be built in such a manner that no manufacturer-specific hardware is necessary to carry out the inspection. 
1.5
Means of checking prototype copies for a particular circumstance
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of 10 May 2015)
The ability of the Federal German Institute of Physical Sciences and Engineering to check prototype copies must essentially be guaranteed under particular circumstances (e.g. investigations in connection with expert judicial assessments). This includes unhindered access to all test interfaces and the adjustability of all gaming systems and all service functions. 
1.6
Servicing gaming devices
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of 10 May 2015)
Servicing may be necessary in order to ensure that the gaming devices operate in compliance with approval standards during the set-up period. This may concern mechanical components that are subject to wear and tear, for example, which have a bearing on gaming ordinance-related functions of the gaming device. Where applicable, servicing is stipulated on an individual basis in the context of approval with regard to technical content, time periods and obligations to provide documentation in relation to the design and is recorded as a requirement in the certificate of approval. (see also 10.1).
1.5 Data security in the event of operational malfunctions
Specific reference: § 13 points 9 and 9a of the Gaming Ordinance (as of 10 February 2016) and point 10 of the same (point 11 as of 10 February 2016)
The amount stored in payout balances
 prior to the occurrence of an operational malfunction (e.g. the failure of device components, a power cut), the data in the monitoring device and the data recorded for subsequent use may not be altered or deleted during the operational malfunction. 
Likewise, the content of payout balances may not be altered if the money dispenser is empty.
See also 5.14 regarding safeguarding of the stored data pertaining to stakes and winnings.
1.6 Auxiliary devices
 
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of 10 May 2015)
Gaming machines must also satisfy the requirements laid down in the Gaming Ordinance in conjunction with auxiliary devices.
1.7 Freedom from interference
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016) and § 12(3) of the same (paragraph 4 as of 10 May 2015)
Devices, components and infrastructural equipment which are not part of the design may not have any unlawful effects on game sequences, the monitoring device, recorded data, stake payment
 or the payout of winnings
. 
Gaming device interfaces, in particular data transmission interfaces and connected auxiliary devices, must be safeguarded in such a way that unlawful repercussions on the gaming machine are excluded while using the interfaces or auxiliary devices.
Technical access, setting and management options of the installers and other persons (e.g. service personnel, industry monitoring, financial management) may neither lead to changes to the approved design characteristics, nor may they impair measures designed to protect against such changes.
1.8 Devices with multiple game offers 
Specific reference: § 13 point 1 and § 13 point 6a of the Gaming Ordinance
A gaming device may contain multiple game systems
 and/or game variants
 which the player can choose between as he or she wishes, or which can be preset [by the installer]. Changes to the presets should only be possible in the idle state
. A gaming device shall contain at least one game system designated by the manufacturer which cannot be switched off. 
1.9 Games offered beyond the gaming device 
Specific reference: § 13 point 8 of the Gaming Ordinance
In order to safeguard exclusive game play on the device directly, the gaming device may not offer any external communications support. Internet addresses in clear or coded form, information concerning smart phone apps, for example, and other suggestions which are appropriate for advertising other games not integrated into the device may not be displayed on it. 
This list may be extended depending on more recent findings.
2 Preconditions according to type for the effective examination of gaming devices installed
Reference
The monitoring of gaming machines used on a commercial basis, which is established with the local authorities, relies on the approval confirmations and marks prescribed for gaming machines in § 15(1) of the Gaming Ordinance and the inspection stickers to be affixed pursuant to § 7 of the aforementioned ordinance. Increasingly, however, monitoring is also relying on other features and characteristics of the gaming machines which can be compared with corresponding data contained in the approval certificate which shall be published according to § 15(2) of the Gaming Ordinance. As regards actual scrutiny by personnel who generally do not have any technical training, it is necessary that the information which is relevant to monitoring is easily accessible, comprehensible, and formatted and arranged in a uniform manner. This may only be enforced within the framework of type approval.
The regulator shall expressly authorise the Federal German Institute of Physical Sciences and Engineering in § 12(3) of the Gaming Ordinance (paragraph 4 as of 10 May 2015) to lay down preconditions according to type for the effective examination of gaming devices installed.
This chapter of the Technical Guideline ensures the preconditions according to type for effective implementation; it does not contain any stipulations for the competent enforcement authorities. 
2.1 Designation of the gaming machine (type name)
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
The designation of the gaming machine must be unambiguous. The type name must be indicated in capital letters, supplemented by numbers where appropriate. The length of the type name shall be limited to a maximum of 30 characters (including spaces).
2.2 Placement of the approval certificate 
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
An appropriate compartment with an unrestricted observation window measuring 90 mm x 45 mm must be present on the gaming machine for the secure attachment of the approval mark. The compartment must be located at the front of the device and be mounted at least 0.8 m, but no more than 1.9 m, above the floor under standard installation. Variations are possible in exceptional cases and where this is justified. 
2.3 Placement of the inspection sticker 
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
A space measuring 45 mm x 45 mm directly adjacent to the approval mark (see 2.2) must be reserved for the inspection sticker according to § 7(2) of the Gaming Ordinance.
2.4 Machine designation panel 
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
A machine designation panel with specifications relating to the design and the approval holder with minimum dimensions of 120 mm x 25 mm (option 1) or 60 mm x 50 mm (option 2) must be mounted on the front of the gaming machine. The minimum letter height of the type name and the approval number shall be 5 mm, while a minimum letter height of 3 mm shall be used for the remainder of the inscription. The label may neither be in italics nor provided with serifs.  2.2 shall apply, mutatis mutandis, to the place of attachment. The machine designation panel must be sufficiently secure, visible without restrictions and not easily removable. 
The machine designation panel shall be designed in a uniform manner according to the following template (see Figure 2.1), with frames around each of the panels attached next to one another (option 1) or one of top of the other (option 2), with a minimum spacing all round between the inscription and the border of 3 mm: 
	Gaming machine (§ 33c of the Industrial Code)
	Approval number (<Approval holder>):

	<TYPE NAME>
	<0000.00000>


Fig. 2.1: Textbook example for the machine designation panel (option 1) 
A unique short form can be specified for the approval holder. 
The background colour of the panels must be uniform, with no pattern, and offer a clear contrast to the inscription. 
2.5 Identifying designs with several gaming points

Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015) and § 13 point 8b of the same.
Should a design include more than one gaming point, the components used jointly by all gaming points shall be designated in the machine designation panel (see 2.4) as a 'gaming machine (§ 33c of the Industrial Code) with two, three or four gaming points'. The gaming points must be numbered and every numbered gaming point designated accordingly in the machine designation panel as 'Gaming point ONE, Gaming point TWO, etc. of the gaming machine (§ 33c of the Industrial Code)' (see 2.4). 
2.6 Identification of the components
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
Device components must be provided with type labels, inscribed plates or other suitable inscriptions, thereby rendering identification possible.
In principle, auxiliary devices are subject to the same identification requirements. Auxiliary devices need not be identified if the approval-related characteristics can already be assessed via the communications protocol between the gaming device and the auxiliary device. 
2.7 Software identification and integrity
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
With a view to verifying the software, the software identifiers and checksums must be retrievable from the device without having to use additional aids. 
For effective enforcement, placement according to 2.2 and uniform functionality of the operating element are necessary for data retrieval. The following stipulations must be observed:
· The retrieval of the software information shall be construed as a mechanical operating element (attention key), this information must be visible without restrictions and marked with the inscription 'SW-ID'.
· The presentation of the information (as regards content, see also Table 7.8) is to follow the format as per Figure 2.2 (as regards placement, see 2.2). 
· In the case of one-time operation, at least one software identifier in conjunction with the corresponding checksum must be displayed on a screen. Further identifiers and checksums can be displayed, as appropriate, following each additional operation.
· The display can be terminated automatically as a result of a new operation or after at least five minutes.
· The attention key must be effective at all times. Continuous game sequences lasting up to 75 seconds may be terminated in the first instance before being displayed.
	Software function
	Game control

	Software ID, version number
	Abcdef.4

	Checksum
	MD 5 1234 5678 9ABC DEF0


Fig. 2.2: Sample display for the software information
Different forms of presentation are possible for gaming machines which do not have a display.
2.8 Device time display
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015) and § 13 point 9a of the same (valid as of 10 February 2016)
The current device time shall be displayed continuously or following activation (as regards placement, see 2.2). At the same time, the display must be accurate to at least whole seconds (see also Appendix 6). The device time is the time displayed on the system (see also 5.15) and is moved forward by 1 hour during summer time (CEST). The display can be linked, for example, to the retrieval of the software identifiers and checksums. 
2.9 Warning notice placement
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
Clearly visible warning notices
 relating to excessive playing and the protection of minors, along with notices regarding counselling in the case of pathological play behaviour, must be mounted in the immediate vicinity of the coin slot. 
2.10 Use of Gaming Ordinance terms 
Specific reference: Avoidance of misleading representations, support when identifying malfunctions in contravention of approval or other malfunctions, § 13 point 1 of the Gaming Ordinance
Key terms under the Gaming Ordinance may only be used on the device or in supplementary game and winning plans in the same context as in the Gaming Ordinance. This especially concerns the terms stake, winnings, losses
, payout balance, break in game play
, game play
, idle state, gaming point and monitoring device.
2.11 Payout balance identification
Specific reference: § 13 points 1 and 7 of the Gaming Ordinance
Payout balances shall be denoted with the designation 'Payout balance' and an indication of the unit of currency (euros or cents). They must unequivocally be distinguishable from other displays. Compared with other displays which may well be confused with payout balances, statements of monetary amounts must not take second place in terms of size, brightness, contrast or other characteristics which are important as regards awareness. 
2.12 Identifying game systems and variants
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015) and § 13 point 7 of the same
Different game systems or variants within a particular design must be identified. Game system identification may be dispensed with if the distinction is obvious. Game variants must always be identified. In this regard, the designation 'Game variant' must be used. 
The game systems, if required, and the game variants must be identified in the immediate vicinity of a payout balance. Should there be any departure from this, the representation may not take a back seat to the displays in the vicinity in terms of size, brightness and other characteristics which are important as regards awareness.
2.13 Other designations and descriptions
Specific reference: § 12(3) of the Gaming Ordinance (paragraph 4 as of May 2015)
With regard to other regulated functions, the following designations and labels in German must be affixed to the gaming machine (as regards placement, see 2.2):
· Designation of the devices for depositing and dispensing money;
· designation of the actuating device for dispensing the sums saved in the payout balances;
· designation of the device for releasing stakes;
· access information regarding game rules and the time display, if necessary.
3 Safety and other reports
Reference:
§ 12(3) of the Gaming Ordinance (valid as of 10 May 2015). It is stipulated therein that the applicant submitting the approval application must present a report from a body recognised by the Federal Office for Information Technology Security, or an equivalent body, which stipulates that the gaming device submitted for testing pursuant to § 13 point 10 (as of 10 February 2016, § 13 point 11 of the Gaming Ordinance) has been constructed in a way that it is secure against modifications. In addition, the Federal German Institute of Physical Sciences and Engineering may demand other reports from the applicant if this is necessary and commercially justifiable in terms of fulfilling its tasks.
3.1 Subject of the safety report
The safety report must deal with the attack scenarios identified in the threat analysis (see Appendix 4) and which are rated critical.
3.2 Content of the safety report
The report must be guided by the state of the art in the sphere of IT security technology (e.g. ISO/IEC 15408) and include the following statements in particular:
· the underlying threat analysis, if extending beyond Appendix 4;
· a description of the safety procedures implemented by the manufacturer, ordinarily by means of a reference to manufacturers' documents (see Appendix 2);
· the inspection devices and procedures used by the assessor, if applicable;
· an assessment of the manufacturer's solution with regard to the state of the art.
Reports should be drawn up in German or English.
3.3 Recognised bodies for safety reports

Reports are accepted by the following recognised bodies:
(a) Bodies which are acknowledged as test centres by the BSI on the basis of common criteria or ITSEC [Information Technology Security Evaluation Criteria].
(b) Bodies recognised according to the applicable national rules each time that are based in other such European countries which are signatories to the SOGIS [Senior Officials Group Information Systems Security] agreement (proofs of national recognition are required).
(c) Bodies recognised according to the national rules each time that are based in other such European or non-European countries which are signatories to the CC-MRA [Common Criteria Mutual Recognition Arrangement] agreement (proofs of recognition are required).
3.4 Recognised bodies for safety reports 
Reports are accepted from other bodies if these have furnished proof of their equivalence to the bodies mentioned in 3.3, letter (a), in the context of the goals to be achieved in this regard. To this end, self-disclosure on the basis of a predetermined questionnaire (see Appendix 5) is necessary. Proof must be furnished in writing and first submitted to the Federal German Institute of Physical Sciences and Engineering with the initial report concerning the applicant for type approvals. The Federal German Institute of Physical Sciences and Engineering reserves the right to make the recognition of equivalence dependent on verification of the data. Proof must be renewed after 5years.
3.5 Safety report validity
Reports must relate to a particular design. Accordingly, a report shall apply to the design in respect of which it has been drawn up (the ‘reference design’). The report, or parts thereof, may also apply to other designs if the construction which is authoritative for the report, the software and the backup procedures essentially remain unaltered vis-à-vis the reference design. The applicant is obliged to furnish proof when using older reports or parts thereof. 
A new (part) report is necessary if more recent findings with respect to the threat situation have not been taken into consideration in this (part) report and if solutions have been altered (substantially) compared with the initial application in the case of approval addenda.
3.6 Other reports
The Federal German Institute of Physical Sciences and Engineering reserves the right to demand further reports, in addition to the safety report, especially if the assessment of the approvability of a design cannot be achieved using the test procedures which can be employed at the aforementioned Federal German institute. Further clarification is provided as and when required.
4 Technical specifications concerning manufacturers' declarations
Reference:
§ 12(2) of the Gaming Ordinance
The Federal German Institute of Physical Sciences and Engineering shall take as a basis the following technical specifications as regards the investigations granted to it in § 12(2) of the Gaming Ordinance regarding observance of the characteristics laid down therein, to be confirmed by means of declarations from the applicants.
4.1 Average loss
Specific reference: § 12(2) sentence 1 point 1 of the Gaming Ordinance
The requirement whereby winnings must be paid out in such an amount that, averaged over the long term, no sum in excess of EUR 20 per hour shall remain as till contents, is specified as follows:
a) The till contents are deemed to be the calculated difference between stakes paid in and winnings. Deviations from the physical ‘till’ resulting, for example, from refilling and withdrawals, shall not be taken into consideration in this regard. 
b) The average is formed across the game play periods. 
c) In the case of designs with multiple game points, the average loss at one game point shall not depend on the game play of the other game points.
4.2 Random aspect of the chances of winning 
Specific reference: § 12(2) sentence 1 point 2 of the Gaming Ordinance
The requirement whereby the chances of winning are random, with each player having the same opportunities, is specified below.
The requirement whereby the chances of winning presented on the device at no time exceed a fixed equivalent value of EUR 300 amounts to nothing on account of § 13 point 1 of the Gaming Ordinance, since no money equivalents may be used because of § 13 point 1 of the aforementioned ordinance. § 13 points 2 and 3 of the Gaming Ordinance shall continue to apply.
a) In principle, a player's money winnings cannot be predicted in relation to a transacted stake. 
b) The chances of winning shall not be subject to any long-term trends, i.e. they shall not change in the long run. Game variants which can be set differently, on the other hand, are identified so as to be permanently discernible to the player (see also 2.12).
c) The chances of winning shall not depend on the persons playing.
d) In the case of designs with multiple game points, the chances of winning at one game point shall not depend on the game play of the other game points.
e) The chances of winning presented on the device involving a fixed equivalent value quantifiable in money terms of EUR 300 are not exceeded at any point.
4.3 Compliance with breaks in game play
Specific reference: § 12(2) sentence 1 point 3 of the Gaming Ordinance 
When beginning an enforced break in game play according to § 13 points 6 or 6a of the Gaming Ordinance, all amounts present in the payout balances must be paid out automatically (this shall also apply to residual amounts of less than EUR 0.20). This means: 
a) In the case of enforced breaks in game play (see 5.5, 5.6, 5.7 and 5.8), the payout shall begin automatically when the break begins.
b) The status information necessary for monitoring the breaks in game play by the monitoring device (see 5.6 to 5.8 and 7.3.2 to 7.3.4) shall be generated correctly in the game sequence control and transmitted to the monitoring device.
4.4 Readout of the till content
Specific reference: § 12(2) sentence 1 point 4 of the Gaming Ordinance
All stakes, winnings and the contents of the till must be documented in relation to the collection of data for tax purposes. In this regard, the data provided by the monitoring device (see 5.13) must be used for stakes and winnings.
5 Approval requirements according to § 13 of the Gaming Ordinance
Reference:
§ 13 of the Gaming Ordinance
The Federal German Institute of Physical Sciences and Engineering may only approve the design of a gaming device if the requirements specified in § 13 of the Gaming Ordinance are satisfied.
5.1 Ban on money equivalents
Specific reference: § 13 point 1 of the Gaming Ordinance
Stakes and winnings must be specified in euros and cents. These two terms may also only then be used in a modified form when configuring the game if the associated action is related to the debiting or crediting of the payout balance.
Money equivalents to which a fixed equivalent value in euros and cents is allocated overall may not be used when configuring the game. § 13 points 2 or 3 of the Gaming Ordinance shall continue to apply.
When configuring the game, the developers of gaming devices must ensure that the terms 'Stake' and 'Winnings' are used correctly and that there is a ban on using money equivalents. The Federal German Institute of Physical Sciences and Engineering shall review these stipulations using appropriate samples.
5.2 Minimum game duration
Specific reference: § 13 points 2 and 3 of the Gaming Ordinance
The minimum game duration
 is understood to be the shortest time interval between two stake payments or two winning payouts6. This provision governing the interval shall apply irrespective of the stake or winning amount. The time of the stake and/or winning booking request
 to the monitoring device (see 5.13) shall apply to determination of the interval.
5.3 Stake and winning amounts
Specific reference: § 13 points 2 and 3 of the Gaming Ordinance
When applying the minimum interval of 5 seconds, the maximum stake amount is EUR 0.20 and the maximum winning amount is EUR 2. Stakes in excess of EUR 0.20 and winnings in excess of EUR 2 are feasible if the intervals between stakes are increased by 1 second for every additional EUR 0.03 of stake money and if the intervals between winnings are increased by 1 second for every additional EUR 0.30 of winnings. Stakes in excess of EUR 2.30 and winnings in excess of EUR 23 are not allowed. 
It remains optional whether the time intervals pertaining to the stakes or winnings are in advance of, or subsequent to, the stakes or winnings. For every design, however, a uniform determination for all respective stakes and winnings is required to be carried out (see Table 7.8). 
5.4 Summary losses and winnings
Specific reference: § 13 points 4 and 5 of the Gaming Ordinance
The absolute limit values applicable for the sum total of losses of up to EUR 60 in the course of 1 hour, or for the sum total of the winnings minus the stake money of a maximum of EUR 400 in the course of 1 hour, must be complied with at each point for the duration of the respective hour which has lapsed, as well as for each corresponding partial sum up to one hour, counted back from the time of the current booking request. Every booking request involves a review by the monitoring device. 
5.5 Interruption state of gaming machines
Specific reference: § 13 point 6 of the Gaming Ordinance and § 12(2) point 3 of the same
A gaming device state in which no stakes are accepted and no winnings awarded is referred to as an interruption state. In this state, no game operations, stake and win-free try-outs or demonstration games, along with other animations, are offered either. 
5.6 Interruption break following one hours' game play
Specific reference: § 13 point 6 of the Gaming Ordinance 
(a) Types of interruption breaks:
There are two types of interruption break:
Enforced interruption breaks and voluntary interruption breaks. 
An enforced interruption break is an interruption to the game which is called for by the monitoring device. It must be initiated if 60 minutes' game play has elapsed since the end of the most recently recognised interruption break. 
At the start of an enforced interruption break, the sums of money displayed on the payout balance must be paid out automatically. An enforced interruption break may not be concluded within 5 minutes.
An interruption break is voluntary if it begins within 60 minutes. It is recognised as a break pursuant to § 13 point 6 of the Gaming Ordinance if it lasts at least 5 minutes, the payout balance is empty and the necessary requirements governing breaks are observed throughout the period of interruption. It may be concluded prematurely, although in this instance it will not be recognised as a break pursuant to § 13 point 6 of the Gaming Ordinance. To prevent abuse, a voluntary interruption break that has been initiated must last a minimum of 15 seconds.
(b) Monitoring the interruption break
The interruption breaks must be monitored in the device by means of status messages forwarded to the monitoring device at intervals not exceeding 75 seconds. The status messages must indicate whether, at the time of the announcement, the game system is in game play mode or in the interruption state (see 5.5). In any case, stake or winning booking requests shall constitute indications of game play. If no booking request is made to the monitoring device within the necessary time frame, a separate status message is required. Outstanding status messages are deemed to be a malfunction of the gaming device which is relevant to the approval. 
(c) Beginning and end of interruption breaks
The time when an enforced interruption break begins is the time of that booking request when the need for an interruption break is established. The time when a voluntary interruption begins is the point at which the initial status message regarding an interruption state is forwarded to the monitoring device. The point at which both types of interruption end is the time of the first game play announcement following the end of the interruption break. In the case of enforced interruption breaks, a game play announcement is rejected if it is delivered within 5 minutes of the period of interruption starting. The duration of the voluntary interruption break up to the time of its conclusion is not regarded as game play.
(d) Service times
Service times can be regarded as periods during the interruption state if it is ensured that the aforementioned conditions are satisfied. If it is not technically possible to empty the payout balance, it must be ensured that this is done automatically as soon as functionality is restored. 
Should servicing fall during an enforced interruption break that has started, it must be ensured that game play can be resumed after 5 minutes at the earliest.
(e) Interruption break in the case of designs with several gaming points
The requirements governing interruption breaks must be fulfilled by every gaming point. The design components used collectively by the gaming points are exempt. Synchronisation of the interruption breaks between the gaming points is not absolutely necessary.
5.7 Idle state of gaming machines
Specific reference: § 13 point 6a of the Gaming Ordinance
The idle state is a verifiable state of the gaming machine laid down by means of certain features which is defined individually in relation to every design (see Appendix 2). Characteristics resulting from previous stake payments may not be defined.
The definition generally follows from setting the applicable parameters (e.g. for certain counters, levels) in relation to the respective fixed value which describes the idle state. The definition must be thorough, i.e. the idle state must materialise in full by setting the defined parameters. The idle state also includes the features of the interruption state.
5.8 Rest period following three hours' game play
Specific reference: § 13 point 6a of the Gaming Ordinance 
(a) 
Types of rest periods
There are two types of rest periods:
Enforced rest periods and voluntary rest periods.
An enforced rest period is an interruption to the game which is called for by the monitoring device. It must be initiated if the device was involved in game play for 180 minutes since the end of the most recent rest period. The device's idle state must be established at the start of the rest period and be observed for the duration thereof. An enforced rest period may not be concluded within 5 minutes.
A rest period is voluntary if it begins before the game play time has reached 180 minutes. It is recognised as a break as per § 13 point 6a if it lasts at least 5 minutes and the idle state is observed for the entire duration. A voluntary rest period that has been initiated may be concluded prematurely. In this instance, it will not be recognised as a break pursuant to § 13 point 6a of the Gaming Ordinance. To prevent abuse, a voluntary rest period that has been initiated must last a minimum of 15 seconds. 
(b) Monitoring the rest period
The rest period must be monitored in the device by means of status messages forwarded to the monitoring device at intervals not exceeding 75 seconds. The status messages must indicate whether, at the time of the announcement, the game system is in game play mode or in the rest period (see 5.8). 
In any case, stake or winning booking requests shall constitute indications of game play. If no booking request is made to the monitoring device within the necessary time frame, a separate status message is required. Outstanding status messages are deemed to be a malfunction of the gaming device which is relevant to the approval. 
(c) Beginning and end of rest periods
The time when an enforced rest period begins is the time of that booking request when the need for a rest period is established. The time when a voluntary rest period begins is the point at which the initial status message regarding a rest period is forwarded to the monitoring device. The point at which both types of rest period end is the time of the first game play announcement following the conclusion of the rest period. In the case of enforced rest periods, an announcement regarding interruption breaks will generally be rejected and a game play announcement then rejected if it is delivered within 5 minutes of the rest period starting. The duration of the voluntary rest period up to the time of its conclusion is not regarded as game play.
(d) Rest period in the case of designs with several gaming points
The rest period requirement shall apply separately to each gaming point. The collective design components must include those parts covered by the definition of the idle state while in the latter. This shall apply, irrespective of whether the need for a rest period also emerges from other gaming points which use the same components.
As a rule, synchronisation of the rest period states between all design gaming points is necessary.
(e) Assessing the rest period as an interruption break
Periods of rest are also regarded as an interruption break, i.e. a break in game play as per § 13 point 6a of the Gaming Ordinance is also regarded as a break in game play according to § 13 point 6 of the Gaming Ordinance. The transition from one rest state to another is not permitted.
5.9 Re-establishment of operational readiness
Specific reference: § 13 points 6 and 6a of the Gaming Ordinance 
The existing device state at the time of the most recent switch-off regarding the interruption and idle state, as well as game play, must be re-established in an identical manner when the gaming device is switched on (see also 7.3.2).
5.10 Operating devices for depositing and dispensing money and for stake payment
Specific reference: § 13 points 2, 3 and 7 of the Gaming Ordinance 
When depositing money, the content of the payout balance may not exceed EUR 10. Higher amounts shall either be rejected or the amount over and above EUR 10 must be paid out again immediately. 
Every stake shall be released separately by means of an operating device. Automated stake systems are not allowed. The stake key is only operative if the precondition for a new stake is present. The corresponding key shall be provided with the label ‘Stake’. 
The operating devices for stake payment and dispensing money from the payout balance shall be limited to the particular function. Beyond service operation, operating devices may not exert any influence on other functions of the gaming device, may not be used to effect adjustments to the gaming device and especially may not be used to control game sequences. 
The payout button must be designed as hardware (separate operator control module), operable at any time and may not be lockable. No additional stake may be withdrawn once the payout button is actuated. The booking of winnings that are pending to the payout balance may still be carried out before the money is dispensed. When actuating the payout button, residual amounts of less than EUR 0.20 may remain in the payout balance. 
5.11 Accepting and dispensing money
Specific reference: § 13 point 8 of the Gaming Ordinance 
The gaming device may only accept coins and bank notes in denominations of euros and cents. Coins and bank notes in other currencies, money substitutes or money replacement notes and cashless payment forms of any type must be rejected. 
Money must be accepted and dispensed immediately at the gaming machine and may only be accepted or dispensed by the gaming machine. Sums of money may not be transferred by means of networks, cards or other means of acceptance by a gaming machine or in the course of dispensing from a gaming machine. 
Receiving or dispensing money to safes constitutes an exception to this, if said safes are approved as auxiliary devices and installed directly next to the gaming machine, or if bank notes are accepted at the other device of an installed group of two via a direct connection between the two devices. 
Receiving or dispensing money must be arranged in such a way that either can be carried out independently by the person playing. In principle, third-party help should not be necessary. There may not be any other possibilities of depositing or dispensing money in exceptional situations (e.g. empty coin tubes) than are available during normal operation. In exceptional situations, operational readiness must be re-established entirely separately from deposits or withdrawals.
The player’s sums of money may not accumulate in the gaming device, with the exception of sums of money in payout balances which meet the requirements pursuant to 5.10. 
5.12 Designs with several gaming points (Multi-user gaming devices)
Specific reference: § 13 points 8a and 8b of the Gaming Ordinance 
Every gaming point must be capable of being used independently and unimpeded and fulfil each of the requirements relating to it as laid down in §§ 12 and 13 of the Gaming Ordinance. 
In particular, every gaming point must be fitted with a monitoring device and the prescribed devices for depositing and dispensing money.
A design has a set number of gaming points which may not be switched off. A design may have no more than four gaming points.
The numbering of the gaming points must be unalterable and clearly identifiable.
5.13 Monitoring device (MD)
Specific reference: § 13 point 9 of the Gaming Ordinance 
The operating principle of the monitoring device is described in more detail in 6.2.
Gaming devices must be designed in such a way that all stakes and winnings, as well as all game control status messages, are captured by the monitoring device. The requirements pursuant to § 13 points 2 to 6, sentence 1, and point 6a of the Gaming Ordinance, are verified using this data. In addition, the stakes and winnings recorded and validated must be forwarded for recording. 
A stake may only be paid and winnings may only be granted if it has been examined and confirmed beforehand by means of a request submitted to the monitoring device (booking request) that the envisaged stake or winnings comply with the requirements pursuant to § 13 points 2 to 6, sentence 1, and point 6a of the Gaming Ordinance. 
Booking requests made simultaneously
 for stakes and winnings are not allowed. Every booking request and every status message must be effected separately from one another.
To fulfil the prescribed tasks, the monitoring device must store in a secure manner the data required for the review function. This concerns all corroborated stake and winning-related data from the past hour each time, calculated from the time of a current booking request, as well as additional data that are required to monitor compliance with requirements concerning breaks.
Booking requests must be responded to in a positive manner in relation to the game control unless a discrepancy as per § 13 points 2 to 6, sentence 1, and point 6a of the Gaming Ordinance is established. The corresponding money activity may proceed, while the data pertaining to stakes and winnings, along with information on the date and time, are made available for recording. 
Booking requests must be responded to in a negative manner if a discrepancy is established in relation to the requirements under § 13 points 2 to 6, sentence 1, and point 6a of the Gaming Ordinance. No data pertaining to stakes and winnings are stored and forwarded, while a stake may not be paid or winnings granted. 
Booking requests or status messages which do not satisfy the specifications required (see Part 2) are rejected and the related data not stored.
Booking requests must be directly linked to the envisaged stake payment or the payout of winnings from the point of view of time. The time difference between the booking request in the monitoring device and the timekeeping in the game system (setting the time stamp) must lie in a tight tolerance range.
 Significant delays between the booking confirmation by the monitoring device and the actual crediting or debiting of the payout balance are not allowed.
Voluntary limitations to the leeway stipulated under § 13 points 2 to 6, sentence 1, and point 6a of the Gaming Ordinance may not be realised in the monitoring device, but are to be undertaken in the game sequence control as required.
The monitoring device can be executed as an integral component of the gaming machine's software or implemented on separate hardware. The monitoring device should initially be implemented as an enclosed, modular software unit with its own identifier. 
No additional interfaces to the monitoring device are allowed beyond those defined in Section 7. Additional interfaces with reading access only are also not allowed.
5.14 Recording data
Specific reference: § 13 point 9a of the Gaming Ordinance (valid as of 10 February 2016)
The data pertaining to stakes and winnings which originates during game play must be recorded in such a way that it is available and can be evaluated at all times, can be attributed to the device generating the data, is linked to the time of origin and can be discerned as having integrity and being intact. 
A sequential number shall be assigned to every recorded data set for the purpose of recognising the integrity of the recorded data. 
A level of protection ordinarily achieved by means of digital signatures is required for assured traceability to the generating gaming devices and as proof of the fact that the data are intact. 
The availability of the data shall be guaranteed by means of standard access to the data storage devices. 
The ability of the competent authorities (e.g. tax offices) to evaluate in conjunction with the required level of protection requires data storage standards in relation to which methods of verification, data analysis and data assessment procedures can be drawn up in a uniform manner. Only through such standards will it be possible for all authorities to safeguard data evaluation in relation to all the different manufacturers. 
The standard to be applied is stipulated by the Federal German Institute of Physical Sciences and Engineering (see Appendix 3). In addition to the data structures, it also includes the requirements governing data security. The standard must be implemented in all devices.
5.15 Accuracy of the time displayed on the system
Specific reference: § 13 point 9a of the Gaming Ordinance (valid as of 10 February 2016)
The requested link between the data to be recorded and the time of its origination requires that the gaming devices have reliable timing. It must be ensured that throughout the time that the device is installed (a maximum of four years), the time displayed on the system must be accurate to within 10 minutes. Devices which deviate more than this shall be regarded as defective and must be removed. 
Central European Time (CET) shall be used for the time displayed on the system. There may be no switching to other time zones (including changing to daylight saving time). 
For control purposes, the current time displayed on the device shall either be displayed permanently or on demand (see also 2.8). 
5.16 Technology for storing the data to be recorded
Specific reference: § 13 point 9a of the Gaming Ordinance (valid as of 10 February 2016)
Various types of mass storage device (e.g. hard drives, USB sticks, CompactFlash [CF] cards) can be used for the data being recorded. The mass storage devices must have suitable standard access (e.g. USB3 or Card Reader) available for reading the data. 
It must be ensured that the gaming machine can only be operated using a viable, connected mass storage device.
The mass storage devices used must have an appropriate service life in keeping with their function.
5.17 Player card

Specific reference: § 13 point 10 of the Gaming Ordinance (valid as of 10 February 2016)
There are two different types of player cards possible: Ready-made player cards and those generated as required. Ready-made player cards are produced by the manufacturer and delivered with the gaming device. They are a feature of the design. Player cards generated as required are manufactured at the venue prior to use or completed from prefabricated blanks. In this instance, the technology for manufacturing or completing the player card constitutes a feature of the design.
Player cards must be protected against duplication and misuse. 
Player cards may only be recognised as being valid by the appropriate gaming device, not by any other device, including devices of the same type. Game play may only commence once a valid player card has been inserted. Once the player card is removed, game play is interrupted and the payout balances must be emptied.
Player cards may not contain any personal information or other data which could be suitable for establishing a relationship with a specific individual or group of individuals. The player card may only be read during game play as well as during periods when the game is interrupted or during the idle state. 
5.18 Gaming machine security
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016), in conjunction with § 12(3) of the same (as of 10 May 2015)
As regards protection of the gaming machines and their components, appropriate safety precautions shall be stipulated each time in relation to the function executed. In this regard, the attack scenarios laid down in Appendix 4 must be observed as a minimum. 
The assessment which, as of 10 May 2015, is based on the safety reports to be produced, takes these attack scenarios as a basis.
5.19 External influences on the gaming device
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016)
In connection with the protection of the gaming machine and its components, it must be ensured that the game system cannot be influenced by impacts beyond the design. This shall apply to all media, forms of communication, auxiliary or service devices by means of which said influence could be effected.
Influences on the gaming device (such as switching between the game systems integrated in the gaming machine, business money management functions, lighting and audio controls) are allowed if it can be demonstrated that gaming systems, game conditions, the monitoring device, the recorded data and the gaming device's security functions cannot be affected. 
In the event of externally effected switching between the game systems or presetting of game variants, additional consideration must be given to the fact that the requirements concerning designation (see 2.12) are observed, that the device is in the idle state, and that no further influences beyond switching or presetting can be effected.
5.20 Transfers from the gaming device 
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016), in conjunction with § 13 points 8 and 9 of the same
In connection with safeguarding the gaming device and its components, as well as the requirement for direct game play on the device, it must be ensured that no transfer or other material assessment concerning external storage of game conditions takes place.
The transfer of such information from the gaming device which demonstrably bears no relation to game conditions (e.g. stakes, winnings, fill levels, times when the devices are operational or idle) or, if this information does bear relation to game conditions, it has evidently originated at least 24 hours prior and no newer information has been incorporated, is permitted.
5.21 Registration of player-related procedures or conditions
Specific reference: § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016), in conjunction with § 13 points 7 and 8 of the Gaming Ordinance and § 12(2) number 2 of the same
It must be ensured that it is not possible to identify the individual at the gaming device or make any personal reservations of game conditions or stockpiling whatsoever (e.g. personal accounts of profitable events). Privileges, be they positive or negative, may not be conferred on select individuals (e.g. persons with a certain previous game history) at any time. 
Part 2:
Automatic testing procedure specifications
6 General description of the test procedures
6.1 Prerequisites for testing
6.1.1 Interface access and initialisation of test conditions
Access to the test interfaces and the performance of tests shall be possible on the sample device and the prototype copies. 
Data traffic without a request for a signature will take place during testing once access to a test configuration has been initialised.
The ban on automatic stakes required according to § 13 point 7 of the Gaming Ordinance can be annulled in relation to the type test - and only the type test. The device must be adequately safeguarded against termination outside the type test. Access, which is suitably protected vis-à-vis third parties (e.g. by means of a type-specific secure password), may only be possible for the Federal German Institute of Physical Sciences and Engineering. 
Every time the devices are switched on, access to the test interfaces and automatic stake deduction are automatically barred.
6.1.2 Money in payout balances
In test configuration B (see 6.3), the gaming machine shall ensure (e.g. by simulating the insertion of a coin and dispensing money) that money is present in the payout balance for performing the test and/or is deducted as specified. In the process, at least EUR 5 but no more than EUR 10 will have to be made available. If a level below EUR 0.20 is reached, money will have to be made available again. 
6.1.3 Testing the MD with optional time stamps
Targeted deletion of the monitoring device memory, which is only required in test configuration A (see 6.3), in particular deletion of the saved time stamp, is (solely) necessary for testing by the Federal German Institute of Physical Sciences and Engineering and is limited to this. It shall not be possible to activate the 'delete' function during operation.
The contents of the memory shall either be erased or maintained by sending a particular code at the time of entry into test configuration A. Upon exiting test configuration A, the contents of the memory shall be erased again if they were erased at the beginning. Restoration of the previous status is not necessary.
6.2 Operating principle of the monitoring device
All intended actions - stake payment, payment of winnings and changes in status (and/or status message) - are submitted to the monitoring device for testing before being executed in the form of a booking request. If the requirements are met, an internal booking shall be carried out and permission  
('Y' or 'y' for yes) to execute granted. Stakes and winnings are provided with a time specification for the purpose of preparing the booking data. In the event a breach of the rules is identified, the booking request shall be rejected ('N', 'n' or 'r' for no or refuse) in relation to the game control (see Section 7). 
The monitoring device has an internal memory at its disposal in which the confirmed money bookings and the status message are appropriately registered. Each new booking request which is marked with the current time specifications is introduced to the test procedure. If the booking is detected as being regular, its entry in the booking memory (amount, time and date) shall follow. The contents of the memory will then be updated appropriately. This is generally handled by shifting the bookings according to the FIFO (first in - first out) principle in the memory. Figure 6.1 shows a diagram of this operating principle. 
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Fig. 6.1: Monitoring device involvement
6.3 Test configurations
There are three different test configurations required to inspect the monitoring device and the effects initiated by it (see Figure 6.2).
Test configuration A:
Inspection of the gaming machine monitoring device 
Test objective:
To determine the proper functioning of the monitoring device and the correct relaying of stakes and winnings
Implementation:
The gaming machine monitoring device is supplied with test data and the result verified.
Test configuration B:
Inspection of the game control using an external monitoring device 
Test objective:
To determine the game control’s intended reaction in relation to crediting or debiting money, as well as the game status as per the monitoring device’s control signals
Implementation:
The game control is disconnected from its own monitoring device and is controlled by an external monitoring device. The game control’s reactions are additionally verified on the device by means of the data from the payout balance and in relation to the break in game play. 
Test configuration C:
Monitoring the data traffic between the game control and the device’s monitoring device
Test objective:
To determine whether data traffic and system reactions for test configurations A and B are identical to the actual operation; monitoring the correctness of time-related data.
Implementation:
The data traffic between the game control and the device’s monitoring device is initiated and compared on a sample basis with the data traffic and the system reactions in test configurations A and B. The monitoring device’s input and output data are also compared. The data from the payout balance assist in this regard. The time allocations of the signals are also determined in this configuration. 
The data traffic is compared with the device's reactions on a sample basis. 

Fig. 6.2:
Test configurations A, B and C with the interface between the gaming machine and the test computer 
7 Test interface
The test interface described in this section (including the transfer protocols and data structures) must be observed as regards the type testing of gaming machines, but shall also be applied during operation of the devices, if applicable. 
7.1 Physical and technical characteristics
7.1.1 General 
This provision makes use of parts of DIN 66348 Part 1, supplemented by additional stipulations. The interface hardware shall be designed as an asymmetrical voltage interface according to DIN 66259 Part 1.
The connector described and its realised physical characteristics may either be incorporated in the gaming machine or in a signal converter attached to the gaming machine with a connecting cable no more than 0.50 m long.
7.1.2 Physical characteristics of the interface
The interface is characterised by the following physical characteristics:
· Asymmetrical voltage interface according to DIN 66259 Part 1
· Start-stop transmission
· Duplex or simplex operation at 9 600 bit/s or 19.2 kbit/s 
7.1.2.1 Interface lines
The functional requirements for the interface are described in DIN 66020 Part 2. Table 7.1 indicates the envisaged interface lines.
Table 7.1: Interface lines
	Abbreviations
	Line function

	G
	Signal ground

	T
	Transmittal data

	R
	Received data


7.1.2.2 Electrical properties and signal states
DIN 66259 Part 1 (CCITT V.28) shall apply to the electrical properties of the interface. The logic levels specified in Table 7.2 and Table 7.3 are laid down for the data lines.
Chronological sequence of the signals:
The following stipulations for the chronological sequence of the signals at the transfer point shall apply if the interface lines are connected to the circuit for the signal evaluation (receiver, see there).
· All signals have a roughly rectangular progression.
· When the signal status is changed, the signal voltage passes through the transition range between +3 V and -3 V, monotonically increasing or decreasing. It reaches the other signal status, without returning to this transition range, before the next signal status change takes place. The flank pitch shall be limited to a maximum value of 30 V/µs.
· When the signal status is changed, the time during which the signal voltage passes through the transition range between +3 V and -3 V is limited to a maximum value of 1 ms or 3% of the nominal step duration; the lower time value shall apply each time in this regard.
Table 7.2: Transmission signal allocation
	Signal voltage
	-25 V ( U ( -3 V
	+3 V ( U ( +25 V

	Signal status data line
	One/1/Mark
	Zero/0/Space


Transmitter properties:
The amount of open-circuit voltage U0 at each interface line in comparison with the associated signal ground shall not exceed 25 V.
· The short-circuit current, which flows when two arbitrary interface lines touch, shall not exceed 0.5 A.
· Each circuit for signal generation shall be configured so that it will neither be damaged in the event of a short circuit with the signal ground or another interface, nor in open-circuit operation.
· The source resistance R0 of the circuit is only determined insofar as
a)  the amount of voltage at the transfer point must be within the range of 5 V to 15 V, if an ohmic resistance of 3 000 (to 7 000 ( is connected during the measurement and the open-circuit voltage of the receiver is equal to 0 V;
b) where the receiver is additionally loaded with 2 500 pF, the flank pitch of the signals shall meet the aforementioned requirements.
· The source capacity C0 of the circuit is only determined insofar as the flank pitch of the signals satisfies the above-mentioned signal progression at the receiver loading described below with the load resistance RL and the load capacity CL = 2 500 pF.
Table 7.3: Received signal allocation
	Signal voltage
	-25 V ( U ( -3 V
	+3 V ( U ( +25 V

	Signal status data line
	One/1/Mark
	Zero/0/Space


Receiver properties:
· Each circuit for signal evaluation shall fulfil its function with signal voltages of up to 15 V. Signal voltages exceeding 3 V shall result in faultless signal recognition.
· At a measurement voltage amount UMeas between 3 V and 15 V, the input voltage I will have to lie within the following limits:
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Where:
the open-circuit voltage ULmax= 2 V
the maximum load resistance RLmax= 7 000 (
the minimum load resistance RLmin= 3 000 (
· The open-circuit voltage amount in the current-less state shall not exceed 2 V.
· The circuit’s load capacity CL shall not exceed 2 500 pF.
· The circuit’s input resistance shall not be formed by inductive components (such as relay windings).
With the data transmission interface, the interface cable is assigned permanently to the data terminal equipment (DTE, the test computer in this instance). This consequently results in a transfer point which must be designed as a connector.
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Fig. 7.1: Equivalent circuit diagram for transmitters and receivers
Where:
U0
Source open-circuit voltage
-25 V ( U0 ( +25 V 
U
Operating voltage at the transfer point
where RL= 3 000 ( to 7 000 ( and UL = 0 V: 
+5 V ( |U| ( +15 V
UL
Load open-circuit voltage
-2 V ( UL ( +2 V
R0
Source resistance R0 is only defined if the interface line is monitored for signal failure (not in this case)
RL
Direct current load resistance
3 000 ( ( RL ( 7 000 (
C0
Source capacity such that the flank pitch of the signals is ensured
CL
Load capacity
CL ( 2 500 pF
7.1.2.3 Connector
A 9-pin sub-miniature D connector with sockets is to be provided on the connection side of the signal converter attached to the gaming machine. The gaming machine with attached signal converter shall be wired like data communication equipment (DCE) so that a connection to the measuring device can be established by means of a simple RS-232 cable (outgoing and reception lines not crossed). The pin configuration of the cable plug for the jack of the signal converter attached to the gaming machine is represented in Table 7.4 and Figure 7.2.
Table 7.4: Connector pin connections
	Pin no.
	Line function

	1
	-

	2
	RxD received data

	3
	TxD transmittal data

	4
	-

	5
	SG signal ground

	6
	-

	7
	-

	8
	-

	9
	-

	At the signal converter output


Fig. 7.2:
Cable plug pin numbers, pin side view
7.1.2.4 Signal distortion at the interface
ISO 7480 applies to the requirements regarding signal distortion for start-stop transmission and measurement of the signal distortion parameters.
7.1.2.5 Other provisions
The electrical isolation between the high-voltage circuit and the interface lines must comply with the relevant safety provisions, in particular DIN VDE 0160, DIN VDE 0800 Part 1, DIN VDE 0804, DIN IEC 435 / VDE 0805 and DIN IEC 435 A1 / VDE 0805 A1. The limit value class B pursuant to DIN VDE 0871 shall apply to radio interference voltages.
7.1.3 Start-stop transmission elements
7.1.3.1 Transfer speed
9 600 bit/s and 19 200 bit/s transfer speeds are approved.
7.1.3.2 Character format
As regards the character format, it is stipulated that the start bit shall be followed by the bit with the lowest valence.
The character format for text characters and transmission control characters contains the following elements:
a) Start bit
b) 7 Information bit (bit 1 to bit 7) for graphic and control characters of the 7 bit code according to DIN 66003
c) even parity (bit 8) according to DIN 66022 Part 1
d) a stop bit 
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Fig. 7.3: Start-stop transmission character format 
7.2 Transmission characters, control characters and sequences 
7.2.1 Transmission control characters used
The meanings of the control characters used for communication, including the corresponding parameters, are specified in Table 7.5 to 7.7. 
Table 7.5: Transmission control characters
(SPG: sent by the gaming machine, MR: sent by the test computer)
	Sender
	ASCII control characters
	Hex code
	Meaning

	MR SPG
	ESC 
	1Bh
	First character of a control sequence. Followed by a control sequence character and information data, if applicable.

	MR SPG
	LF
	0Ah
	Final character of a control sequence

	MR
	ENQ *)
	05h
	Start of measuring, prompt to send the device characteristics

	MR
	XON *)
	11h
	Prompt to send the game data sets

	MR
	EOT *)
	04h
	Discontinuation of measurement.

	SPG
	ETX 
	03h
	End of a data set with variable length, if applicable


*)
The control characters ENQ, XON and EOT are sent with a final LF.
Table 7.6: Transmission control sequences
	Sender
	Control sequence
	Meaning

	SPG
	ESC 'P' p LF
	Initiates the sending of the device characteristics p immediately after P. LF concludes the sequence.
(see Table 7.8 for the meaning and coding of p )

	MR
SPG
	ESC 'M' s LF
ESC 'M' s LF
	Request for setting of test configuration s Confirmation of setting of test configuration s
(see Table 7.7 for the meaning and coding of s) 

	SPG
	ESC 'D' LF
	Initiates (in test configurations B and C) the sending of the available payout balance level which follows directly. 

	SPG
	ESC 'E' LF
	Notifies (in test configuration A) that the MD is ready to receive. Booking requests from the MR can be received sequentially until a stop signal arrives. 

	SPG
	ESC 'F' LF 
	Notification that a faulty signal has been received. 


Table 7.7: Test configuration coding
	Parameter s 
	ASCII Code (Hexadecimal)
	Meaning

	1
	31 h 
	Test configuration A without deleting the memory contents of the monitoring device 

	2
	32 h
	Test configuration A involving deletion of the memory contents of the MD upon entering and exiting test configuration A 

	3
	33 h
	Test configuration B 

	4
	34 h
	Test configuration C 


7.2.2 Description of the data transmission
The following describes the ready-to-receive status of the gaming machine (SPG), consisting of the monitoring device (MD) and game control, as well as events and sequences during each change of status. The numbers listed for reception states for signals from the test computer (MR) and the changes in status of the gaming machine, including signals sent and actions carried out, refer to the sequence diagrams depicted in figures 7.4 to 7.7. 
7.2.2.1 Gaming machine reception states
Common part for all test configurations (see Figure 7.4)
1
Communication ready (default measurement status)
	The SPG waits to receive a measurement initiation signal sent by the MR.

	Conditions:
w/o time out.
Reactions:
ENQ LF:
Onward to sequence 12.
Other signal:
no reaction.


2
Ready for setting (see Figure 7.4)
	The SPG waits to receive a control sequence sent by the MR.

	Conditions:
w/o time out. s must be a defined test configuration.
Reactions:
ESC M s LF:
Test configuration setting with parameter s. Further sequence according to parameter s (23a, 23b or 23c) 
If parameter s is undefined: Onward to sequence 22.
EOT LF:
Discontinuation of measurement. Onward to sequence 21.
Other signal:
no reaction.


Test configuration A (see Figure 7.5)
3a
Test ready mode A
	The MD waits to receive a control sequence sent by the MR.

	Conditions:
w/o time out.
Reactions:
XON LF:
Data transmission start. Onward to sequence 3a4a.
EOT LF:
Discontinuation of measurement. Onward to sequence 3a1.
Other signal:
no reaction.


4a
Ready to receive mode A
	The MD waits to receive the booking requests sent by the MR.

	Conditions:
w/o time out. Booking requests have to comply with the definition.
Reactions:
Booking
request:
Onward to sequence 4a4a.
EOT LF:
Discontinuation of measurement. Onward to sequence 4a1.
Other signal:
no reaction.


Test configuration B (see Figure 7.6)
3b
Test ready mode B
	The game control waits to receive a control sequence sent by the MR.

	Conditions:
w/o time out.
Reactions:
XON LF:
Data transmission start. Onward to sequence 3b4b.
EOT LF:
Discontinuation of measurement. Onward to sequence 3b1.
Other signal:
no reaction.


4b
Interruption ready mode B
	The game control sends booking requests. It reacts to a defined control signal.

	Reactions:
w/o signal:
Onward to sequence 4b4b *).
EOT LF:
Discontinuation of measurement. Onward to sequence 4a1.
Other signal:
no reaction.


*) each booking request must be answered
5b
Wait for external MD reply mode B
	The game control waits to receive a MD reply sent by the MR.

	Reactions:
'N' or 'n' 'r' time*) ETX:
Do not perform a booking or change device status.
'Y' or 'y' time/money**) ETX:
Execute stake payment and pay out winnings or device status confirmed.
Other signal:
no reaction.


*) time (see Table 7.13)
**) time/money (see Table 7.11 and Table 7.12)
Test configuration C (see Figure 7.7)
3c
Test ready mode C
	The SPG waits to receive a control sequence sent by the MR.

	Conditions:
w/o time out.
Reactions:
XON LF:
Data transmission start. Onward to sequence 3c4c.
EOT LF:
Discontinuation of measurement. Onward to sequence 3c1.
Other signal:
no reaction.


4c
Interruption ready mode C
	The SPG sends data sets. It reacts to a defined control signal.

	Reactions:
w/o signal:
Onward to sequence 4c4c. *)
EOT LF:
Discontinuation of measurement. Onward to sequence 4c1.
Other signal:
no reaction.


*) each booking request must be answered
7.2.2.2 Change in status and data transmission 
Common part for all test configurations (see Figure 7.4)
	01
	The SPG is set to status 1: ‘communication ready’ according to a method specified by the manufacturer.

	10
	The SPG is set to a general default status according to a method specified by the manufacturer.

	12
	The SPG sets game-related memory states to a default status. 
It then sends the individual device characteristics for game control and the MD. Transition to status 2: ‘ready for setting’.

	21
	The SPG switches to status 1: ‘communication ready’ after receiving the EOT signal.

	22
	The SPG has received undefined parameter(s) for the test mode. 
It sends an ESC 'F' LF and remains in status 2.

	23a 23b 23c
	The SPG sets the respective test configuration according to the parameter received, sends the sequence ESC 'M' s LF as a confirmation with the corresponding strategy parameter s and switches to status 3a, 3b or 3c: ready for test.


Test configuration A (see Figure 7.5)
	3a1
	The SPG switches to status 1 after receiving the EOT signal.

	3a4a
	The gaming machine’s MD sends ESC 'E' LF to confirm and switches to status 4a: ready to receive

	4a1
	The SPG switches to status 1 after receiving the EOT signal.

	4a4a
	If an EOT interruption signal has not been received, the MD will receive booking requests and give the response signal to the interface as a data set.


Test configuration B (see Figure 7.6)
	3b1
	The SPG switches to status 1 after receiving the EOT signal.

	3b4b
	The gaming machine’s game control sends ESC 'D' LF to confirm and sets the memory level of the payout balance to an amount sufficient for game play. It then sends the level of the payout balance and switches to status 4b: ready for interruption

	4b1
	The SPG switches to status 1 after receiving the EOT signal.

	4b5b
	The gaming machine’s game control sends the booking request.

	5b4b
	If a control signal has arrived, the game control sends the level of the payout balance, including the time displayed on the system, and switches to status 4b.


Test configuration C (see Figure 7.7)
	3c1
	The SPG switches to status 1 after receiving the EOT signal.

	3c4c
	The gaming machine’s game control sends ESC 'D' LF to confirm. It then sends the level of the payout balance, including the time displayed on the system, and switches to status 4c: ready for interruption

	4c1
	The SPG switches to status 1 after receiving the EOT signal.

	4c4c
	If an interruption signal triggered by an external booking has arrived, the gaming machine’s game control sends the level of the payout balance, including the time displayed on the system. Otherwise, the gaming machine’s game control sends the booking request. The gaming machine’s MD then sends the response signal. The gaming machine’s game control then sends the level of the payout balance and switches to status 4c. 


7.2.3 Sequence control 
The following sequences for data transmission control are laid down according to the test configurations described under ‘Test Procedure’. Figure 7.1 depicts the preliminary part of the sequence diagram (which is the same for all three test configurations) and Figure 7.5 to Figure 7.7 show the respective subsequent part of the sequence diagram for the test configurations (modes) A, B and C.
Fig. 7.4:
Common part of the sequence diagram for all test configurations
Fig. 7.5:
Special part of the sequence diagram for 
Test configuration A: ‘External control of the internal monitoring device’
(See 7.3 'Data structures' for explanations of symbols) 
Fig. 7.6:
Special part of the sequence diagram for 
Test configuration B: 'MD connection' 
(See 7.3 'Data structures' for explanations of symbols) 
Fig. 7.7:
Special part of the sequence diagram for 
Test configuration C: 'Monitoring' 
(See 7.3 'Data structures' for explanations of symbols)
7.2.4 Handling faulty data transmission
Errors in the data transmitted are handled in the following manner.
Each 7-bit data character transmitted is checked for conformity of parity. If parity errors have occurred in the data sent by the gaming machine, the test computer shall determine the further programme sequence by means of a signal which is evaluated in the next reception state of the gaming machine (generally speaking, discontinuation of measurement and restart).
In the event of errors in the control data for setting the test configuration received by the test computer, the gaming machine will send the error signal ‘F’ and switch to status 2 (see Figure 7.4), so that the test computer sends the corresponding control signal again or so that the measurement is stopped and can be restarted.
7.3 Data structures (content and coding)
7.3.1 Device characteristics
These serve to identify the gaming machine and the software versions of the game control and monitoring device. This data can be retrieved by the test computer prior to each measurement. 
Table 7.8: Data set for the device characteristics
	Byte no.
	ASCII character set
	ASCII Code (Hexadecimal)
	Meaning of the characters
	Comment

	1 to 3
	3 characters: 
all except control characters
	
	Manufacturer recognition
	Decoding according to individual specification

	4
	Slash '/'
	2Fh
	Terminating character
	

	5 to 34
	30 characters: 
upper-case character, numbers 
0 to 9, hyphen space
	Choice of:
41h to 5Ah, 30h to 39h
	Device recognition 
1st character = letter;
rest filled in with (20h) space characters
	String:
Type name with
hyphen (2Dh) or space characters (20h) as word separators

	35
	Slash '/'
	2Fh
	Terminating character
	

	36 to 41
	6 characters: 
all except control characters
	20h to 7Ah
	Programme recognition Game control with version
	String

	42 to 47
	6 numbers: 
each 0 to 9
	30h to 39h
	Version date Game control Y1,Y0,M1,M0,D1,D0,
	YYMMDD: 
Year, month, day

	48 to 53
	6 characters: 
all except control characters
	20h to 7Ah
	Programme recognition Monitoring device with version
	String

	54 to 59
	6 numbers: 
each 0 to 9
	30h to 39h 
	Version date Monitoring device
Y1,Y0,M1,M0,D1,D0,
	YYMMDD: 
Year, month, day 

	60
	1 number:
1, 2, 3, 4
	31h to 34h
	Waiting time before or after stake or winnings
	1:
Waiting time before stake and winnings 
2:
Waiting time after stake and winnings
3:
Waiting time after stake and before winnings
4:
Waiting time before stake and after winnings 

	61 to 64
	0 each time 
	30h 
	w/o evaluation
	Positions reserved

	65
	1 control character: ETX
	03h 
	Separator;
	End of data set


7.3.2 Data set for money stakes and device states
The data are sent during actual operation and in test configuration C (monitoring operation) as a booking request from the game control to the monitoring device of the gaming machine and, during monitoring operation, to the test computer as well. In test configuration B, they are sent from the game control to the test computer, while in test configuration A, they are sent from the test computer to the monitoring device of the gaming machine. 
The game control sends a booking request to the control unit at least every 75 seconds. If no money stake or winning booking requests are sent during this interval, a booking request shall be made with the stake value ‘zero’ and the designation of the respective game status carried out (see Table 7.9, byte no. 17). If no booking request is forthcoming after 75 seconds, the preconditions are not in place for the device to function on a regular basis. The device status ‘active’ indicates all statuses in which the device is in game play. The device status ‘break’ indicates the status when the device is at rest. When restarted, the device will be in the same state as it was prior to being switched off. The first status message is provided with the value 1 for byte no. 18. (see Table 7.9). If the interval between the most recent active status message prior to switch-off and the current active status message exceeds 75 seconds, the game play duration for this interval is set at 75 seconds. Otherwise, the actual interval is used for calculating the game play duration. If the device is at rest, the interval is assessed as pause time.
Table 7.9: Data set for money stakes and device states
	Byte
no.
	ASCII character set
	ASCII Code 
(Hexadecimal)
	Meaning of the characters
	Comment

	1
	0...2
	30h ... 32h
	e1 (x EUR 1)
EUR 0 to 2
	Stake value of an intended stake payment E

	2
	0...9
	30h ... 39h
	e2 (x EUR 0.10)
EUR 0 to 0.90
	
E =

	3
	0...9
	30h ... 39h
	e3 (x EUR 0.01)
EUR 0 to 0.09
	EUR e1+0.1 e2+0.01 e3


	4 to 9
	6 numbers: 
each 0 to 9
	30h to 39h
	Abbreviated calendar date in standard format YYMMDD
	YY-MM-DD

	10 to 16
	7 numbers: 
each 0 to 9
	30h ... 39h
	Time displayed on system in full in standard format with decimal fraction for increments of 1/10 s: hhmmsss
	hh:mm:ss.s

	17
	1 number: 0 
	30h … 
	‘0’ for ‘active’
‘1’ for ‘break’ (interruption state) 
‘2’ for ‘break’ (idle state)
	Identification of device status

	18
	1 number: 1, 0
	31h, 30h
	‘1’ for the first data set after switching on the device
‘0’ for all other data sets
	The initial state after switching on the device or device during routine operation

	19
	ETX
	03h
	Separator
	End of data set


7.3.3 Data set for winnings
The data are sent during actual operation and in test configuration C (monitoring operation) as a booking request from the game control to the monitoring device of the gaming machine and, during monitoring operation, to the test computer as well. In test configuration B, they are sent from the game control to the test computer, while in test configuration A, they are sent from the test computer to the monitoring device of the gaming machine. 
Table 7.10: Data set for winnings
	Byte
no.
	ASCII character set
	ASCII Code 
(Hexadecimal)
	Meaning of the characters
	Comment

	1
	A...C
	41h ... 43h
	g1 (x EUR 10)
EUR 0 to 20
	Win value of an intended payout of winnings G

	2
	A...J
	41h ... 4Ah
	g2 (x EUR 1)
EUR 0 to 9
	
G = 

	3
	A...J
	41h ... 4Ah
	g3 (x EUR 0.10)
EUR 0 to 0.90
	EUR 10 g1+g2+ 0.1 g3+0.01 g4

	4
	A...J
	41h ... 4Ah
	g4 (x EUR 0.01)
EUR 0 to 0.09
	

	5 to 10
	6 numbers: 
each 0 to 9
	30h to 39h
	Abbreviated calendar date in standard format YYMMDD
	YY-MM-DD

	11 to 17
	7 numbers: 
each 0 to 9
	30h ... 39h
	Time displayed on system in full in standard format with decimal fraction for increments of 1/10 s: hhmmsss
	hh:mm:ss.s

	18
	1 number: 0 
	30h
	‘0’ for ‘active’ 
	Identification of device status

	19
	1 number: 0
	30h
	w/o evaluation
	Position reserved 

	20
	ETX
	03h
	Separator
	End of data set 


7.3.4 Data set for monitoring device control signals 
The data are sent during actual operation and in test configuration C as control signals from the gaming machine’s monitoring device to the game control. In test configuration B, they are sent from the test computer to the game control, while in test configuration A, they are sent from the monitoring device of the gaming machine to the test computer. 
A booking request sent by the game control containing only information on the device status (see 7.3.2) is confirmed by sending a data set (see Table 7.11) with the stake value ‘zero’ (byte numbers 2 to 4, 30h each). 
Table 7.11:
Data set for monitoring device control signals (authorised stake or confirmation of the device status reported)
	Byte
no.
	ASCII character set
	ASCII Code 
(Hexadecimal)
	Meaning of the characters
	Comment

	1
	Y, y
	59h, 79h 
	OK 
	Booking permission or device status confirmation
y = device status confirmation at the beginning or during a break in game play

	2
	0...2
	30h ... 32h
	e1 (x EUR 1)
EUR 0 to 2
	Stake value of an approved stake payment E

	3
	0...9
	30h ... 39h
	e2 (x EUR 0.10)
EUR 0 to 0.90
	
E =

	4
	0...9
	30h ... 39h
	e3 (x EUR 0.01)
EUR 0 to 0.09 cents
	EUR e1+0.1 e2+0.01 e3


	5 to 10
	6 numbers: 
each 0 to 9
	30h to 39h
	Abbreviated calendar date in standard format YYMMDD
	YY-MM-DD

	11 to 16
	6 numbers: 
each 0 to 9
	30h ... 39h
	Time displayed on system in full of the most recent booking request in standard format: hhmmss
	hh:mm:ss

	17
	ETX
	03h
	Separator
	End of data set


Table 7.12:
Data set for monitoring device control signals
(authorised winnings)
	Byte
no.
	ASCII character set
	ASCII Code 
(Hexadecimal)
	Meaning of the characters
	Comment

	1
	Y 
	59h 
	OK 
	Booking permission 

	2
	A...C
	41h ... 43h
	g1 (x EUR 10)
EUR 0 to 20
	Win value of an authorised payout of winnings G

	3
	A...J
	41h ... 4Ah
	g2 (x EUR 1)
EUR 0 to 9
	
G = 

	4
	A...J
	41h ... 4Ah
	g3 (x EUR 0.10)
EUR 0 to 0.90
	EUR 10 g1+g2+ 0.1 g3+0.01 g4

	5
	A...J
	41h ... 4Ah
	g4 (x EUR 0.01)
EUR 0 to 0.09
	

	6 to 11
	6 numbers: 
each 0 to 9
	30h to 39h
	Abbreviated calendar date in standard format YYMMDD
	YY-MM-DD

	12 to 17
	6 numbers: 
each 0 to 9
	30h ... 39h
	Time displayed on system in full of the most recent booking request in standard format: hhmmss
	hh:mm:ss

	18
	ETX
	03h
	Separator
	End of data set


Table 7.13:
Data set for monitoring device control signals (rejection of a booking request or device status)
	Byte
no.
	ASCII character set
	ASCII Code 
(Hexadecimal)
	Meaning of the characters
	Comment

	1
	N, n, r*)
	4Eh, 6Eh
	NOK
	N = rejection of the booking request or the device status
n = rejection of the booking request at the start or during an enforced interruption to the game as per § 13 point 6 of the Gaming Ordinance
n = rejection of the booking request at the start or during an enforced rest period as per § 13 point 6a of the Gaming Ordinance

	2 to 7
	6 numbers: 
each 0 to 9
	30h ... 39h
	Time displayed on system in full of the most recent booking request in standard format: hhmmss
	hh:mm:ss 

	8
	ETX
	03h
	Separator
	End of data set


*) Note:
If booking requests or status messages follow during an enforced break in game play, or during the first 15 seconds of a voluntary break in game play, which do not report any rest state corresponding to the break that has started, these must be rejected by the monitoring device with an 'n' or 'r'. However, the preconditions are not then in place for the device to function on a regular basis.
7.3.5 Data set for the payout balance level
In addition to the aforementioned data sets, a data set will be needed for transmitting the respective current level of the payout balance to the test computer. 
The level of the payout balance is influenced by receiving money (M), paying out winnings ([German designation Gewinnauszahlung, abbreviated:] G), stake payment ([German designation Einsatzleistung, abbreviated:] E) and dispensing money ([German designation Geldausgabe, abbreviated:] A) (see Figure 7.8). Immediately after each change in the level of the payout balance (but also if the level of the payout balance does not change following an NOK signal from the monitoring device or following a status report), the game control (in test configurations B and C) sends a data set to the test computer which contains the cause of the report (adding or debiting money or requests made in the interim), the current level and the time. 
The data of the available payout balance level are only sent to the test computer in test configurations B and C. 

[image: image5]
Fig. 7.8: Reasons behind changes to the payout balance 
Table 7.14: Data set with current payout balance level
	Byte no.
	ASCII character set
	ASCII Code 
(Hexadecimal)
	Meaning of the characters
	Comment

	1
	P
	50h
	Receipt of money (M)
	

	
	Q
	51h
	Payout of winnings (G)
	Type of booking carried out

	
	R
	52h
	Stake payment (E)
	

	
	S
	53h
	Dispensing of money (A)
	

	
	T
	54h
	Initial or interim requests 
	No interim booking, if applicable

	2 to 6
	5 numbers: 
each 0 to 9
	30h to 39h
	Payout balance
Euros and cents
	Current level 

	7 to 13
	7 numbers: 
each 0 to 9
	30h ... 39h
	Time displayed on system in full in standard format with decimal fraction for increments of 1/10 s: hhmmsss
	hh:mm:ss.s

	14
	ETX
	03h
	Separator
	End of data set


Part 3:
Approval procedure
8 Application 
8.1 Applicant
In principle, only the manufacturer of the devices is authorised to file an application for the type approval of gaming machines. The manufacturer is the party who made the device. Any party which has assembled the device from components, applies his or her name or company emblem to the device, and assumes responsibility for complying with the obligations resulting from the approval is also deemed to be the manufacturer.
The manufacturer may commission an authorised representative to apply for the approval. The authorised representative shall act demonstrably in the name and on behalf of the manufacturer. He or she shall not acquire any approval rights of his or her own.
The Federal German Institute of Physical Sciences and Engineering is not obligated to check whether the applicant is also the manufacturer of the design.
In the event of deviations from manufacturer status, however, special reference is made to the obligations of the approval holder, in particular, to the fact that, in such cases, actions undertaken by the manufacturer in relation to prototype copies which alter the characteristics specified in the approval certificate may lead to the type approval being revoked. In such cases, potential claims for damages must be resolved solely between the approval holder and the manufacturer.
8.2 Application for approval
The application for approval must be in German and sent to the following address:
Physikalisch-Technische Bundesanstalt [Federal German Institute of Physical Sciences and Engineering], Arbeitsgruppe 'Spielgeräte' ['Gaming devices' working group], Abbestr.  2-12, 10587 Berlin

The application letter
 should be on letterhead and contain at least the name or company name of the applicant, a type designation (type name) of the gaming device and the legal reference of the application (§ 11 of the Gaming Ordinance).
The documents pursuant to Appendix 2 and a sample device (model) are part of the application. The documents must be drawn up in German. Technical annotations relating to the source programme may be in English. Additional documents may be requested separately, as required.
It is helpful to make reference to an existing approval with similar characteristics or to other special technical characteristics in the application letter.
The sample device must be complete and functional and represent a model suitable for series production. 
It is important for conducting the type examination that the documents are correct and consistent among one another and that they correspond to the model’s mode of operation. Incomplete, imprecise or inconsistent specifications impede rapid processing, cause interruptions, or may result in the termination of processing without a type approval being issued.
8.3 Device delivery and storage
Sample devices and other test objects must be delivered carriage paid to the place of use (‘Gaming devices’ working group) at the Berlin office of the Federal German Institute of Physical Sciences and Engineering at a time and date agreed beforehand. Standing machines must be fitted with moveable wheels/rollers or roller boards in such a way that they are stable and resistant to tipping. After processing, the sample devices are transported back by the applicant.
After the type approval is issued, the models examined must be kept by the approval holder as long as devices of this type remain on the market. Other application documents, including programme memory components or copies of the programmes, are stored at the Federal German Institute of Physical Sciences and Engineering. Pursuant to § 12 of the Gaming Ordinance, the Federal German Institute of Physical Sciences and Engineering may request the permanent or temporary relinquishment of a model or individual parts thereof. The purpose of storing models and documents is to ensure that devices on the market can subsequently be compared with the corresponding model. 
8.4 Folder
An applicant’s documents which are unchanged for a larger number of designs may be deposited with the Federal German Institute of Physical Sciences and Engineering in a folder (preferably on electronic data storage devices) and need not be submitted anew for each application. Only the documents in the folder which are referred to in the application documents are deemed to be part of the application. The documents must be clearly identifiable. That includes the designation with the applicant’s name, a unique title with the date of creation, a version number, if applicable, and with page numbering.
If newer versions of a document are to be used in relation to a design, they will have to be submitted to the Federal German Institute of Physical Sciences and Engineering beforehand or with the application for approval from the date when they are to apply. Older versions shall remain with the Federal German Institute of Physical Sciences and Engineering. 
Joint folders for several companies submitting applications are not possible.
9 Processing and costs
9.1 Processing order
The Federal German Institute of Physical Sciences and Engineering processes the applications for approval in the order in which they are received, in which connection the date of final completion of the documents and/or establishment of the sample device’s functionality, as documented by the Federal German Institute of Physical Sciences and Engineering’s application confirmation, are decisive factors. Incomplete applications, or ones which cannot be processed, are not taken into account in determining the processing order. 
9.2 Inspection upon receipt
Incoming applications are inspected upon receipt. If this inspection reveals that documents are missing, additional documents are necessary, or that the device has defects which could hinder the testing, the applicant is requested to make additional submissions or carry out adjustments.
The Federal German Institute of Physical Sciences and Engineering reserves the right to terminate the approval procedure prematurely if the request is not met within a reasonable period of time and the applicant has not put forward an important reason for doing so. 
Furthermore, the Federal German Institute of Physical Sciences and Engineering reserves the right to terminate the approval procedure prematurely if it has already become apparent during the incoming inspection that the test cannot be conducted on the sample device or the characteristics of said device do not meet known requirements of the Gaming Ordinance or of this Guideline. 
In the event of premature termination, the applicant shall be asked to collect the device and the documents again and to settle the costs incurred up to this point. The applicant is free to resubmit the application after rectifying the shortcomings. 
9.3 Sample device
The test is generally conducted on a sample device which complies with later series production. The approval issued at the end relates to the model tested and the corresponding documents.
Auxiliary devices and interfaces are tested to an extent and detail in keeping with the existing particularities each time.
9.4 Notifications
The Federal German Institute of Physical Sciences and Engineering shall inform the applicant in the course of processing by means of interim notifications if problems of a particular nature are encountered during processing. This particularly applies to cases in which, as a result of new findings or technical solutions, additional or modified requirements must be laid down of which the applicant was not previously aware. 
9.5 Conclusion of processing
The applicant shall receive the approval certificate once the tests have been completed successfully and the Federal Criminal Police Office has taken part in the process. 
Processing can be ended without the approval being issued due to incomplete applications or sample devices which are incapable of being tested, especially if the applicant fails to comply with requests for completion and/or subsequent reworking (see 9.2 and 9.4). 
The Federal German Institute of Physical Sciences and Engineering reserves the right to reject the application without further hearing if violations of known requirements of the Gaming Ordinance or the Technical Guideline published in relation to performance of the test are discovered during the test. This shall especially apply if the violation is technically obvious and the applicant should have been able to ascertain this him or herself in the context of his or her quality assurance.
9.6 Announcements
The Federal German Institute of Physical Sciences and Engineering shall announce the approval of a gaming device type pursuant to § 15(2) of the Gaming Ordinance. The announcement shall follow each time on the first day of the month via the internet
, provided an approval confirmation has been issued for the first time in the previous month. An announcement shall also follow if a type approval has been withdrawn or revoked, in full or in part, or has been augmented with information relevant to the approval.
9.7 Fees
The Federal German Institute of Physical Sciences and Engineering shall charge fees for type examination and approval, including the processing of applications for modifications and extensions. The fees are based on labour costs and the details specified in § 17 of the Gaming Ordinance.
10 Approval documents
10.1 Approval certificate
The approval certificate documents the conformity of the model tested with applicable requirements. It contains information regarding the design.
The applicant shall receive the original of the approval certificate, thus making him or her the approval holder. An identical copy shall be published on the internet. 
The rights to a type approval can be transferred to a legal successor to the approval holder. The Federal German Institute of Physical Sciences and Engineering shall be notified of such a transfer. This does not imply the alteration or supplementation of the approval certificate. The type designation and approval number in the approval certificate issued to the original approval holder are taken over unchanged. 
Furthermore, the approval holder may allow other companies to distribute the gaming devices authorised to him or her while maintaining his or her rights and obligations regarding the approval. However, applications for alteration of the type approval or issuance of approval marks for prototype copies can only be made by the approval holder him or herself.
The period of validity of the approval certificate is limited on the basis of § 33e(3) of the Industrial Code, in conjunction with § 11(2) of the Gaming Ordinance. This period of time shall be 12 months, beginning with the expiry of the calendar month in which the approval has been issued. 
The Federal German Institute of Physical Sciences and Engineering may stipulate conditions and requirements for issuing the approval pursuant to § 16(1) point 8 of the Gaming Ordinance. 
10.2 Extension of the approval certificate
The duration of the type approval’s validity can be extended by filing an application. The approval holder is entitled to file the application. The extension is generally issued, unless opposed by
· regulations which have been modified in the interim,
· requirements or conditions issued,
· facts which have come to light in the interim which may justify a withdrawal or revocation, 
· or other important reasons. 
The decision to extend is taken as soon as the current period of validity ends.
10.3 Amendments to the approval
An issued type approval may be amended if a malfunction of the gaming device is to be rectified or a justified supplementation of safeguards carried out. It requires retesting. The amendments are certified in an approval supplement, which is also published.
Functional changes are not possible. They require a new type approval. 
The approval holder may submit formless applications for change. Documents must be enclosed with the application for a design change to the extent required to enable the necessary tests to be carried out.
10.4 Approvalmark and confirmation
The issuing of approval marks and confirmations is laid down in § 15 of the Gaming Ordinance. As proof that the gaming machine design is approved, the corresponding numbered approval mark (original document) from the Federal German Institute of Physical Sciences and Engineering and the approval mark number must be affixed at the locations intended for this purpose so as to be clearly visible, while the respective approval confirmation must be present. 
The Federal German Institute of Physical Sciences and Engineering shall issue the approval mark together with the approval confirmation to the type approval holder, as long as the type approval is valid. 
The Federal German Institute of Physical Sciences and Engineering shall charge the fee laid down in § 17 of the Gaming Ordinance for issuing these approval documents. 
A sample of the approval mark is illustrated in Appendix 7.
10.5 Inspection sticker
Each individual device may be installed for an initial period of 24 calendar months. Accordingly, the device may only be installed if a fee-based test as per § 7 of the Gaming Ordinance has been carried out by a sworn and publicly appointed expert or a body authorised by the Federal German Institute of Physical Sciences and Engineering and conformity with the design has been confirmed by the issuing of an inspection certificate and the affixing of an inspection sticker (see Appendix 8). The inspection certificate and sticker may not be more than two years old, starting from the end of the month in which these documents have been issued. 
Appendices
Appendix 1:
Template for a formless application letter for the type approval of a gaming machine
<Applicant:>
.......................... (Full company name)
<Street:>
.......................... (Postal address of the company’s head office)
<Place:>
.......................... (Company registered office)
(Use the letterhead of the company submitting the application)
To the
Physikalisch-Technische Bundesanstalt [Federal German Institute of Physical Sciences and Engineering]
Working group: Gaming devices
Abbestraße 2-12 
10587 Berlin 
<Date>
Re:
Application as per § 11 of the Gaming Ordinance for type approval of a gaming machine
Type name of the gaming device: .................................
The necessary documents as per § 12 of the Gaming Ordinance must be enclosed with this application. The documents are structured and marked according to the stipulations of the Technical Guideline. 
A functioning sample device which is ready for series production shall be delivered carriage paid to the place of use at the Federal German Institute of Physical Sciences and Engineering by ............ and set up so that it is ready for operation. 
The design has the following / no special technical characteristic. 
The following contact persons are available for consultation: ..... 
___________(Signature)
<Name> (of the authorised signatory)
APPENDICES 
Appendix 2:
Application documents
In order to ensure trouble-free processing, it is necessary to submit the documents required according to the following arrangement. If necessary, individual sub-points may be marked with ‘not applicable’, or a reference made to the folder of the company submitting the application (see 8.4).
Furthermore, the documents must be easy to identify regarding their allocation to the application and table of contents classification. This shall entail clear labelling with the name of the applicant, the type name, the classification according to the list in this section, as well as the date of issue and page numbering. This shall apply, mutatis mutandis, to documents on data storage devices. 
If it is necessary to resubmit documents, the sample device or device components during an ongoing testing procedure, easy allocation to the respective application by specifying the company mark assigned by the Federal German Institute of Physical Sciences and Engineering must also be possible in addition to the required designations, while deviations from or supplements to already existing documents must be easy to trace by means of special highlighting.
General information and illustrations 
a) Type name
b) Dimensions (width x height x depth) of the gaming device
c) Photos (with explanations) of the gaming field including operating and display elements, as well as notices regarding the protection of minors and counselling possibilities according to § 6(4) of the Gaming Ordinance and a photo of the sample device, including as an image file on data storage devices, specification of the named game 
d) Labelled interior views with the main hardware components and a photo of the interior view, including as an image file on data storage devices
e) An illustration of the machine designation panel 
f) The imprinted screen text, including as a Word document on a data storage device
g) A description for affixing the approval mark, the inspection sticker and the permanently visible approval number on the front of the device 
h) A list of the essential components, optional or alternative variants, if applicable, in the case of hardware parts, including the name, function, type designation and manufacturer information; for software components, the name, version, date, checksum and, if applicable, the product designation in the case of purchased products. Examples of essential components include devices for accepting and dispensing money, monitoring device, game control, microprocessor, memory chips, random generator, special safeguarding mechanisms
i) Special conditions for set-up or operation, if applicable 
j) Special setting options which have an impact on game play (e.g. setting of selected gaming systems), if applicable
k) A definition of the idle state of the device pursuant to § 13 point 6a of the Gaming Ordinance. This includes, inter alia, the condition of indicating elements and other characterisations which clearly describe the idle state
l) An estimate of the time during which, with a probability of 0.95, the postulated long-term average loss of EUR 20 ensues. Where applicable, the estimate shall be conducted separately in relation to every game system and every game variant. The times of game play must be taken into account during the estimate.
Technical documentation
m) Devices for depositing, dispensing and storing money 
· A description of the devices for depositing and dispensing money 
· A description of the payout balance/balances (e.g. maximum values, money return, interactions between several payout balances, if applicable)
n) Monitoring device
· A description of the functions by using programme sequence diagrams
· The waiting time between stakes and winnings (before, after) in compliance with the Technical Guideline, Section 5, Table 7.8
· A description of the software interface to the gaming device control programme, if executed as embedded software 
· A description of the communication procedures and safeguarding measures, if executed on separate hardware
· Annotated source code
o) Game sequence control 
· A description of the general functions 
· A description of the safeguarding measures taken to prevent any alterations to the software and data 
· A depiction of configuration- and term-dependent data and their impact on the game sequence
· Annotated source code
d)
Auxiliary devices and interfaces
· A description of all connectable devices and their functions which are linked to gaming devices, including the corresponding interfaces 
· A description of the effects on the gaming device
· A description of all open plug-in connections
Operating instructions 
p) Operations during game play
· Receiving and dispensing money
· Returning coins or bank notes that have not been accepted
· Display(s) of the payout balances as well as a description of the automatic and manual dispensing of the sums of money stored in payout balances 
· Refilling the money supply during game play (e.g. in the case of empty coin tubes) 
q) Operations during service operation
· A description of the service and device settings
r) Special functions 
· Device behaviour in the event of the dispensing device being empty, in the event of a power failure, or other malfunctions 
· A description of additional devices for influencing the device functions and/or the game sequence (e.g. game system/game variant system rearrangements)
Additional documents
a) Operating instructions for activities conducted within the scope of type testing
· A description of special devices or software required for testing
· Passwords, keys or other access information
· In particular: descriptions of how to carry out the communication and testing steps specified in the Technical Guideline;
· a description of the interface ports (access, switching) for all test options and automatic stake release.
b) Operating instructions and aids for activities conducted within the scope of re-examination according to § 7 of the Gaming Ordinance
· The manufacturer shall provide the Federal German Institute of Physical Sciences and Engineering with aids which may well be required for the inspection (e.g. software, passwords) and descriptions, as well as at the request of a person or body named pursuant to § 7(1) of the Gaming Ordinance.
· Information regarding the unambiguous identification of special reading software (designation, version number, version date and MD5 checksum)
c) Information pursuant to § 13 point 10 of the Gaming Ordinance (point 11 as of 10 February 2016)
· A declaration that product tests have been carried out where consideration was also given to all the safety-related functions
· Disclosure of the procedures used to produce, furnish and handle the cryptographic material (such as keys and certificates, for example), as well as the Public Key Infrastructure (PKI) implemented
· The manufacturer of the gaming machine describes, as appropriate, the manufacturer's processes and tools which assist in safeguarding the cryptographic material.
Manufacturers' declarations regarding § 12(2) of the Gaming Ordinance
§ 12(2) of the Gaming Ordinance requires written declarations from the applicant (‘manufacturers' declarations’). These declarations should be based on the following templates. Deviations in the wording are possible provided the content of the statements is retained.
5.1 Declaration regarding § 12(2) point 1 of the Gaming Ordinance
The company ABC declares that winnings are paid out in such an amount, in the case of design XYZ, in all of the game systems and variants integrated in it, and with every game strategy, that no more than EUR 20 per hour remains by way of till contents over the long-term average of the respective game systems and variants. This declaration is based on the following:
· the calculated difference between stakes and winnings is used as the till contents,
· the average is formed across the game play period,
· (only applies in the case of designs with multiple game points:) the average loss at one game point shall not depend on the game play of the other game points.
5.2 Declaration regarding § 12(2) point 2 of the Gaming Ordinance
The company ABC declares that, in the case of design XYZ, in all of the game systems and variants integrated in it, the chances of winning are random with each player having the same opportunities.
The following conditions are fulfilled in particular:
· The winnings which can be anticipated for a particular stake cannot essentially be predicted for the player.
· The chances of winning presented on the device shall at no time exceed a fixed equivalent value of EUR 300.
· The chances of winning as regards a game system or game variant offered shall not change and, in particular, shall not be subject to any long-term trends.
· Game variants which can be set differently shall be marked so as to be perceptible for the player.
· The chances of winning shall not depend on the persons playing at any time.
· (Only applicable to designs with multiple game points:) The chances of winning at one game point shall not depend on game play at the other game points.
5.3 Declaration regarding § 12(2) letter point 3 of the Gaming Ordinance
The company ABC declares that in the case of design XYZ, in all of the game systems and variants integrated in it,
· at the start of an enforced break in game play as per § 13 point 6 of the Gaming Ordinance, all amounts present in the payout balances shall be paid out automatically, while neither additional game sequences nor demonstration games or animations will take place during this period,
· the status information necessary for the monitoring device to monitor the breaks in game play shall be generated correctly in the game control and transmitted to the monitoring device. 
5.4 Declaration regarding § 12(2) point 4 of the Gaming Ordinance
The company ABC declares that in the case of design XYZ, there is the possibility of documenting all stakes, winnings and the contents of the till in relation to the collection of data for tax purposes.
Safety report (valid as of 10 May 2015)
§ 12(3) of the Gaming Ordinance demands a written report (see in this regard 3.1 to 3.5) from which it is apparent that the gaming device submitted for testing according to § 13 point 11 of the Gaming Ordinance has been constructed in a way that it is secure against modifications.

Appendix 3:
Standard for recording booking data
To comply with § 13 point 9a of the Gaming Ordinance (valid as of 10 February 2016), certain header data and all confirmed booking data from the control unit are stored and safeguarded by means of a signature scheme for the unambiguous classification of the booking data pertaining to the respective device. The signed booking data are stored at least daily using an XML file on a mass storage device (see in this regard A3.2 XML-Schemadatei für die Bereitstellung der Daten). The header data are compulsorily stored only once per file. Furthermore, the header data shall be stored anew and a new file then prepared as soon as the software version changes.
The booking data are numbered consecutively. When the mass storage device is replaced, the numbering shall continue uninterrupted with the next number, regardless of the reason for replacing the device. Every file must include the hash value and the signature at the beginning and end of the file. The first hash value is calculated on the basis of the first booking data set and the header data. In between, storage of the signature and the corresponding hash value of the bookings is optional. Attention must be paid to the fact that every approved booking data set is subject to a signature. Consequently, it must be ensured that every entry undergoes validation and, hence, that the integrity of the previous process is guaranteed (see also Table 1).
The currently required minimum stipulations regarding the suitable key lengths for the signature schemes ECDSA and RSA must be taken from the current BSI Technical Guideline entitled 'Cryptographic processes: Recommendations and key lengths'
. Another suitable overview was provided by the Federal Network Agency by means of the document entitled 'Notice on electronic signatures according to the Signature Act and the Signature Ordinance' 
 and can also be consulted.
Hereinafter, the data storage standard is specified in XML format, which is to be implemented in all devices. The data created in this format must be stored on a mass storage device and rendered accessible via a standard access. In this way, the data are available in a standardised form which complies with § 13 point 9a of the Gaming Ordinance and which supports data verification in terms of authenticity and integrity beyond the device within the framework of further use.
A3.1 Data fields and types for the signed booking data
Table 1:
Data storage standard
	Contents
	Data field
	Data type
	Format specification/Value range
	Mandatory field

	Header
	header
	
	
	1x per file

	Device ID
	Id
	String
	12 digit, approval number and 0,1,2,3,4 (game point number) Format: 4000.00001.0
	Yes

	Software version
	version
	String
	no stipulation
	yes

	Software hash
	swhash
	String
	Base64 encoded,
	yes

	final hash of the previous file
	pHash
	String
	Base64 encoded,
	Empty in the first file, then 1x per file

	Booking entry
	data
	
	
	

	Sequence number
	sqn
	Long
	positive figures
	yes

	Time/date
	date
	Long
	hhmmsssYYMMDD, CET
	yes

	Stake/winnings
	stake
	String
	2 decimal places after the period, the stake shall be provided with a minus sign in front
	yes

	Hash
	hash
	String
	Base64 encoded,
	Initial and final data entry, otherwise optional

	Signature (ECDSA or RSA)
	sig
	String
	Base64 encoded,
	Initial and final data entry, otherwise optional


A3.2 XML Schema file for the provision of data
1
<?xml version="1.0" encoding="ISO-8859-15"?>
2
<xsd:schema xmlns:xsd=http://www.w3.org/2001/XMLSchema
elementFormDefault="qualified">
3
<xsd:element name="data">
4
<xsd:complexType>
5
<xsd:sequence>
6
<xsd:element ref="header"/>
7
<xsd:element ref="entryWithSig" minOccurs="1" maxOccurs="1"/>
8
<xsd:choice>
9
<xsd:sequence><!-- empty --></xsd:sequence>
10
<xsd:sequence>
11
<xsd:element ref="entry" minOccurs="0" maxOccurs="unbounded"/>
12
<xsd:element ref="entryWithSig" minOccurs="1" maxOccurs="1"/>
13
</xsd:sequence>
14
</xsd:choice>
15
</xsd:sequence>
16
</xsd:complexType>
17
</xsd:element>
18
<xsd:element name="header">
19
<xsd:complexType>
20
<xsd:sequence>
21
<xsd:element ref="device"/>
22
<xsd:element name="pHash" type="xsd:string"/>
23
</xsd:sequence>
24
</xsd:complexType>
25
</xsd:element>
26
<xsd:element name="device">
27
<xsd:complexType>
28
<xsd:sequence>
29
<xsd:element ref="id"/>
30
<xsd:element ref="software"/>
31
</xsd:sequence>
32
</xsd:complexType>
33
</xsd:element>
34
<xsd:element name="id" type="xsd:string"/>
35
<xsd:element name="software">
36
<xsd:complexType>
37
<xsd:sequence>
38
<xsd:element name="version" type="xsd:string"/>
39
<xsd:element name="swhash" type="xsd:string"/>
40
</xsd:sequence>
41
</xsd:complexType>
42
</xsd:element>
43
<xsd:element name="entryWithSig">
44
<xsd:complexType>
45
<xsd:attribute name="stake" type="xsd:string" use="required"/>
46
<xsd:attribute name="sqn" type="xsd:long" use="required"/>
47
<xsd:attribute name="date" type="xsd:long" use="required"/>
48
<xsd:attribute name="hash" type="xsd:string" use="required"/>
49
<xsd:attribute name="sig" type="xsd:string" use="required"/>
50
</xsd:complexType>
51
</xsd:element>
52
<xsd:element name="entry">
53
<xsd:complexType>
54
<xsd:attribute name="stake" type="xsd:string" use="required"/>
55
<xsd:attribute name="sqn" type="xsd:long" use="required"/>
56
<xsd:attribute name="date" type="xsd:long" use="required"/>
57
<xsd:attribute name="hash" type="xsd:string" use="optional"/>
58
<xsd:attribute name="sig" type="xsd:string" use="optional"/>
59
</xsd:complexType>
60
</xsd:element>
61
</xsd:schema>
Example of an XML import file
<?xml version="1.0" encoding="ISO-8859-15"?>
<data xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance
xsi:noNamespaceSchemaLocation="Schema.xsd">
<header>
<device>
<id>4000.00015.2</id>
<software>
<version>1.0.0</version>
<swhash>12EE45cd=Eaayy1+1Ojv90eRLzzac=</swhash>
</software>
</device>
<pHash>Eh3J8DNHUO0dUJtUFjcOWrGo3QC2o4D2cp5gXZV7+5M=
</pHash>
</header>
<entryWithSig stake="0,20" sqn="10000000" date="1139445130822"
hash="DrIraAqKJCaCt+PDsDoxObSIHzk="
sig="MDYCGQDW3uXMOz2Zq...AS6M0CHVn9tZnc2pvCLA="/>
<entry stake="-0,40" sqn="10000001" date="1140625130822"/>
<entry stake="-0,20" sqn="10000002" date="1140630130822"/>
<entry stake="0,40" sqn="10000003" date="1140645130822"/>
…
<entryWithSig stake="0,20" sqn="10000113" date="1142272130822"
hash="ZxnZY3KTgy+rDZgGvva3wlq6+so="
sig="MDQCGHjGb5MfYJLUu...LmFXn7h6Nb3eGliluPG7q"/>
</data>
Appendix 4:
Attack scenarios for the safety report
§ 12(3) of the Gaming Ordinance (valid as of 10 May 2015) stipulates that the applicant must present with the application for approval a report from a body recognised by the Federal Office for Information Technology Security, or an equivalent body (see Appendix 5 to this end). The report must verify that the gaming device as per § 13 number 11 of the Gaming Ordinance has been constructed in a way that it is secure against modifications.
According to the procedure under ISO Standard 15408, joint criteria were identified for the testing and assessment of the safety of gaming machines. The attack scenarios, based on the corresponding subject matter covered by the evaluation, are identified below and must be consulted as a minimum in relation to the safety reports. This set-up is based on the current state of the art and can be extended depending on more recent findings. The document entitled 'Threat profile for gaming machines, Version 1', which came about as a result of cooperation with Fraunhofer AISEC
, forms the basis of the attack scenarios.
1 Gaming machine software
(Game software, control module, operating system, data storage software, backup procedures)
1.1 An attacker manipulates the software update process to the effect that he or she can feed his or her own programme code into the system.
1.2 An attacker analyses and modifies unprotected software components outside the runtime.
1.3 An attacker modifies unprotected software components by going after these during the runtime.
1.4 An attacker modifies software components during their runtime by exploiting external interfaces.
1.5 An attacker modifies software components during their runtime by manipulating outsourced configuration files to the effect that they permit an attack when re-read.
1.6 An attacker runs malicious code by exploiting weak spots in highly privileged code.
1.7 An attacker exploits inactive software components.
2 Collected data
2.1 An attacker generates arbitrary data collected on the assumption that the data collected are not signed by the gaming machine.
2.2 An attacker generates collected data by manipulating the game software so that any manipulated data collected are conveyed to the signing system components.
2.3 An attacker signs collected data regardless of the system components being signed (ordinarily the security module) once he or she has attained sensitive key material.
2.4 An attacker executes a man-in-the-middle assault between game software and signing system components (ordinarily the security module) and can consequently feed any collected data into the signing system components without manipulating the game software.
2.5 An attacker deletes data to be collected which has originated.
3 Means of identification
(e.g. player card)
3.1 An attacker falsifies the means of identification so as to override its clear assignability.
3.2 An attacker manipulates those components of the gaming machine which verify the means of identification in terms of their authenticity.
4 Hardware
4.1 An attacker procures direct access to the device's electronic hardware in order to remove and pick out electronic memories, for example.
4.2 An attacker studies the physical environment of an electronic device, including, for example, the electricity consumption or the irradiation of electromagnetic fields, so as to break encryption algorithms, which are mathematically secure, and to obtain confidential key material.
5 Bus system
5.1 An attacker intercepts bus system messages, reads them and then sends manipulated messages to the bus.
5.2 An attacker emulates a trustworthy hardware component.
5.3 A party attacking the bus system exploits weaknesses in the defined bus protocol. Weakly encrypted bus communication is particularly affected by this.
6 Unprotected main memory
6.1 An attacker utilises unprotected main memory, breaching directly the integrity of data and the confidentiality of key material (for example, the key to a software security module).
7 Initialisation process
7.1 An attacker manipulates the system boot process, feeding faulty initialisation routines into the system.
8 Time displayed on the system
8.1 An attacker manipulates the time displayed on the system to the effect that collected data are signed with an inaccurate time stamp.
8.2 An attacker manipulates the time displayed on the system to the effect that security mechanisms (such as regular integrity checks, for instance) are corrupted.
9 Interfaces
9.1 An attacker exploits debug interfaces which have not been deactivated following tests conducted by the manufacturer.
9.2 An attacker manipulates or enables interfaces.
10 Cryptographic material
10.1 An attacker presents false signatures, meaning that the authenticity and integrity of the data or components can no longer be verified unambiguously.
10.2 An attacker breaks a cryptographically secured communications protocol.
10.3 An attacker works out plain text messages from ciphers intercepted, thereby breaking the encryption algorithm.
10.4 An attacker generates hash collisions.
10.5 An attacker studies cryptographic procedures in order to disclose confidential data and key material.
Additional information provided by the manufacturer
· The gaming machine manufacturer shall furnish proof regarding product tests that have taken place.
· The gaming machine manufacturer shall verify in an appropriate form whether his or her processes and tools are suitable for safeguarding the cryptographic material.
Appendix 5:
Questionnaire for verifying the suitability of
assessment centres
Physikalisch-Technische Bundesanstalt [Federal German Institute of Physical Sciences and Engineering]
(Safety report for gaming devices)
Basis: DIN EN ISO/IEC 17025: 2005
Proviso
The Federal German Institute of Physical Sciences and Engineering reserves the right to verify the replies to the questions by means of an audit or other suitable methods.
1.
Requirements in terms of management
1.1
Organisation
1.1.1 Name of the assessment centre, contact details (address, telephone, email)
1.1.2 Manager responsible within the assessment centre
1.1.3 Is the assessment centre, or the organisation to which it belongs, an entity which can be held accountable under law for the assessment activity being performed according to the rules? Nominate an entity and responsible manager together with their contact details, if different from the assessment centre.
1.1.4 Does the centre's management system cover all the work performed by the assessment centre (including the work carried out on site outside its permanent establishment or in corresponding temporary or mobile facilities)? Please specify any exceptions.
1.1.5 If the assessment centre is part of an organisation which carries out activities other than appraisals: 
How are the responsibilities of the relevant staff within the organisation who are involved in the centre's assessment activity, or who may influence it, laid down? Is this provision disclosed so as to avoid possible conflicts of interest?
1.1.6 Does the assessment centre have the managerial personnel and technical staff which, regardless of other responsibilities, possess the necessary powers and resources to be able to fulfil its tasks, including the implementation, maintenance and improvement of the management system, and to be able to determine the occurrence of deviations from the quality management system or from the procedures for carrying out assessments and initiate measures designed to prevent such deviations, or restrict them to a minimum? 
1.1.7 Does the assessment centre have stipulations by means of which it is ensured that its management and staff are free from internal or external commercial, financial and other constraints which may have a negative impact on the quality of the work carried out? 
1.1.8 Does the centre have at its disposal basic policies and procedures which ensure the safeguarding of customers' confidential information and property rights, including procedures for protecting the electronic storage of results and their transmission? 
1.2 Quality management
1.2.1 Does the centre's management or the superordinate organisation operate an appropriate quality management system (e.g. as per ISO 9001 or ISO/IEC 17025)?
1.2.2 Does the centre have a quality management manual (or however named) and are the main policies stipulated therein? 
Please enclose the relevant extracts of the quality management manual (or the differently named document).
1.3 Document approval and publication 
1.3.1 Are all documents which are handed out to the centre's staff as part of the quality management system reviewed by authorised personnel prior to being handed out and authorised or approved for use? Is it guaranteed that void documents and/or those which have become invalid are not used? 
1.3.2 Is it guaranteed that the documents are checked at regular intervals and revised if necessary in order to ensure their suitability and compliance with applicable requirements?
1.4
Procurement of services and equipment
Does the centre or the superordinate organisation have basic policies and procedures for choosing, procuring and utilising services, equipment and/or consumables which influence the quality of the appraisals?
1.5 Complaints
Does the centre or the superordinate organisation have at its disposal basic policies and procedures for dealing with complaints from customers or other entities?
Are records kept of all complaints, investigations and the corrective action taken by the centre?
1.6 Flawed appraisal work and corrective action

1.6.1
Does the centre or the superordinate organisation have at its disposal basic policies and procedures which have to be applied if aspects of its appraisal work or the results of this work are not in keeping with its own procedures or the customer's agreed requirements? 
1.6.2
Is it ensured that the responsibilities and powers for dealing with non-conforming work are assigned?
1.6.3
Is it ensured that an assessment of the non-conforming work is carried out?
1.6.4
Is it ensured that remedial measures are taken immediately?
1.7 Records
1.7.1
Is it ensured that the centre or the superordinate organisation implements and maintains procedures concerning the labelling, collection, registration, accessibility, arrangement, storage, maintenance and availability of quality-related and technical records? 
1.7.2
Are the records kept confidential and secure?
1.7.3
Does the centre keep records of original observations and activities, of derived data, and a copy of every report issued as technical records for a specified period?
1.7.4
For every report, do the records contain sufficient information so as to ensure the report's transparency?
2. Technical requirements
2.1
Premises and ambient conditions
Are the centre's technical equipment and ambient conditions such that they enable correct performance of appraisals?
2.2 Equipment
2.2.1 Is the centre equipped with all the measurement and test facility materials that are required to enable the appraisals to be carried out according to regulations? In particular, are all the technical requirements for executing IT security analyses satisfied, such as, for example, the availability of the technical equipment for security analyses, electromagnetic measurements, side-channel attacks, fault attacks or reverse engineering?
2.2.2 Is equipment and its software checked and/or validated prior to use?
2.2.3 Is the equipment operated by authorised personnel?
2.3 Handling gaming devices and auxiliary equipment
2.3.1 Does the centre have at its disposal appropriate procedures and equipment for the transporting, receiving, handling, storing and/or safekeeping of gaming devices, including the necessary provisions for protecting the integrity of the devices?
2.3.2 Following receipt of the gaming device, are all abnormalities or deviations from the standard or prescribed conditions recorded?
Appendix 6:
Indicators of disruption to the proper functioning of a gaming device or of a deviation from published approval characteristics
The observations listed here relating to a gaming device that has been installed represent clear indications of disruption to the proper functioning of the design or of a deviation from the design's approved characteristics. The list is not exhaustive; on a case-by-case basis, further observations can be regarded as an indication of disruption or of a deviation from the approved characteristics.
The following indicators shall apply to all approved gaming machine designs:
(1) The gaming device is not ready to be played. 
(2) The devices for depositing or dispensing money are defective.
(3) The registration of sums of money in the payout balance does not correspond to the amount input or paid out.
(4) The operating device for stakes is defective. This shall especially be the case if an automated stake system can be brought about.
(5) The time displayed by the gaming device deviates from the official time by more 10 minutes.
(6) The data pertaining to the device in the machine designation panel do not correspond to that in the approval mark.
(7) Retrieved gaming device software identifiers and checksums are not consistent with the data in the approval certificate, including addenda thereto.
(8) The gaming device is operated using an auxiliary device or an additional component (e.g. chip card) which is not specified in the approval certificate.
(9) The gaming device which is fitted with the player card function is also ready to be played without a player card or with a player card which does not belong to the device (shall apply to type approvals as of 10 February 2016).
(10) The gaming device's actual function does not conform to the function described in the game rules. 
The observations mentioned below are such that they can only be carried out with specialist technical knowledge or using additional aids or which require an expert assessment.
(11) The money registered in the payout balance is not payable when the coin tubes, hoppers or bank note dispensers are adequately filled.
(12) Obviously, the gaming device uses additional components or components other than those specified in the approval certificate. (Note: When using similar components, but which do not correspond to the designation in the approval certificate, an expert assessment is required).
(13) The gaming device has a communication link which is not listed in the approval certificate. 
(14) When the device is switched on, access to the test interfaces and automatic stake deduction are not automatically barred.
(15) The gaming device is also ready to be played when the data storage device is removed (shall apply to type approvals as of 10 February 2016).
(16) The player card belonging to the gaming device can be tampered with or duplicated (shall apply to type approvals as of 10 February 2016).
Appendix 7:
Model approval mark
The approval mark is 90 mm x 45 mm and consists of sturdy paper with forgery-proof features. 
It contains 
· the number of the approval mark for a gaming device (approval number), 
· the designation of the type of gaming machine (type name), 
· the name and location (registered office) of the approval holder, 
· the beginning and end of the installation period (this concerns the validity of the installer permit as per § 16(1) point 7 of the Gaming Ordinance). 

Appendix 8:
Inspection sticker template
The inspection sticker is 45 mm x 45 mm. It is to be attached at a location intended for it in the immediate vicinity of the approval mark.
It contains
· the number of the approval mark of the gaming device (approval number)
· the date of the test
· a serial number. 
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� Notified according to Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a procedure for the provision of information in the field of technical standards and regulations and of rules on Information Society services (OJ L 204 of 21 July 1998, p. 37), last amended by Article 26(2) of Regulation (EU) No. 1025/2012 of the European Parliament and of the Council of 25 October 2012 (OJ L 316 of 14 November 2012, p. 12).


� According to § 13 point 9 of the Gaming Ordinance, the monitoring device is a component of the gaming device which performs automatic monitoring of the requirements arising from § 13 points 2 to 6 sentence 1 and point 6a of the Gaming Ordinance during routine operation of the devices.


� A payout balance is the display of the money administered by the gaming device on behalf of the player. It keeps money available for stake payments and includes any winnings attained. Payout balances may be separated into stakes and winnings or combined. The money administered by the payout balance belongs to the player.


� Auxiliary devices are those devices which are not part of the design but which may optionally be operated in conjunction with gaming machines.


� A stake payment is the collection of a sum of money envisaged for game participation. The stake amount is deducted from the payout balance. The amount available to the player in the payout balance decreases by the corresponding stake amount.


� A payout of winnings is the crediting of a sum of money resulting from game participation. The winnings are added to the payout balance. The amount available to the player in the payout balance increases by the corresponding winning amount.


� A game system constitutes a defined, universally available game offer with its own game rules.


� A game variant is the codification of certain adjustable parameters in a game system which generally leads to different winning characteristics. In general, different game variants of a game system follow the same game rules, but which may vary depending on the parameters.


� The idle state is a verifiable state of the gaming machine laid down by means of certain characteristics which is defined individually in relation to every design (see � REF _Ref395855595 \r \h  \* MERGEFORMAT ��5.7�). 


� A gaming point is a unit comprising display and operating instruments for operating a gaming device. 


� A template for corresponding warning notices or pictographs is available on the website of the Association of the German Amusement and Vending Machine Industry ([German designation:] VDAI) (www.vdai.de).


� Loss is the difference between stakes paid in and winnings. Winnings over and above the stake constitute a negative loss.


� A break in game play as per § 13 point 6 is referred to as an interruption break (see � REF _Ref396202816 \r \h  \* MERGEFORMAT ��5.6�) and the corresponding device state as the interruption state (see � REF _Ref401134514 \r \h  \* MERGEFORMAT ��5.5�).


A break in game play as per § 13 point 6a is referred to as a rest period (see � REF _Ref395870674 \r \h  \* MERGEFORMAT ��5.8�) and the corresponding device state as the idle state (see � REF _Ref395855595 \r \h  \* MERGEFORMAT ��5.7�). 


� Game play is the term for the state of active devices outside the interruption breaks and rest periods. 


� See https://www.bsi.bund.de


� The Gaming Ordinance does not lay down any provisions concerning the constitution of the game sequences. Therefore, the 'minimum game duration' only relates to the time-related components without stating what is happening during this period from the point of view of the player. 


� The stake and/or winning booking request is understood to be the triggering of the review function by the monitoring device.


� 'Simultaneously' here is understood to be the same time after rounding up the seconds on the time stamp to the 1st decimal place.


� The reference value for tolerated differences is +/- 0.1 seconds.


� In this regard, ‘Player card’ is a synonym for the means of identification specific to the device and player which is called for in the Gaming Ordinance. Use of the term ‘Player card’ does not imply any restrictions in terms of the form and material of the instrument.


� Additional contact options can be found at � HYPERLINK "http://www.ptb.de/spielgeraete" �www.ptb.de/spielgeraete�. 


� A template for an application letter can be found in Appendix 1. 


� Internet address: www.ptb.de/Spielgeraete 


� https://www.bsi.bund.de


�  https://www.bundesnetzagentur.de


� www.aisec.fraunhofer.de
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