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Draft Act

of the Federal Government

Draft of an Act transposing Directive (EU) 2023/1544 and implementing
Regulation (EU) 2023/1543 on European Production Orders and Euro-
pean Preservation Orders for electronic evidence in criminal proceed-
ings within the European Union

A. Problem and objective

The draft is intended to transpose Directive (EU) 2023/1544 of the European Parliament
and of the Council of 12 July 2023 laying down harmonised rules for the designation of
designated establishments and the appointment of legal representatives for the purpose
of gathering electronic evidence in criminal proceedings (OJ L 191, 28.7.2023, p. 181).
Secondly, it implements Regulation (EU) 2023/1543 of the European Parliament and of
the Council of 12 July 2023 on European Production Orders and European Preservation
Orders for electronic evidence in criminal proceedings and for the execution of custodial
sentences following criminal proceedings (OJ L 191, 28.7.2023, p. 118). The two dossiers
were discussed in the bodies of the European Union under the heading of ‘e-evidence’.
The European regulations respond in particular to the rapidly increasing importance of
digital media in the planning and execution of criminal offences. They make it possible for
law enforcement authorities in the EU Member States, under certain conditions, to order
the preservation and production of certain personal data on a cross-border basis.

The new framework act, which implements the e-evidence mechanism in the German le-
gal system, responds to the rapidly increasing importance of digital media in the planning
and execution of criminal activities. The act creates a uniform legal framework and en-
sures a workable and user-friendly design of the e-evidence-specific regulations. The aim
is to increase the efficiency of law enforcement in the Federal Republic of Germany and in
the European Union.

This draft lies within the context of the goals of the UN General Assembly resolution of 25
September 2015 entitled ‘Transforming our world: the UN 2030 Agenda for Sustainable
Development’, the timely achievement of which is at risk. The draft contributes to the
achievement of goals 16.a and 16.6 to support the fight against crime and to build effec-
tive institutions at all levels.

B. Solution

The requirements of Directive (EU) 2023/1544 and the implementing provisions for Regu-
lation (EU) 2023/1543 will be standardised in a new framework act. This is structured into
four parts as follows:

— The general part contains provisions applicable to the entire framework act.

— The provisions transposing Directive (EU) 2023/1544 introduce the European require-
ments into national law.

— Regulation (EU) 2023/1543 is embedded in the existing German regulatory frame-
work with implementing provisions.
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— The fine provisions penalise violations by service providers of the obligations imposed
on them by the framework act and Regulation (EU) 2023/1543.

As national law currently imposes obligations on service providers that go beyond content,
contrary to Article 1(4) of Directive (EU) 2023/1544, the provision in the Telecommunica-
tions Act (TKG) on the appointment of authorised representatives is declared inapplicable
within the scope of this Directive.

The Telecommunications and Digital Services (Data Protection) Act (TDDDG) is supple-
mented with an authorisation for data processing for service providers on the basis of Eu-
ropean preservation and production orders.

C. Alternatives

None.

D. Budgetary expenditure without compliance costs

With the entry into force of the Act in 2026, the Federal Government will incur one-off staff
expenses estimated at EUR 1 216 000.

From 2027, estimated permanent annual staff expenditure of EUR 741 000 will be in-
curred.

The additional material and staffing requirements will be offset financially and in terms of
positions in budget line item 07.

The States will incur additional staff requirements totalling around EUR 273 000.

E. Compliance costs

E.1 Compliance costs for citizens

Citizens will not incur any compliance costs.

E.2 Compliance costs for businesses

For businesses, annual compliance costs will increase by approximately EUR 126 000. In
total, a one-off expenditure of around EUR 1.3 million will be incurred.

Administrative costs under this section arising from information obligations
Of these, around EUR 123 000 are attributable to administrative costs arising from infor-
mation obligations.

E.3 Administrative compliance costs

The administration will incur one-off compliance costs of EUR 948 000 in 2026. This is in-
curred exclusively at the federal level.
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The annual compliance cost amounts to approximately EUR 816 000. This is attributable
to the state level (including municipalities) in the amount of EUR 257 000, whereas around
EUR 559 000 are incurred at the federal level.

F. Additional costs

For the present regulations, the burdening and relieving effects on the issuing authorities
from the 88 9 und 10 and the burdening effects on the competent local and higher re-
gional courts due to the legal protection provisions in the 88 13 bis 17 must be taken into
account, as well as the activities of the public prosecutor's offices as enforcement authori-
ties in accordance with 8 18 Absatz 2.

As Regulation (EU) 2023/1543 simplifies the procedures for collecting the necessary data,
fewer bodies will need to be involved in future. In this regard a relief effect may be ex-
pected for an estimated EUR 2.7 million for the Federal Republic of Germany.
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Draft Act of the Federal Government

Draft Act transposing Directive (EU) 2023/1544 and implementing Reg-
ulation (EU) 2023/1543 on European Production Orders and European
Preservation Orders for electronic evidence in criminal proceedings
within the European Union®

of ...

The Federal Parliament has adopted the following Act:

Artikel 1

Act on European Production and Preservation Orders of Elec-
tronic Evidence

(Electronic Evidence Implementation and Enforcement Act - EBe-
wMG)

Table of Contents

Part 1

General provisions

Article 1 Definitions

Part 2
Implementation of Directive (EU) 2023/1544
Article 2 Scope of application
Article 3 Designated establishments and representatives (addressees)
Article 4 Notifications and languages
Article 5 Joint responsibility of service provider and addressee

Article 6 Central authority

Notified in accordance with Directive (EU) 2015/1535 of the European Parliament and of the Council
of 9 September 2015 laying down a procedure for the provision of information in the field of technical
regulations and of rules on Information Society services (OJL 241, 17/9/2015, p.1);

Articles 1(1) to (6) and 18(1), 3(1)(a), 7(1) and Articles 2 and 3 of this Act are intended to transpose Directive
(EU) 2023/1544 of the European Parliament and of the Council of 12 July 2023 laying down har-
monised rules on the designation of designated establishments and the appointment of legal repre-
sentatives for the purpose of gathering electronic evidence in criminal proceedings (OJ L 191,
28.7.2023, p. 181).
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Part 3
Implementation of Regulation (EU) 2023/1543
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General provisions
Article 7 Applicability of other procedural and jurisdicional provisions
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European Production and Preservation Orders
Article 8 Data categories for outgoing orders
Article 9 Procedure for European Production Orders concerning subscriber and identification data
Article 10 Procedure for European Production Orders concerning traffic and content data
Article 11 Competent executing authority
Article 12 Statistics obligations

Chapter 3

Legal protection

Section 1

Legal remedies against outgoing orders

Article 13 Applicable provisions

Article 14 Judicial decision

Section 2

Procedures for conflicting obligations

Article 15 Judicial procedures

Article 16 Judicial decision

Section 3 Legal remedies against decisions in enforcement pro-

ceedings
Article 17 Applicability of the Administrative Offences Act

Part 4
Provisions concerning fines and restrictions on a fundamen -
tal right

Article 18 Provisions concerning fines

Article 19 Restrictions on a fundamental right
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Teil 1

General provisions

§1
Definitions
For the purposes of this Act, the definitions set out in Article 2 of Directive (EU)
2023/1544 as amended on 12 July 2023 and Article 3 of Regulation (EU) 2023/1543 as

amended on 12 July 2023 shall apply. The term ‘addressee’ is used within the meaning of
Article 7(1) of Regulation (EU) 2023/1543, as amended on 12 July 2023.

Teil 2

Implementation of Directive (EU) 2023/1544

§2
Scope of application

(1) This part applies to orders and decisions for collecting electronic evidence in
criminal proceedings on the basis of:

=

Regulation (EU) 2023/1543, as amended on 12 July 2023,
2. Directive 2014/41/EU in the version of 13 December 2023,

3. of the Convention of 29 May 2000 - drawn up by the Council in accordance with Arti-
cle 34 of the Treaty on European Union - on Mutual Assistance in Criminal Matters
between the Member States of the European Union (Federal Law Gazette 2005 Il p.
650, 651) and

4. national law, if the order or decision is addressed to a natural or legal person acting
as a representative or designated establishment of a service provider in the territory
of the Federal Republic of Germany.

(2) This part is without prejudice to the powers of the German investigating authori-
ties to contact directly the service providers established in the territory of the Federal Re-
public of Germany in accordance with European Union law and national law on the collec-
tion of electronic evidence in criminal proceedings.

§3
Designated establishments and representatives (addressees)

(1) Service providers with one or more establishments in the territory of the Federal
Republic of Germany and in other Member States of the European Union that apply the
legal instruments referred to in 8§ 2 Absatz 1 must designate at least one of these estab-
lishments as the addressee in accordance with Absétze 4 und 5. When designating, a
place shall be chosen where the service provider offers their services. If establishments
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exist exclusively in Member States within the meaning of Satz 1 where the service
provider does not offer services, one of these establishments must be designated as the
addressee in accordance with Absatze 4 und 5. The addressee is responsible for the re-
ception, compliance and enforcement of decisions and orders falling within the scope of §
2 Absatz 1.

(2) Service providers with one or more establishments exclusively within the territory
of the Federal Republic of Germany shall Absatze 4 und 5 designate as addressees within
the meaning of Absatz 1 Satz 4 at least one of these establishments if they offer their ser-
vices in the territory of the Federal Republic of Germany and, in addition or alternatively,
in another Member State of the European Union.

(3) Service providers who offer their services in the territory of the Federal Republic
of Germany but do not have an establishment there or in a Member State of the European
Union that applies the legal instruments referred to in § 2 Absatz 1, shall appoint at least
one representative as addressee within the meaning of Absétze 4 und 5 in the territory of
the Federal Republic of Germany or in a Member State of the European Union that ap-
plies the legal instruments referred to in Absatz 1 Satz 4 and in which they offer their ser-
vices, in accordance with § 2 Absatz 1.

(4) Service providers who are established or offer services in the territory of the Fed-
eral Republic of Germany, shall provide their addressees with the powers and resources
necessary to comply with decisions and orders issued by a Member State of the Euro-
pean Union which fall within the scope of application defined in § 2 Absatz 1.

(5) Service providers offering services in the European Union on 18 February 2026,
are obliged to designate or appoint at least one addressee by 18 August 2026 in accor-
dance with Absétzen 1 bis 3. Service providers that start offering services in the European
Union after 18 February 2026 shall be required to designate or appoint at least one ad-
dressee in accordance with Absétzen 1 bis 3 within six months of the date on which they
started offering services in the European Union.

(6) Adressees of service providers established or offering services in the territory of
the Federal Republic of Germany are obliged to co-operate with the competent authorities
when receiving decisions and orders pursuant to 8 2 Absatz 1 in accordance with the ap-
plicable legal provisions.

8§84
Notifications and languages
(1) Service providers whose addressees have their registered office in the territory of
the Federal Republic of Germany shall notify the Federal Office of Justice, in accordance
with the Absatze 3 bis 5, of the contact details of these addressees and any changes
thereto in text form.

(2) Service providers that have designated or appointed their addressees in other
Member States of the European Union; and

1. are established on the territory of the Federal Republic of Germany without offering
services here, or

2. offer their services on the territory of the Federal Republic of Germany

shall notify the contact details of these addressees and any changes thereto in text
form in accordance with Absétze 3 bis 5 to the central authorities designated by the
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respective Member States of the European Union in accordance with Article 6(1) of
Directive (EU) 2023/1544 in the version of 12 July 2023.

(3) Service providers must indicate the exact geographical scope of application in the
notifications when designating or assigning

1. several addressees in the territory of the Federal Republic of Germany,

2. one or more addressees in other Member States of the European Union in addition to
one or more addressees in the territory of the Federal Republic of Germany,

3. several addressees only in other Member States of the European Union.

(4) In the notifications, service providers shall indicate which official language or lan-
guages of the European Union may be used in exchanges with the addressee(s). If the
addressee is established in Germany, these languages must include the German lan-
guage.

(5) Notifications shall be made immediately after the expiry of the relevant time limit
from § 3 Absatz 5 or, in the case of changes, immediately after their occurrence.

8§85
Joint responsibility of service provider and addressee

(1) Both the service provider and the addressee are responsible for any non-compli-
ance with obligations arising from decisions and orders falling within the scope of § 2 Ab-
satz 1. This applies regardless of which of them committed the act or omission that consti-
tutes the violation, and even if there are no suitable internal procedures in the relationship
between the service provider and the addressee.

(2) The joint liability pursuant to Absatz 1 shall not apply if the act or omission giving
rise to the violation constitutes a criminal offence in the territory of the Federal Republic of
Germany.

§6
Central authority

(1) The Federal Office of Justice as a central authority monitors compliance with the
obligations of service providers and their addressees arising from the 88 3 und 4 in the
territory of the Federal Republic of Germany. The Federal Office of Justice may collect
and further process the data, including personal data, necessary for the performance of
the task referred to in sentence 1. In addition, the Federal Office of Justice may request
information and evidence from the addressees located on German territory, in particular
concerning the equipping of the addressees with powers and resources in accordance
with § 3 Absatz 4.

(2) The Federal Office of Justice shall cooperate and coordinate with the central au-
thorities of other Member States of the European Union and, where necessary, with the
European Commission in order to fulfil its responsibility in accordance with Absatz 1. In
doing so, the Federal Office of Justice shall assist the central authorities of the other
Member States of the European Union by providing all appropriate information and assis-
tance.
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(3) The Federal Office of Justice shall transmit the information received according to
8 4 and related updates to the European Judicial Network in criminal matters immediately
upon receipt from the service providers so that it may be published on its publicly accessi-
ble website. In addition, the Federal Office of Justice publishes the information on its own
website.

(4) The Federal Office of Justice shall inform the Commission annually concerning
which service providers have not complied with their obligations referred to in Absatz 1 in

accordance with the 88 3 und 4, which enforcement measures have been taken against
them and which penalties have been imposed on them.

Teil 3

Implementation of Regulation (EU) 2023/1543

Kapitel 1

General provisions

87
Applicability of other procedural and jurisdictional provisions
To the extent that Regulation (EU) 2023/1543 in the version of 12 July 2023 and the
following provisions of Part Three of this Act do not contain specific procedural and juris-
dictional provisions, the provisions of the Judicial Organisation Act, the Judicial Organisa-

tion (Implementation) Act, the Code of Criminal Procedure, the Juvenile Courts Act, the
Tax Code and the Act to Combat Undeclared Work and lllegal Employment shall apply.

Kapitel 2

European production- and preservation orders

§8
Data categories for outgoing orders

(1) Subscriber data within the meaning of Article 3(9) of Regulation (EU) 2023/1543
in the version of 12 July 2023 are in particular

1. Existing data as referred to in Article 3(6) and data as referred to in Article 172 of the
Telecommunications Act,

2. Existing data as referred to in Article 2(2)(2) of the Telecommunications and Digital
Services (Data Protection) Act.

(2) Data requested solely for the purpose of identifying the user within the meaning
of Article 3(10) of Regulation (EU) 2023/1543 in the version of 12 July 2023 are in particu-
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lar usage data in accordance with Article 2(2)(3)(a) of the Telecommunications and Digital
Services (Data Protection) Act.

(3) Traffic data within the meaning of Article 3(11) of Regulation (EU) 2023/1543 in
the version of 12 July 2023 are in particular

1. traffic data pursuant to Article 3 No. 70 of the Telecommunications Act,

2. usage data in accordance with Article 2(2)(3)(b) and (c) of the Telecommunications
and Digital Services (Data Protection) Act.

§9

Procedure for European Production Orders with respect to subscriber and identifi-
cation data

(1) The competence of courts and public prosecutor’s offices to issue European Pro-
duction Orders for obtaining subscriber data or data requested for the sole purpose of
identifying the user pursuant to Article 4(1)(a), of Regulation (EU) 2023/1543, as amended
on 12 July 2023, and to transmit the associated certificate, is governed by Section 8 of
Book | StPO.

(2) To the extent that they may act under national law for law enforcement purposes,
the following authorities are competent to issue European Production Orders to obtain
subscriber data or data requested solely for the purpose of identifying the user in accor-
dance with Article 4(1)(b) of Regulation (EU) 2023/1543 as amended on 12 July 2023:

1. the investigators of the public prosecutor’s office (Article 152 of the Judicial Organisa-
tion Act),

2. the tax authorities in the cases referred to in Article 399(1) and Article 386(2) of the
Tax Regulation,

3. the authorities of the customs administration in the cases referred to in Articles 14a
and 14b of the Act on combating undeclared work and illegal employment;

(3) In cases of Absatzes 2, the issuing authorities transmit the European Production
Order to the public prosecutor's office for validation. If validated, the public prosecutor’s of-
fice shall transmit the European Production Order Certificate to the addressee. The deci-
sion on validation and transmission of the certificate to the addressee shall be recorded.

(4) Territorial competence for validation shall lie with the investigating Public Prose-
cutor's Office. If, in accordance with national law, the tax authorities or customs authorities
carry out the investigations themselves, the public prosecutor’s office at the regional court
in whose territory the issuing authority has its seat is responsible for the validation. The
States may make different arrangements for territorial competence.

(5) If the competence of the courts to issue orders is established under national law,
the procedure shall be determined in accordance with § 10 Absatz 2 und 3.
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§10
Procedure for European Production Orders with respect to traffic and content data

(1) Thecompetence of the courts to issue European Production Orders to obtain traf-
fic data, except for data requested for the sole purpose of identifying the user or to obtain
content data pursuant to Article 4(2)(a), of Regulation (EU) 2023/1543, as amended on 12
July 2023, and to transmit the associated certificate, is governed by Section 8 of Book | of
the Code of Criminal Procedure.

(2) Prior to initiation of the public prosecution, the European Production Order is is-
sued at the request of the investigating public prosecutor’s office, in cases where the tax
authorities or customs authorities conduct the investigation independently in accordance
with national law, at the latter's request. The provisions of Article 162(1), first sentence,
and (3), as well as Article 169 of the Code of Criminal Procedure, Section 3 of Part 8 of
the Tax Code and Section 4 of the Act on combating undeclared work and illegal employ-
ment shall apply accordingly.

(3) On issuing the European Production Order, the court shall send the certificate to
the addressee. If one of the authorities mentioned in Absatz 2 Satz 1 has requested the
issuance of the European Production Order, but a judicial review shows that the relevant
conditions are not fulfilled, the court shall deny the request. Articles 304 and 306 of the
Code of Criminal Procedure shall apply accordingly to legal remedies against the denial.
The adoption of the European Production Order and the transmission of the associated
certificate or the rejection of the application shall be recorded.

8§11
Competent executing authority

(1) The executing authority as defined in Article 3(17) of Regulation (EU) 2023/1543,
in the version of 12 July 2023, is the Public Prosecutor's Office. The public prosecutor's
office at the regional court in whose territory the addressee of the order resides or has
their registered office has territorial competence. The States may make different arrange-
ments for territorial competence.

(2) Where the issuing authority of another Member State of the European Union ap-
proaches a non-competent domestic authority, the request shall be forwarded without de-
lay to the competent authority acording to Absatz 1 and the issuing authority shall be in-
formed of the competent authority.

§12
Statistical obligations

(1) Withintheir respective areas of competence, the State judicial authorities and the
Federal Attorney General collect the data referred to in Article 28(2) of Regulation (EU)
2023/1543, as amended on 12 July 2023, and transmit these to the Federal Office of Jus-
tice each calendar year by 28 February of the year following the reporting year.

(2) The Federal Office of Justice shall compile an overview of the data referred to in
paragraph 1 and transmit the overview to the European Commission at the latest by 31
March of the year following the reporting year.
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Kapitel 3

Legal protection

Abschnitt 1

Legal remedies against outgoing orders

8§13
Applicable provisions

(1) For legal remedies against European Production Orders requesting subscriber
data, Article 98(2) second sentence, Article 304(1) and Articles 306 and 310(2) of the
Code of Criminal Procedure shall apply accordingly. The same applies to European Pro-
duction Orders issued by the public prosecutor’s office to collect data for the sole purpose
of identifying the user.

(2) For legal remedies against European Production Orders requesting traffic data,
Article 101a(6), second sentence, in conjunction with Article 101(7), second sentence, and
Article 311 of the Code of Criminal Procedure shall apply accordingly. The same applies
to court-ordered European production orders for the collection of data exclusively for the
identification of users.

(3) For legal remedies against European production orders requesting content data,
Article 95a (5) sentences 1 and 2, Article 101(7) sentences 2 and 3, Article 304 (1), Arti-
cles 306, 310(2) and Article 311 StPO shall apply accordingly.

(4) The legal remedies under the Absatze 1 bis 3 are only available to persons

whose data has been requested by means of a European Production Order under Regula-
tion (EU) 2023/1543, as amended on 12 July 2023.

8§14
Judicial decision
(1) The court shall examine, in the case of European production orders, whether the
conditions for adoption laid down in Article 4(1), (2), (4) and (5) and Article 5 of Regulation
(EU) 2023/1543, as amended on 12 July 2023, are met.

(2) Ifthe conditions are not met, the court shall find that the order is unlawful and an-
nul the European Production Order.
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Abschnitt 2

Procedure in case of conflicting obligations

8§15
Judicial procedures

(1) For the application by the issuing authority for a judicial decision on conflicting
obligations pursuant to the second sentence of Article 17(3) of Regula-
tion (EU) 2023/1543, as amended on 12 July 2023, legal recourse to the ordinary courts is
open.

(2) The Higher Regional Court shall decide on the application of the issuing authority
pursuant to Absatz 1. The Higher Regional Court in whose territory the issuing authority
has its seat, has territorial competence. By way of derogation from Satz 1, the Federal
Court of Justice shall decide in cases in which the Federal Attorney General or the investi-
gating judge of the Federal Court of Justice has issued the order.

(3) The issuing authority shall attach to the request the result of its review of the rea-
soned objection and any comments made by the executing State pursuant to the first sen-
tence of Article 17(3) of Regulation (EU) 2023/1543 in the version of 12 July 2023.

(4) For calculating the time limit pursuant to the third sentence of Article 17(2) of

Regulation (EU) 2023/1543 in the version of 12 July 2023, Articles 42 and 43(2) of the
Code of Criminal Procedure shall apply accordingly.

8§16
Judicial decision
The decision of the Higher Regional Court or the Federal Court of Justice pursuant to

Article 17(5) or (8) of Regulation (EU) 2023/1543 in the version of 12 July 2023 shall be
made by means of an unappealable order.

Abschnitt 3

Legal remedies against decisions in enforcement pro-
ceedings

§17
Applicability of the Administrative Offences Act

For legal remedies against decisions in execution proceedings pursuant to the sec-
ond sentence of Article 16(10) of Regulation (EU) 2023/1543, as amended on 12 July
2023, the provisions of Section 5 of Part 2 of the Administrative Offences Act shall apply
accordingly.
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Teil 4

Provisions concerning fines and restrictions of a

act

fundamental right

§18
Provisions concerning fines
(1) It shall be an administrative offence for any person to intentionally or negligently
contrary to 8 3 Absatz 1 Satz 1, 2 oder 3 or 8§ 3 Absatz 2 to fail to record a statement
as mentioned therein, or to not do the same correctly or punctually,

to not appoint a responsible representative, or to not do the same correctly or punctu-
ally, contrary to 8 3 Absatz 3, or

in violation of 8 4 Absatz 1 oder 2 to fail to send a notification or to fail to do the same
in full or punctually,

(2) An administrative offence is committed by whomsoever violates Regulation (EU)

2023/1543, as amended on 12 July 2023, by intentionally or negligently

1.

10.

not acting, not acting correctly or not acting punctually, in opposition to Article 10(1) or
(2) sentence 2,

not ensuring that requested data is transmitted, in opposition to Article 10(2) sentence
1!

not ensuring that requested data is transmitted, in opposition to Article 10(3),

not transmitting requested data or not transmitting them punctually, in opposition to
Article 10(4) sentence 1,

in opposition to Article 10(6)(1)(1), (7)(1), (8)(1) or Article 11(5)(1), (6)(1) or (7)(1), not
informing or not informing correctly or punctually any authority as referred to in those
provisions,

in opposition to Article 10(6)(1)(2), failing to make a report or to do so correctly, com-
pletely and punctually,

not ensuring that they may obtain the clarification or correction referred to in the sec-
ond sentence of the second subparagraph of Article 10(6) or the second subpara-
graph of Article 11(5),

in opposition to Article 11(1) sentence 1 in conjunction with sentence 2, failing to pro-
vide requested data or failing to provide it punctually or for the required duration,

violating an enforceable injunction pursuant to the third sentence of Article 11(1),

in opposition to Article 11(2), failing to secure the requested data, or failing to secure
it for the required period, or
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11. in opposition to Article 13(4), not taking or not taking correctly or fully any of the mea-
sures as referred to in this same.

(3) The regulatory offence may be punished
1. inthe cases of

a) Absatzes 1 and

b) Absatzes 2 Nummer 1 bis 4 und 7 bis 11

by a fine of up to five hundred thousand euro.

2. in the cases of Absatzes 2 Nummer 5 und 6 with a fine of up to one hundred thou-
sand euro.

(4) In derogation from , also in conjunction with Article 30(2) sentence 2 of the Ad-
ministrative Offences Act, an administrative offence under Absatz 3 Nummer 1 Buch-
stabe against aAbsatz 2 Nummer 1 bis 4 und 7 bis 11 service provider with a total
turnover of more than EUR 25 million may be punished with a fine of up to 2 percent of
the total turnover.

(5) In derogation from Absatz 3 Nummer 2, also in conjunction with Article 30(2) sen-
tence 2 of the Administrative Offences Act, an administrative offence under against a ser-
vice provider Absatz 2 Nummer 5 oder 6with a total turnover of more than 5 million EUR
may be punished with a fine of up to 2 percent of the total turnover.

(6) Total turnover in the sense of Absétze 4 und 5 is the sum of all turnover gener-
ated worldwide by the service provider in the financial year preceding the decision of the
authority . The total turnover can be estimated.

(7) Article 17 (2) of the Administrative Offences Act does not apply to the imposition
of fines on a service provider in the cases referred to in Absatzes 2.

(8) The administrative authority as defined in Article 36(1)(1) of the Administrative
Offences Act is

1. inthe cases of Absatzes 1, the Federal Office of Justice,

2. inthe cases of Absatzes 2, the executing authority in accordance with § 11 Absatz 1.

§19
Restrictions of a fundamental right

The secrecy of telecommunications (Article 10(1) of the Basic Law) shall be restricted
in accordance with this Act.
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Artikel 2

Amendment of the Telecommunications Act

The Telecommunications Act of 23 June 2021 (Federal Law Gazette | p. 1858), as
last amended by Article 1 of the Act of 24 December 2025 (Federal Law Gazette 2025 |
No. 181), is amended as follows:

After Article 170(11), the following paragraph 12 shall be inserted:

Q) The provisions of paragraph 1(3)(b) and paragraph 2(2)(c) shall not apply
to the scope of Directive (EU) 2023/1544 as amended on 12 July 2023.

Artikel 3

Amendment to the Telecommunications and Digital Services
(Data Protection) Act

The Telecommunications and Digital Services (Data Protection) Act of 23 June 2021
(Federal Law Gazette | p. 1982; 2022 | p. 1045), as last amended by Article 44 of the act
of 12 July 2024 (Federal Law Gazette 2024 | No. 234), is amended as follows:

1. The Table of Contents is amended as follows:

a) The following text is inserted after the reference to 13:

‘Article 13a Compliance with obligations pursuant to Articles 10 and 11 of Regulation (EU) 2023/1543, as
amended on 12 July 2023'.

b) The following text is inserted after the reference to 24:

‘Article 24a Compliance with obligations pursuant to Articles 10 and 11 of Regulation (EU) 2023/1543, as
amended on 12 July 2023'.

2. After Article 13, the following Article 13a is inserted:

‘Article 13a
Fulfilment of obligations under Articles 10 and 11 of Regulation (EU) 2023/1543

Providers of telecommunications services and the§ 3 Absatz 1 bis 3 addressees
established by them pursuant to of the Electronic Evidence Implementation and En-
forcement Act may process personal data to the extent necessary for complying with
a European Production Order or a European Preservation Order pursuant to Regula-
tion (EU) 2023/1543, as amended on 12 July 2023. The secrecy of telecommunica-
tions (Article 10(1) of the Basic Law) is restricted to that extent.’

3. The following Article 24a is inserted after Article 24:
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‘Article 24a
Fulfilment of obligations under Articles 10 and 11 of Regulation (EU) 2023/1543
Providers8 3 Absatz 1 bis 3 of digital services and the addressees established by
them pursuant to the Electronic Evidence Implementation and Enforcement Act may
process personal data to the extent necessary for complying with a European Produc-

tion Order or a European Preservation Order pursuant to Regulation (EU) 2023/1543,
as amended on 12 July 2023.

Artikel 4

Entry into force

(1) This Act shall enter into force on the day following promulgation, subject to Ab-

satzes 2.

(2) On 18 August 2026, the following will enter into force:

1. in Artikel 1, 88 7 bis 17, 18(2), 3(1)(b) and (2), (4) to (7) and 8(2) and § 19 of the Elec-
tronic Evidence Implementation and Enforcement Act, and

2. Artikel 3.

EU legal acts:

1. Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the Euro-
pean Investigation Order in criminal matters (OJ L 130, 1.5.2014, p. 1; L 143, 9.6.2015, p. 16), as last
amended by Directive (EU) 2023/2843 of 13 December 2023 (OJ L, 2023/2843, 27.12.2023).

2. Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European
Production Orders and European Preservation Orders for electronic evidence in criminal proceedings
and for the execution of custodial sentences following criminal proceedings (OJ L 191 of 28.7.2023, p.
118)

3. Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July 2023 laying down

harmonised rules on the designation of designated establishments and the appointment of legal repre-
sentatives for the purpose of gathering electronic evidence in criminal proceedings (OJ L 191 of
28.7.2023, p. 181)
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Justification

A. General part

L. Objective of and need for the provisions

On the one hand, the Act serves to implement Directive (EU) 2023/1544 of the European
Parliament and of the Council of 12 July 2023 laying down harmonised rules on the desig-
nation of designated establishments and the appointment of legal representatives for the
purpose of gathering electronic evidence in criminal proceedings (OJ L 191, 28.7.2023, p.
181; hereinafter referred to as: Directive (EU) 2023/1544). On the other hand, the act im-
plements Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12
July 2023 on European Production Orders and European Preservation Orders for elec-
tronic evidence in criminal proceedings and the execution of custodial sentences following
criminal proceedings (OJ L 191, 28.7.2023, p. 118; hereinafter: Regulation (EU)
2023/1543).

The Act lies within the context of the goals of the United Nations General Assembly Reso-
lution of 25 September 2015 ‘Transforming our world: the UN 2030 Agenda for Sustain-
able Development’, the timely achievement of which is at risk. The draft contributes to the
achievement of goals 16.a and 16.6 to support the fight against crime and to build effec-
tive institutions at all levels.

1. Directive (EU) 2023/1544

Article 7(1) of Directive (EU) 2023/1544 requires Member States to adopt the laws, regula-
tions and administrative provisions necessary to comply with this same, at the latest by 18
February 2026.

The aim of the Directive is to establish harmonised rules for the representation of certain
service providers in the European Union. The aim is to ensure that decisions taken by the
competent authorities of the Member States to collect electronic evidence in criminal pro-
ceedings may be received, followed up and enforced.

In order to achieve this, the Electronic Evidence Implementation and Implementation Act
introduces a new framework act. In addition, adjustments are required in the Telecommu-
nications Act (TKG) as well as in the Telecommunications and Digital Media (Data Protec-
tion) Act (TDDDG).

2. Regulation (EU) 2023/1543

Regulation (EU) 2023/1543 applies from 18 August 2026 in all Member States of the Eu-
ropean Union, with the exception of Denmark, which, in accordance with Articles 1 and 2
of Protocol No 22 on the position of Denmark, which are annexed to the TEU and to the
TFEU, has not taken part in the adoption of that Regulation and is not bound by it or sub-
ject to its application. As directly applicable Union law, the Regulation does not require im-
plementation in the Federal Republic of Germany. However, individual implementing pro-
visions are necessary to ensure that the Regulation is applied smoothly and as clearly as
possible in conjunction with national law.

The aim of Regulation (EU) 2023/1543 is to create a new legal framework for the cross-
border retrieval of electronic evidence. The authorities of a Member State may have such
evidence secured or requested to be obtained directly from a service provider that has
designated its establishment or appointed its representative in another Member State of
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the European Union, irrespective of where the data are located (Article 1(1) of the Regula-
tion). Pursuant to Article 1(2) of Regulation (EU) 2023/1543, a European Production Order
or a European Preservation Order may also be requested by the accused or their defence
counsel within the framework of the applicable defence rights, if and to the extent provided
for in national criminal procedural law. The Code of Criminal Procedure (StPO) provides
for corresponding provisions in Article 136 (1) sentence 3 and in Article 166 in preliminary
and interlocutory proceedings and in Article 244 (3) to (6) for criminal proceedings.

To implement Regulation (EU) 2023/1543, the newly introduced Electronic Evidence Im-
plementation and Enforcement Act provides for more specific regulations. They concern,
in particular, competences and procedures relating to the orders provided for in the Regu-
lation. Legal protection is also provided for.

Further rules, such as those on the handling of incoming orders and decisions by execut-
ing authorities, may be laid down in the Guidelines on International Cooperation in Crimi-
nal Matters (RiVASt) in order to facilitate the application of the Regulation and the Direc-
tive in legal practice.

Il Background of the legal instruments

Regulation (EU) 2023/1543 with accompanying Directive (EU) 2023/1544 responds to the
rapidly increasing cross-border use of electronic communications and digital services in
the planning and execution of criminal activities. This poses patrticular challenges for crimi-
nal authorities. On the one hand, data required as electronic evidence may be located in
the territory of other Member States, and on the other hand, the traditional methods of in-
vestigation cooperation often prove to be too cumbersome in view of dynamic and decen-
tralised storage locations in digital contexts.

Not least in the light of the Brussels terrorist attacks of 22 March 2016, the Member States
of the European Union, in the conclusions of the Council of the European Union of 9 June
2016, called on the European Commission to develop a common approach of the Euro-
pean Union, in particular to speed up mutual legal assistance procedures and to cooper-
ate with service providers. The European Parliament took up this point in its resolution on
combating cybercrime of 3 October 2017. It emphasised that fragmented legal frame-
works may be a problem for service providers seeking to comply with requests from crimi-
nal authorities. The European Parliament therefore called on the European Commission to
present a proposal for a European Union legal framework for electronic evidence with suf-
ficient safeguards as regards the rights and freedoms of all those concerned.

On 17 April 2018, the European Commission then submitted to the Council of the Euro-
pean Union and the European Parliament a draft package consisting of a Regulation and
Directive, based on Article 82(1) (for the Regulation) and Articles 53 and 62 of the Treaty
on the Functioning of the European Union (for the Directive). The core idea of the legal in-
struments is to bypass the traditional mechanism of legal assistance through cooperation
between individual authorities and to authorise and enable investigating authorities to ad-
dress orders to secure or hand out data directly to service providers in another Member
State of the European Union.

Negotiations on the package of measures began in April 2018 in the Council Working
Group COPEN. In December 2018, the Council of the European Union (Justice and Home
Affairs) reached a general consensus about large parts of the text of the Regulation (see
Council document 15104/17 COPEN 380 of 8 December 2016). The Federal Republic of
Germany did not agree to the general consensus and issued a protocol declaration after
failing to achieve a clear and transparent anchoring of fundamental rights. Following a
pause due to the pandemic, the tripartite negotiations between the European Commis-
sion, the European Parliament and the Council of the European Union began in early
2021, resulting in a compromise that was still acceptable to the Federal Republic of Ger-
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many. A relatively robust information procedure and specific provisions for protecting the
data of persons subject to professional secrecy were agreed in the Regulation. The Fed-
eral Republic of Germany therefore had no objections at the time of the final Council refer-
ral on 27 June 2023. However, it issued a protocol statement according to which the
grounds for refusal protecting individual rights were to be examined compulsorily within
the framework of the information procedure, which was not sufficiently clearly expressed
in the recitals of the Regulation. From the point of view of the rule of law, it is also essen-
tial that legal protection exists not only against restitution orders and in the issuing State,
but also against preservation orders and in the executing state.

The Regulation and the Directive are published in the Official Journal of the European
Union (OJ L 191/118, 28 July 2023, L 191/181, 28 July 2023). The Regulation applies in
the Member States of the European Union from 18 August 2026, and the Directive shall
be transposed by 18 February 2026.

lil. Main content of the legal instruments
1. Regulation (EU) 2023/1543

The Regulation establishes a European Production Order and Preservation Order to se-
cure and obtain electronic evidence across borders directly from the service providers
concerned (Article 1(1) of the Regulation).

For the purposes of determining whether there is a cross-border situation, the decisive
factor is not the place where the data in question are processed, but the place of estab-
lishment of the addressee acting on behalf of the service provider concerned (Article 3(1)
of the Regulation). The obligations pursuant to the Regulation apply to all service
providers carrying out their business within the European Union (Article 2(1) of the Regu-
lation). The scope of application includes subscriber, traffic and content data (Articles 4, 5
and 6 in conjunction with Article 3(8) to (12) of the Regulation); real-time collection is not
provided for. The orders may be issued in the context of and for criminal proceedings and
for the execution of custodial sentences or detention measures with a minimum duration
of four months (Article 2(2) of the Regulation).

For the procedure, the Regulation distinguishes first of all between a preservation order
(Article 6) and a production order (Article 5). With regard to a production order, a further
distinction is made: Is it directed at subscriber data and traffic data serving identification
purposes only (“identification data”) or at content and (other) traffic data? As the former
categories of data are considered less sensitive, less stringent conditions for authorisation
must be observed (Article 4(1), Article 5(3) of the Regulation). The same applies to
preservation orders (with regard to all categories of data, Article 4(3), Article 6 of the Reg-
ulation). In all cases, the investigating authority of the State wishing to issue an order must
assess the proportionality of the measure (Article 5(2), Article 6(2) of the Regulation).
While the public prosecutor may (also) order the preservation and release of subscriber
and identification data for all criminal offences (Article 4(1) and (3), Article 5(3), Article 6(3)
of the Regulation), the release of traffic and content data may only be ordered by the court
in connection with offences for which a maximum sentence of 3 years applies or for cer-
tain categories of offences (for example in the area of child sexual abuse offences or ter-
rorism) (Article 4(2), Article 5(4) of the Regulation). A further prerequisite for production
and preservation orders is that a similar order could be issued in a comparable national
case under the same conditions (Article 5(2), Article 6(3) of the Regulation). Production
orders shall in principle be addressed to the service provider acting as controller within the
meaning of Regulation (EU) 2016/679 (Article 5(6) of Regulation (EU) 2023/1543). Where
data held by a service provider for an authority are concerned, a European Production Or-
der may only be issued if the authority concerned is located in the issuing State (Article
5(8) of the Regulation). The aim is to prevent the investigating authorities of a Member
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State from accessing the data (retained by service providers) of authorities of other Mem-
ber States by means of a European Production Order. If the authority is in the issuing
State, no restriction applies. The background to this is the consideration that the authori-
ties of the issuing State may make use of their national instruments if the data is stored by
a provider with addressees in Germany. If, on the other hand, the authority has chosen a
provider with addressees in other EU countries, this is considered pure coincidence from
an investigation perspective. The investigators should then not be placed in a worse posi-
tion compared to a purely national situation, which is why the instruments of Regulation
(EU) 2023/1543 should be available to them. In cases where a service provider stores or
otherwise processes data protected by professional secrecy in the framework of an infra-
structure, the Regulation also contains a separate provision laying down restrictive condi-
tions for the collection of content and traffic data (Article 5(9) of the Regulation). As in the
case of public authorities, this provision ensures that foreign investigating authorities do
not, in principle, have direct access to the data of subjects of professional secrecy stored
with service providers. Instead, the data must be requested by way of other mutual legal
assistance (usually via a European Investigation Order) (so that authorities involved on
the German side may check the existence of a prohibition of seizure pursuant to Articles
97(1)(3), 53(1)(3) of the German Code of Criminal Procedure). An exception to this princi-
ple applies in the following cases: The person concerned is resident in the issuing State
(where they have stored their data with a service provider with addressees in another
Member State), Article 5(9)(a) of Regulation (EU) 2023/1543. The rationale for this provi-
sion is the same as with regard to domestic authorities (see above). Thus, only the Ger-
man investigating authorities have access to the data (stored with service providers) of
subjects of professional secrecy established in Germany by means of a European Produc-
tion Order, which must take into account the prohibitions on seizure in the StPO. Other ex-
ceptions apply where an order addressed to the subject of professional secrecy itself
could jeopardise the investigation (Article 5(9)(b) of the Regulation) and where the profes-
sional secrecy has been lifted in accordance with the applicable law (Article 5(9)(c) of the
Regulation). The law of the issuing State decides whether the data is subject to the pro-
tection of professional secrecy.

As a general rule, orders for the production of content or traffic data are subject to the in-
formation requirement laid down in Article 8 of the Regulation: In principle, orders in the
form of a European Production Order Certificate (EPOC) must be addressed not only to
the addressee of the service provider concerned (Article 9 in conjunction with Article 7 of
the Regulation), but also to a designated authority in the executing State. This notification
is required unless there is sufficient indication that both the place of inspection and the
place of residence of the person concerned by the data request are in the issuing State
(Article 8(2) of the Regulation). The notified authority examines the order against a cata-
logue of grounds for refusal (fundamental rights, immunities and privileges, freedom of the
press, ne bis in idem, double criminality; Article 12(1) of the Regulation). For this purpose,
a period of ten days is envisaged, except in urgent cases (Article 10(4) of the Regulation:
eight hours), during which the service provider may not release the data (suspension ef-
fect; Article 10(2) of the Regulation) and must first secure it (Article 10(1) of the Regula-
tion). If the notified authority invokes a ground for refusal, the issuing authority must re-
voke the order and the service provider may not transmit the data (Article 12(2) of the
Regulation). Otherwise, the service provider must hand these over to the issuing authority
after the expiry of the review period (ten days or earlier if the notified authority confirms
that it does not wish to raise a ground for refusal, Article 10(2) of the Regulation).

Orders for the production of subscriber and identification data, as well as preservation or-
ders, are not accompanied by a notification requirement. The service provider must back
up the data without undue delay (Article 10(1), Article 11(1) of the Regulation) and, in the
case of production orders, at the latest within ten days (in emergencies, without undue de-
lay, at the latest within eight hours) (Article 10(3) and (4), first sentence, of the Regula-
tion). If only the preservation is ordered, it must be provided for 60 days, extendible in
principle by 30 days (Article 11(1) of the Regulation).
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In cases where a service provider does not comply with an order addressed to it, Article
16 of the Regulation provides for an execution procedure. Within this framework, the ser-
vice provider has the possibility to object to the execution of the production or preservation
order on the basis of a catalogue of reasons (paragraph 3(a)). These grounds include, in
addition to formal aspects such as lack of competence of the issuing authority, immunities
and privileges and freedom of the press (paragraph 4(a) to (f), paragraph 5(a) to (e)). The
executing authority also examines the relevant catalogue, extended to cover cases of
manifest violation of fundamental rights (paragraph 4(g), paragraph 5(f)). If the service
provider considers that, by complying with a production order, it would be in breach of its
legal obligations with regard to a third country, it may initiate the review procedure pro-
vided for in Article 17 of the Regulation. During this process, a court in the issuing State
may decide whether the order should be upheld. Where the service provider breaches its
obligations under Articles 10, 11 and 13(4) of the Regulation, the penalties provided for in
Article 15 of the Regulation shall be imposed.

The Regulation standardises the right of data subjects to effective legal remedies against
production orders in the issuing State. The guarantees of fundamental rights in the exe-
cuting state remain expressly unaffected, as do other legal remedies under national law
(Article 18). The person whose data is sought must in principle be informed of the produc-
tion without undue delay (Article 13(1) of the Regulation). In order to ensure a secure and
rapid exchange of data between authorities and addressees, Article 19 et seq. of the Reg-
ulation provides for the creation of a decentralised IT system. Member States shall allow
service providers access to this through their respective national IT systems and service
providers shall ensure that their addressees may use the system (Article 19(2) and (3) of
the Regulation). For sending orders as well as for other communication events, the Regu-
lation provides for standardised forms in the annexes.

Pursuant to Article 14 of the Regulation, service providers may apply to the issuing State
for reimbursement of their data reporting costs, provided that this is provided for in compa-
rable national situations. Reimbursement shall be made in accordance with the respective
national law. Since the relevant regulations in Germany in Annex 3 to the Judicial Remu-
neration and Compensation Act do not contain any restriction on German service
providers, service providers from other Member States may also rely on this.

2. Directive (EU) 2023/1544

The accompanying directive obliges service providers to set up one or more addressees
within the EU so that decisions and orders to collect electronic evidence in criminal pro-
ceedings may be received and complied with.

This includes not only orders and decisions issued on the basis of Regulation (EU)
2023/1543, but also orders and decisions issued on the basis of Directive 2014/41/EU of 3
April 2014 on the European Investigation Order in criminal matters (Directive 2014/41/EU)
and the Convention of 29.5.2000, drawn up by the Council in accordance with Article 34 of
the Treaty on European Union, on Mutual Assistance in Criminal Matters between the
Member States of the European Union (first sentence of Article 1(2) of Directive (EU)
2023/1544). The legal assistance procedures provided for in the two instruments remain
unchanged (see below for details). Finally, Directive (EU) 2023/1544 applies to national
orders and decisions on the collection of electronic evidence in criminal proceedings ad-
dressed by an authority to addressees on its territory (Article 1(2), second sentence, of the
Directive). Irrespective of this, direct data requests by national authorities to service
providers established on their territory are still possible (Article 1(3) of the Directive). In
addition, as Directive (EU) 2023/1544 does not apply at all, direct retrieval of data on their
own and external territory in the field of security or for the performance of the central au-
thority function are not affected.
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Article 3 of the Directive requires Member States to ensure that all service providers
whose activity extends to the territory of the European Union establish an addressee there
(paragraph 1). This must be located in a Member State applying the above-mentioned le-
gal instruments and in which the services are actually offered (Article 3(2)(a) of the Direc-
tive). The Directive distinguishes between two types of addressees, namely ‘designated
establishments’ and ‘representatives’, according to the following system: Where service
providers already have one or more establishments in an EU Member State applying the
above-mentioned legal instruments, they shall designate one — or more — as the ad-
dressee or addressees within the meaning of the Directive (Article 3(1)(a)). Where estab-
lishments are located only outside the EU or in Member States which do not apply the
aforementioned legal instruments, service providers shall appoint one or more representa-
tives (Article 3(1)(b) and (c)). Within the scope of the Directive, Member States may not
impose obligations on service providers that go beyond its content, in particular with re-
gard to the designation of designated establishments or the appointment of representa-
tives (Article 1(4) of the Directive). This does not apply to the area of security or the exer-
cise of a central authority function, as these are not covered by Directive (EU) 2023/1544
(see above). Member States have to designate one or more central authorities to ensure
the consistent application of the Directive (Article 6(1) of the Directive). To this end, they
shall consult and cooperate with each other and, where appropriate, with the European
Commission (Article 6(3) of the Directive). Where service providers fail to comply with
their obligations relating to the establishment of addressees, Member States must provide
for penalties (Article 5 of the Directive).

v. Main content of the draft

The requirements of Directive (EU) 2023/1544 and the implementing rules for Regulation
(EU) 2023/1543 are to be standardised in a new basic law. This establishes a uniform le-
gal framework and ensures a practicable and user-friendly design of the e-evidence-spe-
cific rules.

In addition to a series of new regulations, the implementation of the directive also requires
adjustments to national law: In order to comply with the prohibition in Article 1(4) of Direc-
tive (EU) 2023/1544 to impose obligations on service providers that go beyond the Direc-
tive, the applicability of national rules requiring the establishment of authorised agents in
the context of the implementation of surveillance measures and information obligations for
criminal proceedings, as they exist in the Telecommunications Act, should be restricted.
With the amendments to the TDDDG, the draft law also creates the necessary legal basis
for data processing to fulfil the obligations under Regulation (EU) 2023/1543.

The act is divided into four articles. Artikel 1 is dedicated to the transposition of Directive
(EV) 2023/1544 and the implementation of Regulation (EU) 2023/1543. Artikel 2 contains
the necessary amendments to the Telecommunications Act, Artikel 3 the amendments to
the Telecommunications and Digital Services (Data Protection) Act. Artikel 4governs the
entry into force of the Act.

Artikel lis structured into four parts as follows: General rules, transposition of Directive
(EV) 2023/1544, implementation of Regulation (EU) 2023/1543 and provisions concerning
fines and restrictions of a fundamental right.

1. Part 1: General provisions
8§ 1 refers to the definitions in Article 3 of Regulation (EU) 2023/1543 for the definitions ap-

plicable to the Act. It also specifies that the term "addressee” is used within the meaning
of Article 7(1) of Regulation (EU) 2023/1543.
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2. Part 2: Implementation of Directive (EU) 2023/1544

According to the provisions of Part 2 transposing Directive (EU) 2023/1544 § 2 apply not
only to decisions and orders under Regulation (EU) 2023/1543, but also to those based
on Directive 2014/41/EU and the Convention of 29.5.2000 established by the Council in
accordance with Article 34 of the Treaty on European Union on Mutual Assistance in
Criminal Matters between the Member States of the European Union. They also apply to
national orders in criminal proceedings issued by a German investigating authority to an
addressee (within the meaning of § 3 Absatz 1 bis 3 this Act) on German territory (see de-
tails below).

The core of the regulations is the obligation of service providers in § 3 to designate estab-
lishments or to appoint representatives. The addressees must report these to the Federal
Office of Justice at 8§ 4, stating their contact details and the official language to be used in
communication with the authorities or, in the case of addressee institutions in other Mem-
ber States of the European Union, to the central authorities there.

The duties of the Federal Office of Justice as a central authority are summarised in § 6.
Among other things, it monitors compliance with the service provider obligations set out in
88 3 und 4 and transmits the information received from the service providers to the Euro-
pean Judicial Network in criminal matters.

3. Part 3: Implementation of Regulation (EU) 2023/1544

Teil 3 contains three chapters: General rules, European Production Orders and legal pro-
tection.

Kapitel 1 includes the general regulations. § 7 contains a general reference to the provi-
sions of the Judicial Organisation Act and its Introductory Act as well as to the provisions
of the Juvenile Courts Act and the Code of Criminal Procedure. The reference applies to
the extent that no special procedural provisions arise from Teil 3 of this Act and Regula-
tion (EU) 2023/1543.

Kapitel 2 contains the implementing provisions for European Production Orders. § 8 links
first the divergent terminologies of the Regulation and of national law. 8§ 9 lays down the
competence of courts and public prosecutor’s offices to issue and validate production or-
ders for subscriber data and data requested solely for the purpose of identification in ac-
cordance with Article 4(1)(a) of Regulation (EU) 2023/1544. As other competent authori-
ties within the meaning of Article 4(1)(b) of the Regulation, a number of secondary compe-
tent authorities (the investigators of the public prosecutor’s office, the tax authorities and
customs authorities) are designated in § 9 Absatz 2 accordance with the national rules on
exchanges of available information. § 9 Absatz 3 und 4 regulate the procedure and re-
sponsibilities in the public prosecutor's validation procedure. § 10 addresses the power of
issuance in the case of production orders relating to the particularly sensitive traffic and
content data referred to in Article 4(2) of the Regulation, which lies with the courts. The
Absatze 2 und 3 relate to the process and responsibilities in the adoption procedure. § 11
shall be determined by the competent executing authority. Finally, 8 12 regulates the sta-
tistics obligations of the state judicial authorities and the Federal Attorney General.

Kapitel 3 regulates legal protection.

Abschnitt 1 handles legal remedies against outgoing orders. These are subject to the pro-
visions of the Code of Criminal Procedure, which also apply in the case of national orders
and to which reference is made at § 13, subdivided according to the various categories of
data. In terms of content, the court seised shall verify, in accordance with§ 14 Absatz 1,
whether the issuance rules laid down in Articles 4 and 5 of Regulation (EU) 2023/1543 are
complied with.
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Abschnitt 2 deals with the procedure in the case of conflicting obligations pursuant to the
second sentence of Article 17(3) of the Regulation. In accordance with § 15, the Higher
Regional Court or, in the case of investigations by the Federal Public Prosecutor, the Fed-
eral Court of Justice, is responsible for the decision to be made here. The decision is
made by a non-appealable decision (8 16).

Abschnitt 3 concerns legal remedies against decisions in execution proceedings and de-
clares the provisions of the Administrative Offences Act applicable.

4. Part 4: Provisions concerning fines and restrictions of a fundamental right

The fourth part of the Act lays down in 8 18 Absatz 1 the provisions concerning fines
transposing the first sentence of Article 5 of Directive (EU) 2023/1544 and in § 18 Absatz
2 those implementing Article 15(1) in conjunction with Article 16(10) of Regulation (EU)
2023/1543. § 18 Absatz 1 is ancillary to the establishment, notification, equipment and co-
operation obligations of service providers. § 18 Absatz 2 shall apply to the obligations re-
lating to the execution of the European Preservation and Production Order.

§ 19(Restrictions of a fundamental right) takes account of the citation requirement of Arti-
cle 19(1)(2) of the Basic Law.

V. Executive footprint

No stakeholders or commissioned third parties have contributed significantly to the con-
tent of the dratft.

VI. Alternatives

None. As the draft serves the mandatory implementation and execution of European legal
acts, there are no alternatives.

VIl. Legislative powers

The Federal Government’s legislative competence for the provisions in Article 1 of the
draft implementing Regulation (EU) 2023/1543 and transposing Directive (EU) 2023/1544
is derived from Article 74(1)(1) of the Basic Law (criminal law, judicial proceedings). The
provisions in Articles 2 and 3 of the draft amendment to the Telecommunications Act and
the Telecommunications and Digital Services (Data Protection) Act are based on the leg-
islative powers under Article 73(1)(7) of the Basic Law (telecommunications) and Article
74(1)(11) of the Basic Law in conjunction with Article 72(2) of the Basic Law. A federal
regulation is necessary here in order to preserve the unity of law in the general interest. A
diversity of legislation at State level would create unreasonable obstacles to cross-border
legal transactions and thus run counter to the objective of the Act to increase the effi-
ciency of law enforcement in the Federal Republic of Germany and in the European
Union. To the extent that service providers are requested to provide information by law
enforcement authorities of other Member States in the area of mutual legal assistance,
uniform standards must apply nationwide, irrespective of the addressee's seat.

VIll. Compatibility with European Union law and international treaties

The draft serves to implement Regulation (EU) 2023/1543 and Directive (EU) 2023/1544
and is compatible with European Union law. The draft is compatible with the international
treaties to which the Federal Republic of Germany is a party. The obligations under Direc-
tive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015
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laying down a procedure for the provision of information in the field of technical regula-
tions and of rules on information society services (OJ EC No L 241, p. 1 of 17.09.2015)
have been complied with.

IX. Impact of the legislation
1. Legal and administrative simplification

Regulation (EU) 2023/1543 is directly applicable law in the Federal Republic of Germany,
but this must be supplemented by implementing provisions in order to achieve the in-
tended effect in the national competence. The implementing provisions will be laid down in
a new framework act together with the regulations for the implementation of the Directive,
so that all relevant national provisions are combined in a single resource for easy use by
legal professionals. The provisions of the draft help avoid legal uncertainties in the field of
European preservation and production orders, thus leading to a clearer legal situation.

2. Sustainability aspects

The draft is in line with the core philosophy of the Federal Government on sustainable de-
velopment as set out in the German Sustainability Strategy, which supports the implemen-
tation of the UN resolution Transforming our world: the UN 2030 Agenda for Sustainable
Development.

By introducing EU legislation on the acquisition of electronic evidence in criminal proceed-
ings into the German legal system, it contributes to the achievement of SDG 16 ‘Promote
peaceful and inclusive societies for sustainable development, provide access to justice for
all and build effective, accountable and inclusive institutions at all levels’. Goal 16.a of this
Sustainable Development Goal calls for support for the relevant national institutions, in
particular through international cooperation in capacity building at all levels to prevent vio-
lence and combat terrorism and crime. The draft furthers the achievement of this goal by
regulating the direct retrieval of electronic evidence data by law enforcement authorities
from providers of electronic communications services in other Member States. The draft
thus strengthens cross-border cooperation in criminal matters between the Member
States of the European Union. This will improve the fight against crime both at national
and European level and increase security in the Federal Republic of Germany and in Eu-
rope.

By regulating the granting of administrative assistance by the Federal Office of Justice to
the competent authorities of other Member States, including in the transmission of infor-
mation to the addressees of telecommunications service providers, the draft also contrib-
utes to the achievement of goal 16.6, which requires the establishment of efficient, ac-
countable and transparent institutions at all levels.

The draft thus follows the sustainability principles of the German Sustainability Strategy
‘(1.) Consistently apply sustainable development as a guiding principle in all areas and in
all decisions’ and ‘(5.) Preserve and enhance social cohesion in an open society’.

3. Budgetary expenditure without compliance costs
The Federal Government will incur additional expenditure for the Act.

With the entry into force of the Act in 2026, on the basis of the case numbers for spe-
cialised tasks set out in 4.2.1, it is currently estimated that there will be a one-off staff re-
quirement for a period of one year for a total of 4.0 FTEs in senior positions (consisting of
1.3 FTEs A15 and 2.7 FTEs Al4), 4.6 FTEs in upper-level positions (A12) and 3.8 FTEs
in mid-level positions (A9m). One-off staff costs of EUR 1 216 000 are estimated. Staff re-
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quirements are higher in this case, as the initial setup of the addressees by the service
providers obligated will lead to a high volume of cases to be processed.

From 2027, there will be a permanent, annual staffing requirement for specialist tasks and
IT tasks totalling an estimated 1.9 FTEs in senior positions (consisting of 1.1 FTE Al4 and
0.8 FTE A15), 3.7VZ FTEs in upper-level positions (A12) and 2.0 FTEs in mid-level posi-
tions (A9m). Overall, the permanent staffing requirement is estimated at EUR 741 000 per
year. In order to fulfil the statistics obligation, there are no additional staff requirements for
the Federal Office of Justice, as the annual expenditure is only in the order of minutes.

The additional material and staffing requirements will be offset financially and in terms of
positions in budget line item 07.

The States will incur additional staff requirements of an estimated EUR 273 000 due to
their obligations with respect to fines. The fulfilment of statistics obligations is not ex-
pected to give rise to additional staffing needs for the States or the Federal Attorney Gen-
eral. The additional expenditure is in the order of minutes.

4. Compliance costs

Compliance costs for businesses
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4.1 Compliance costs for citizens

Citizens will not incur any compliance costs.

4.2 Compliance costs for businesses

Below is a description of the compliance cost estimate for businesses by requirement.

4.2.1 Obligations of service providers under § 3 Absatz 1 bis 3 and§ 4

One-off compliance costs:

Number Time require- | Hourly pay (in | Material costs | Staff costs (in | Material costs (in
of cases ment per case | euro) per case (in | thousands of | thousands of
(in minutes) euro) euro) euro)

9 000 155 52,80 1228
Compliance costs (in thousands of euro) 1228
Change in annual compliance costs:

Number Time require- | Hourly pay (in | Material costs | Staff costs (in | Material costs (in
of cases | ment per case | euro) per case (in | thousands of | thousands of
(in minutes) euro) euro) euro)

900 155 52,80 123
Change in compliance costs (in thousands of euro) 123
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Compliance costs within the meaning of the provisions on the designation or appointment
of addressees pursuant to § 3 Absatz 1 bis 3 and on the notification obligations pursuant
to 8§ 4 arise if

i. a service provider with an establishment, exclusive or otherwise, in the territory of
the Federal Republic of Germany designates its establishment in Germany, or
ii. itis a service provider from another EU Member State that offers its services (inter
alia) in Germany and appoints its representative there,
iii. itis a service provider outside the EU that offers its services (among others) in
Germany and appoints its representative there.

For the further calculation, it is assumed that it is most cost-effective for the service
providers - regardless of their head offices - to designate only one addressee, even if their
service is offered in several countries. Since it may also be assumed that the addressee
will probably be appointed where the head office is located and that foreign, in particular
non-EU service providers, will prefer to appoint their representative in English-speaking
areas, it is assumed that the situations from ii) and iii) will hardly occur in practice.

As regards the determination of the number of cases, it is first examined which economic
operators are affected by the scheme. These are:

e Electronic communications services

0 publicly available electronic communications services that provide access
to the internet and thus connections to virtually all termination points of the
internet, regardless of the network technology and terminal equipment
used (81 Satz1 in conjunction with Article 3(3)(a) of Regulation (EU)
2023/1543, Article 2(4)(a) of Directive (EU) 2018/1972 and Article 2(2)(2) of
Regulation (EU) 2015/2120),

0 interpersonal communications services (8 1 Satz 1 in conjunction with Arti-
cle 3(3)(a) of Regulation (EU) 2023/1543 Article 2(4)(b) of Directive (EU)
2018/1972),

0 Services consisting wholly or mainly in the conveyance of signals, such as
transmission services used for machine-to-machine communications and
broadcasting (in§ 1 Satz 1 conjunction with Article 3(3)(a), of Regulation
(EV) 2023/1543 and Article 2(4)(c) of Directive (EU) 2018/1972);

e Internet domain name and IP numbering services such as IP address allocation
services and domain name registrar services and privacy and proxy services re-
lated to domain registration (§ 1 Satz 1lin conjunction with Article 3(3)(b) of Regula-
tion (EU) 2023/1543),

e other information society services (in8 1 Satz 1 conjunction with Article 3(3)(c) of
Regulation (EU) 2023/1543 and Article 1(1)(b) of Directive (EU) 2015/1535):

0 services provided remotely without the parties to the transaction being si-
multaneously physically present,’

0 services rendered electronically, which are transmitted from the origin and
received at the destination by means of electronic equipment for the elec-
tronic processing (including digital compression) and storage of data, and
which are entirely transmitted, forwarded and received by wire, by radio, by
optical means or by other electromagnetic means,

0 services rendered at the individual request of a recipient, which are pro-
vided through the transmission of data based on an individual request.

No official or unofficial statistics are available on the number of companies affected.
Based on

i. analyses of the Business Register (URS) and the Inward Foreign Affiliates Statis-
tics (IFATS) for the economic classes 61.20 (Wireless communications), 61.30
(Satellite telecommunications), 61.90 (Other telecommunications excluding wire-
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line telecommunications), 63.11 (Web portals) and 63.99 (Other information ser-
vice activities),

ii. the estimate as to the Act implementing Regulation (EU) 2022/2065 of the Euro-
pean Parliament and of the Council of 19 October 2022 on a single market for digi-
tal services and amending Directive 2000/31/EC and implementing Regulation
(EU) 2019/1150 of the European Parliament and of the Council of 20 June 2019
on promoting fairness and transparency for business users of online intermediation
services and amending further laws (see publication no. 676/23, p. 60 sqq.) and

iii.  exchanges with the Federal Office of Justice

for the further procedure, a total number of cases of around 10 000 people affected is esti-
mated, with about ten percent of foreign-controlled service providers. Due to the assump-
tions made above, these ten percent are not taken into account for the estimate.

Thus, for the fulfilment of the obligation, about 9 000 service providers are assumed for
the one-off compliance costs. An annual fluctuation of ten per cent is assumed for the an-
nual change in compliance costs (900 service providers). This share is freely estimated,
as no relevant information could be researched for this purpose either.

The assumed time required of 155 minutes is made up of various standard values from
the guidelines for determining and presenting compliance costs in regulatory projects of
the Federal Government. 60 minutes for familiarisation with the information obligation, 60
minutes for internal meetings, 30 minutes for filling out forms, labelling, marking and five
minutes for data transmission and publication.

The wage rate used is the average wage rate for economic section J Information and
Communication of EUR 52.80 per hour.

This changes the annual compliance costs by around EUR 123 000, and gives rise to a
one-off compliance cost of around EUR 1.2 million.

4.2.2 Obligations of service providers in accordance with § 3 Absatz 4

One-off compliance costs:

Number Time require- | Hourly pay (in | Material costs | Staff costs (in | Material costs (in
of cases ment per case | euro) per case (in | thousands of | thousands of
(in minutes) euro) euro) euro)

10 3280 52,80 29
Compliance costs (in thousands of euro) 29

Change in annual compliance costs:

Number Time require- | Hourly pay (in | Material costs | Staff costs (in | Material costs (in
of cases ment per case | euro) per case (in | thousands of | thousands of
(in minutes) euro) euro) euro)

1 3280 52,80 3
Change in compliance costs (in thousands of euro) 3

Service providers established in the Federal Republic of Germany or offering services in
the territory of the Federal Republic of Germany must provide their addressees with the
powers and resources necessary to comply with decisions and orders.

The Federal Office of Justice’s monitoring obligation concerns all service providers who
have established their addressees in the territory of the Federal Republic of Germany.
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The wage rate is taken from 4.2.1. This changes the annual compliance costs by around
EUR 3 000 and results in a one-off compliance costs of around EUR 29 000.

4.3 Compliance costs for the administration

Below is a description of the compliance cost estimate for the administration by require-
ment.

4.3.1 Responsibilities of the Federal Office of Justice

One-off compliance costs for the Federal Government:

Number Time require- | Hourly pay (in | Material costs | Staff costs (in | Material costs (in
of cases ment per case | euro) per case (in | thousands of | thousands of
(in minutes) euro) euro) euro)

1 393 842 67,60 0 444
1 450 849 40,40 0 304
1 355 474 33,80 0 200
Compliance costs (in thousands of euro) 948

Change in annual compliance costs for the Federal Government:

Number Time require- | Hourly pay (in | Material costs | Staff costs (in | Material costs (in
of cases ment per case | euro) per case (in | thousands of | thousands of
(in minutes) euro) euro) euro)

1 188 153 67,60 0 212
1 361 292 40,40 0 243
1 185132 33,80 0 104
Change in compliance costs (in thousands of euro) 559

The Federal Office of Justice, as the central authority in accordance with 8§ 6 Absatz 1,
monitors service providers in the fulfilment of their obligations under 88 3 und 4. To this
end, it shall cooperate and coordinate with the central authorities of other Member States
and, where necessary, with the European Commission. In doing so, the Federal Office of
Justice shall assist the central authorities of the other Member States by providing all ap-
propriate information and assistance (8§ 6 Absatz 2). The Federal Office shall publish and
update the information received on the publicly available website of the European Judicial
Network in criminal matters and on its own website (§ 6 Absatz 3). In addition, in the event
of breaches of the obligations arising from the 88 3 und 4 in accordance with § 18 Absatz
8 Nummer 1, the Federal Office of Justice is responsible for prosecuting and punishing
the administrative offence. In addition, the Federal Office of Justice shall inform the Com-
mission annually of which service providers have failed to comply with their obligations,
the enforcement measures taken against them and the penalties imposed on them (8 6
Absatz 4). In addition, the Federal Office of Justice collects the data referred to in Article
28(2) of Regulation (EU) 2023/1543 and transmits these annually to the Commission (8§
12 Absatz 2).

In 2026, a total time requirement of 1 200 164 minutes is expected. The costs arise from
work on the IT situation and administration, the examination of initial filings, the exchange
with service providers and central authorities, the examination of notifications and objec-
tions, and the decision on objections. The respective activities are carried out by mid-level
positions (355 474 minutes), upper-level positions (450 849 minutes) and senior positions
(393 842 minutes).
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The respective time requirement and the respective wage cost rates in accordance with
Annex 9 of the Guidelines for the Determination and Presentation of Compliance Costs in
Federal Government Regulatory Proposals (EUR 33.80 per hour in mid-level positions,
EUR 40.40 per hour in upper-level positions, and EUR 67.60 per hour in senior positions)
result in a one-off compliance cost of around EUR 948,000.

The annual time requirement amounts to a total of 689 577 minutes and is attributable in
particular to the processing of change notifications from service providers, the review of
the list of service providers to be monitored, the administrative offence proceedings con-
ducted and the statistics obligations. In addition, further ongoing expenses arise from IT
situation and administration tasks. The activities are again divided between the different
levels of the hierarchy, with 188 153 minutes for mid-level positions, 316 292 minutes for
the upper-level positions, and 188 153 minutes for senior positions. After taking into ac-
count the respective time requirement and wage cost rates, the annual compliance cost is
therefore around EUR 559 000.

4.3.2 Statistics obligations of the State judicial authorities pursuant to§ 12 Absatz 1
Change in annual compliance costs of the States:

The state judicial authorities collect or collate the aforementioned data from the public
prosecutor's offices within their area of competence and transmit these same to the Fed-
eral Office of Justice each calendar year by 31 March of the year following the reporting
year. This is a table with approximately ten types of cases. The expense arises from in-
spection and dispatch. Due to the low expenditure per case, it is assumed that there is a
minor change in compliance costs.

4.3.3 Statistics obligation of public prosecutors in accordance with§ 12 Absatz 1

The change in the annual compliance cost of the public prosecutor’s offices due to the
obligations arising from 8§ 12 Absatz 1 currently not yet reported, as the European Com-
mission has not yet taken a binding decision on the automation of statistical collection
within the decentralised IT system pursuant to Article 19 of Regulation (EU) 2023/1543.
However, due to the minor expense per case, it is assumed that this is a minor change in
compliance costs.

4.3.4 Statistics obligation of the Attorney General pursuant to§ 12 Absatz 1

The change in the annual compliance costs of the Federal Government due to the obliga-
tions under § 12 Absatz 1 cannot yet be indicated, as the European Commission has not
yet adopted a binding decision on the automation of statistical data collection within the
decentralised IT system in accordance with Article 19 of Regulation (EU) 2023/1543.
However, due to the singular number of cases and the small amount of expenditure per
case, it is assumed that this is a small change in fulfilment costs.

4.3.5 Responsibilities of the public prosecutor's offices in administrative fines pro-
ceedings in accordance with§ 18 Absatz 2

Change in annual compliance costs of the States:

Num- Time re- | Hourly pay | Material Staff costs (in | Material costs

ber of | quirement (in euro) costs per | thousands of | (in thousands

cases per case (in case (in | euro) of euro)
minutes) euro)

140 396 43,20 1550 40 217
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Change in compliance costs (in thousands of euro) 257

Failure by service providers to comply with orders may result in administrative fines. A to-
tal time requirement of 55,510 minutes is assumed. It is assumed that this also includes
the time requirement if the service providers take legal action against the fines. In Ger-
many, there are approximately 116 public prosecutor’s offices and 24 Prosecutor Gen-
eral’'s Offices. An annual time requirement of 396 minutes is therefore to be expected per
public prosecutor's office. The wage rate for the upper intermediate civil service of the
States of EUR 43.20/hour is applied (Guidelines p. 69).

According to feedback from the States, the determination of the fine leads to additional
costs. An auditor is commissioned to determine the total turnover of a service provider.
According to the Guide, operational costs arise from expenses for the use of external ser-
vices. Based on interviews with auditors, a standard value of EUR 155 per hour is as-
sumed. It is assumed that 10 hours of time will be incurred per case, i.e. a total of EUR 1
550 per case.

This will change the annual compliance cost for the States by around EUR 257 000.
5. Other costs

For the present regulations, the burdening and relieving effects for the issuing and valida-
tion authorities from the 88 9 und 10 as well as the burdening effect on the competent
public prosecutor's offices, local courts and higher regional courts due to the legal protec-
tion provisions in the 88 13 bis 17 as well as the activity of the public prosecutor's offices
as enforcement authorities in accordance with 8 11 Absatz 1 when receiving information
in accordance with Article 8 of Regulation (EU) 2023/1443 must be taken into account.

Since in future national authorities will no longer have to be continuously involved in data
queries from other EU countries, a relief effect may be mapped. With regard to the
amount, the European Commission assumes in its cost estimate (see page 99 of the im-
pact assessment; Proposal for a Regulation of the European Parliament and of the Coun-
cil on European Production and Preservation Orders for electronic evidence in criminal
matters and Proposal for a Directive of the European Parliament and of the Council laying
down harmonised rules on the appointment of legal representatives for the purpose of
gathering evidence in criminal proceedings) a maximum of EUR -7.2 million for all Mem-
ber States.

To estimate the cost changes, the Commission had used the number of annual requests
to the five largest service providers as a basis. Germany was at the top of the list with
around 35,000 enquiries - around 38 per cent of all enquiries from the EU (see impact as-
sessment cited above, page 15). For the calculation of the further costs of the two imple-
mentation projects, the EUR -7.2 million must therefore be taken on a relative basis so
that they correspond to around EUR -2.7 million (EUR -7.2 million * 0.38).

6. Other legal consequences

Effects in terms of equality policy or consumer policy are not expected. The same applies
to demographic impacts.
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X. Time limitation; evaluation

Since the provisions are the transposition of European requirements and Directive (EU)
2023/1544 and Regulation (EU) 2023/1543 apply indefinitely, there is no time limitation.

With regard to the administrative implementation of European Union legal acts, an evalua-
tion is not envisaged; an evaluation will be carried out at European level in accordance
with Article 33 of Regulation (EU) 2023/1543. Article 33 of Regulation (EU) 2023/1543 re-
quires the European Commission to carry out the evaluation by 18 August 2029 at the lat-
est and to submit an evaluation report to the European Parliament and the Council of the
European Union and to the European Data Protection Supervisor and the European Union
Agency for Fundamental Rights.

B. Specific part

Re Artikel 1 (Act on European Production and Preservation Orders for Electronic
Evidence)

Re Teil 1 (General provisions)

Part 1 contains general, overarching provisions for both the transposition of Directive (EU)
2023/1544 and the implementation of Regulation (EU) 2023/1543.

Re § 1 (Definitions)

8 1 refers to Article 2 of Directive (EU) 2023/1544 and Article 3 of Regulation (EU)
2023/1543 for the definition of the terms used in the Act. For the term ‘addressee’, which
is not defined there, reference is made to the use of the term in Article 7(1) of Regulation
(EU) 2023/1543.

Re Teil 2 (implementation of Directive (EU) 2023/1544)
Part 2 contains the provisions for the implementation of the Directive.
Re § 2 (Scope)

§ 2 regulates the scope of application and thus transposes Article 1(2) and (3) of Directive
(EU) 2023/1544.

Re Absatz 1

Directive (EU) 2023/1544 has no impact on the substantive validity of Directive 2014/41/
EU and the Convention on Mutual Assistance in Criminal Matters between EU Countries
(EU MLA Convention). Electronic evidence may also continue to be obtained by means of
the legal assistance mechanisms provided for in the two mechanisms. The procedures re-
main unchanged; the orders must therefore be addressed to an authority in the receiving
State and cannot be delivered directly to the service providers. However, the territorial
competence of the authority receiving the request depends on the location of the ad-
dressees as established in accordance with Directive (EU) 2023/1544: The authorities of
the Member State where the addressee is located shall be responsible for the execution
of requests under Directive 2014/41/EU and the EU MLA Convention. For example, if a
French service provider establishes an addressee in Sweden on the basis of Directive
(EU) 2023/1544, a European Investigation Order would have to be sent to the competent
authority in Sweden and no longer - as before the appointment of an addressee - to a
French authority.
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§ 2 Absatz 1 Nummer 4 this Act clarifies that the addressees to be established under Di-
rective (EU) 2023/1544 are also competent to receive purely national orders and deci-
sions that have no cross-border implications within the meaning of the e-evidence pack-
age (see Atrticle 1(1), Article 3(3) of Regulation (EU) 2023/1543). If addressees are estab-
lished in the territory of the Federal Republic of Germany, German investigating authori-
ties may therefore use them for investigations on the basis of the Code of Criminal Proce-
dure (StPO). The background to this is the consideration that, from the point of view of the
investigating authorities, it is merely a coincidence in which territory an addressee is lo-
cated. If the service provider has chosen German territory, all other Member States may
take action and use the addressee by means of Regulation (EU) 2023/1543. The German
authorities should have the same right, on the basis of national orders.

Re Absatz 2

It follows from Absatz 2 that the German investigating authorities may continue to contact
service providers established in Germany to collect electronic evidence in criminal pro-
ceedings. Therefore, if a service provider has an establishment in Germany and has es-
tablished an addressee in another Member State - so that the scope of application of Reg-
ulation (EU) 2023/1543 is in principle open - this does not prevent an investigation mea-
sure limited to Germany in accordance with Union law and national law. The background
to this is that the e-evidence package is intended to improve the position of the member
states, i.e. to make it easier for them to carry out investigations. Existing possibilities are
therefore not curtailed. This is also without prejudice to query permissions outside the
criminal proceedings (e.g. in security, personal protection and witness protection opera-
tions), as these are not covered by the scope of the e-evidence Regulation at all. It is also
without prejudice to queries in central authority procedures.

Re § 3 (Designated establishments and representatives (addressees) )

In transposing Article 3 of Directive (EU) 2023/1544, the provision regulates the details of
the obligation of service providers to establish addressees. In accordance with the first
sentence of Article 1(5) of the Directive, this applies to all service providers whose offer
extends to the European Union. In accordance with Article 3(2)(a), of Directive (EU)
2023/1544, the addressee should be established in a Member State where the services
are actually offered.

In implementation of Article 3(1) of the Directive, the connecting factor for the obligation to
provide an addressee facility in 8 3 is (primarily) the existence of an establishment or (sec-
ondarily) the provision of services in Germany. A terminological distinction is made: If an
existing establishment is to be considered as the addressee, it must be named as the
"designated establishment"”; if this is not the case, a "representative” must be appointed.

Pursuant to the second sentence of Article 1(5) of the Directive, a derogation from the
obligation to establish addressees applies only to providers established in the territory of
only one Member State and offering their services only there.

§ 3against this background, regulates three basic scenarios. Firstly, the one in which es-
tablishments exist in Germany and also in other member states of the European Union
that apply the legal instruments mentioned in 8 2 Absatz 1 (Absatz 1). Furthermore, ac-
count is taken of the special situation in which one or more establishments exist solely in
Germany and the services are offered not only in Germany or exclusively in other Member
States (Absatz 2; if an establishment exists only in Germany, the services are only offered
there, the directive pursuant to Article 1(5) sentence 2 does not apply, see above). Finally,
in the case of Absatzes 3, the service provider either has no establishment at all in the EU
or only in a Member State that does not apply the legal instruments listed in § 2 Absatz 1
of this Act.
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8§ 3 This Act does not regulate the situation in which there is no establishment in Ger-
many, but in another Member State that applies the legal instruments listed at 8§ 2 Absatz
1. In this case, the obligations laid down in Article 3(1) of Directive (EU) 2023/1544 do not
apply to the Federal Republic of Germany: As explained above, the primary connecting
factor for the obligations is the existence of an establishment in one of the participating
Member States. As soon as a corresponding establishment exists, the Member State con-
cerned must ensure that the addressee is properly designated. The mere offering of ser-
vices in the Federal Republic of Germany does not in itself give rise to an obligation; this
is only the case under Article 3(1) of Directive (EU) 2023/1544 if there is no establishment
in one of the Member States that apply the legal instruments listed at § 2 Absatz 1.

The reference to Abséatze 4 und 5 in the Absatzen 1 bis 3 makes it clear that service
providers must ensure that both the establishments to be designated and the representa-
tives to be appointed have the powers and resources to comply with the decisions and or-
ders and that they must be designated within the specified period.

Re Absatz 1

Absatz 1 implements Article 3(1)(a) of Directive (EU) 2023/1544 and concerns the first of
the above-mentioned variants. There are establishments both in Germany and in other
Member States that apply the legal instruments mentioned in § 2 Absatz 1. In this situa-
tion, at least one of these establishments must be named as the addressee. Select a
Member State where the services are offered. This follows from Article 3(2)(a) of the Di-
rective. In the unlikely case that services are not offered in any country of establishment,
there is a conflict between the requirement of Article 3(2)(a) of the Directive on the one
hand and that of Article 3(1)(a) of the Directive on the other hand: On the one hand, the
addressee should be established where the services are offered; on the other hand, if
there are establishments in the relevant Member States, one of these must be selected. In
the special situation examined here, the latter obligation takes precedence. This follows
from a teleological interpretation of Directive (EU) 2023/1544: Its goal is to streamline and
optimise the processes of cross-border data requests. For this, it is important to be able to
draw on the resources of an existing establishment, which is well-established in its rou-
tines. The argument that, for reasons of relevance to the matter in question, the ad-
dressee States should also be those in which the services are offered, is relatively less
important. If this obligation were given priority here, a representative (new) would have to
be established, so that tried and tested processes could not be used. This could lead to
efficiency losses, which would not be within the meaning of the Directive.

Re Absatz 2

Absatz 2 concerns the second of the above-mentioned situations. It also transposes Arti-
cle 3(1)(a), of Directive (EU) 2023/1544, taking into account the particular nature of the
second sentence of Article 1(5) of that Directive: If an establishment is located on German
territory, Germany is obliged to ensure the establishment of an addressee. However, if, as
in the scenario of Absatzes 2, there is no other establishment in the EU, the obligation
only applies if the service provider's offering is not limited to Germany. This means that
the service provider is present on the market either in Germany and in other Member
States, or only in other Member States. In both cases, the establishment located in Ger-
many should be designated as responsible. To the extent that no services are offered in
Germany, there is again a conflict between the requirement of Article 3(2)(a) of the Direc-
tive on the one hand and that of Article 3(1)(a) of the Directive on the other. This must be
resolved in favour of the designation of the existing establishment (see paragraph 1
above).



- 38 - Bearbeitungsstand: 25.09.2025 13:05

Re Absatz 3

In the third of the above variants, the service provider either has no establishment at all in
the EU or only in a Member State that does not apply the legal instruments listed in § 2
Absatz 1 this Act. These cases are dealt with in Article 3(1)(b) and (c) of the Directive. If
the service provider's offer extends to the territory of the Federal Republic of Germany,
Germany must arrange for the establishment of an addressee. The service provider must
then appoint a legal representative in Germany or in a Member State that applies the legal
instruments 8§ 2 Absatz 1 listed in (and where it offers services).

Re Absatz 4

In accordance with Absatz 4, the service providers obligated under the Directive must pro-
vide their addressees with powers and resources in such a way that they may comply with
the decisions and orders falling within the scope of the Act (8 2 Absatz 1). This obligation
applies both to service providers who have established their addressees in the territory of
the Federal Republic of Germany and to those who have established their addressees in
one or more other Member States but offer their services here.

Re Absatz 5

Absatz 5 transposes Article 3(6) of Directive (EU) 2023/1544 and determines the date
from which the service providers obliged under the Directive must have established at
least one addressee within the meaning of Absétze 1 bis 3. In principle, a six-month time
limit applies: If the services are already offered at the time of entry into force of the Direc-
tive, this would mean 18 August 2026. If the services are only offered after the date of en-
try into force of Directive (EU) 2023/1544, the addressee must be established six months
after the start of the offer.

Re Absatz 6

Absatz 6 provides that the addressees of service providers obliged under the Directive
who are established in the territory of the Federal Republic or offer their services here
must cooperate with the competent authorities in the receipt of decisions and orders in ac-
cordance with 8 2 Absatz 1 in accordance with the legal provisions referred to therein.
This general cooperation obligation of the addressees is not explicitly laid down in Direc-
tive (EU) 2023/1544. However, it may be inferred from the responsibility of the Member
States to monitor the correct reception of the decisions and orders by the addressees, Ar-
ticle 3(4), second sentence, of Directive (EU) 2023/1544.

Re § 4 (Notifications and languages)

8 4 transposes Article 4 of Directive 2023/1544, which requires service providers to com-
municate the contact details of their addressees and the language regime to the central
authorities to be designated in each Member State (see 6). In doing so, the Directive is
linked, on the one hand, to the existence of an addressee and, on the other hand, to the
provision of services in the respective territory of the Member State. The detailed contact
details are set out in the software provided by the European Commission for the notifica-
tion of service providers (Court Data Base). The data entered in the forms of the software
will be automatically transmitted to the Federal Office of Justice. If the Federal Office of
Justice validates the data, an access account will be created for the service provider and
the information will be made available for publication on a dedicated website of the Euro-
pean Judicial Network in criminal matters. If the service provider's registration application
is rejected, the notification must be made again, taking into account the reasons for rejec-
tion provided by the Federal Office of Justice. With this transmission channel, the text
form is complied with.
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Re Absatz 1

Absatz 1 concerns the case in which the service providers have established an addressee
in Germany. You must provide the Federal Office of Justice with its contact details and
any changes thereto in text form (Article 4(1) of Directive 2023/1544).

Re Absatz 2

Absatz 2 regulates the situation in which the service providers have established their re-
spective addressees on the territories of other Member States of the European Union and
have an establishment in the Federal Republic of Germany (Nummer 1) or offer services
in Germany (Nummer 2). In such cases, they must inform the central authorities desig-
nated by the respective Member State of the European Union (in which the addressee
was established) of the contact details of the addressees and of any changes thereto in
text form (Article 4(1) of Directive 2023/1544).

Re Absatz 3

Absatz 3 concerns cases in which the service providers have designated several ad-
dressees - either domestically or (if applicable additionally) in another Member State. In
this situation, the notifications referred to in Absatzen 1 und 2 must additionally indicate
the exact spatial area of responsibility of the respective addressee (Article 4(3) of Direc-
tive 2023/1544).

Re Absatz 4

Absatz 4 supplements the notification obligations of the Absatze 1 und 2 with a notification
obligation on the language regime: The service provider shall indicate which official lan-
guage or languages of the European Union may be used in exchange with the
addressee(s). If the addressee is in the territory of the Federal Republic of Germany, Ger-
man must be one of those languages (Article 4(2) and (3) of Directive 2023/1544).

Re Absatz 5

Absatz 5 clarifies that the notifications in accordance with Abséatzen 1 bis 3 must be made
immediately after the expiry of the respective time limit for the designation or appointment
of the addressee. If there are any changes, these must be reported as soon as they occur.
Such a deadline is not explicitly provided for in the Directive; it only regulates deadlines for
the establishment of the addressees as such (in this Act § 3 Absatz 5). However, since
the notifications are essential for the functioning of the E-Evidence Mechanism, the obliga-
tion to communicate without delay arises from the interpretation of the Directive: If it were
left to the service providers to initiate notifications only with significant delay, the decisions
and orders falling within the scope could not in the meantime be served as intended. This
contradicts the fundamental idea of the e-evidence package (maximising the efficiency of
law enforcement). The Act therefore also provides for a time limit for the transmission of
notifications.

Re § 5 (Joint responsibility of service provider and addressee)

8 5 implements Article 3(5) of Directive (EU) 2023/1544.

Re Absatz 1

Absatz 1 Satz 1 refers to Article 3(5), first sentence, of Directive (EU) 2023/1544. The pro-
vision regulates the joint responsibility of addressees and service providers regarding vio-
lations of the obligations arising for one of them from the legal instruments referred to in §

2 Absatz 1 of this Act (Regulation (EU) 2023/1543, Directive 2014/41/EU, Convention es-
tablished by the Council in accordance with Article 34 of the Treaty on European Union on
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Mutual Assistance in Criminal Matters between the Member States of the European
Union). If the decisions and orders to preserve or collect electronic evidence that fall
within the scope of application are not properly implemented, a fine may be imposed on
both the addressee and the service provider. Absatz 1 Satz 2, transposing the second
sentence of Article 3(5) of Directive (EU) 2023/1544, provides that the lack of appropriate
internal procedures between addressees and service providers cannot serve as justifica-
tion for the breach of obligations.

Re Absatz 2

Absatz 2 Satz 2 in accordance with the third sentence of Article 3(5) of Directive (EU)
2023/1544, provides that joint responsibility shall Absatz 1 Satz 1 und 2 cease to apply
where the act or omission giving rise to the violation in Germany constitutes a criminal of-
fence.

Re § 6 (Central authority)

Article 6(1) of Directive (EU) 2023/1544 requires Member States to designate one or more
central authorities to ensure a coherent application of the law. Accordingly, 8 6 contains
the following specifications:

Re Absatz 1

It follows from Absatz 1 that the Federal Office of Justice acts as the central authority and,
in this role, monitors the fulfilment of the obligations arising for service providers and their
addressees from 88 3 und 4 (Article 6(1) in conjunction with Articles 3 and 4 of Directive
EU 2023/1544). In doing so, the Federal Office of Justice monitors that the addressees
cooperate with the competent authorities when receiving decisions and orders in accor-
dance with 8 2 Absatz 1 the applicable rules (Article 3(4), second sentence, of the Direc-
tive, § 3 Absatz 6 this Act). This refers to the cooperation obligations that arise for the ad-
dressees from the legal instruments mentioned in 8 2 Absatz 1. In this respect, the Fed-
eral Office of Justice is not responsible for individually monitoring compliance with each in-
dividual order, as enforcement measures in specific cases are the responsibility of the
public prosecutor’s office as the competent authority. The Federal Office of Justice, on the
other hand, is § 3 Absatz 6 called upon in cases where there is a pattern of systematic
non-compliance. In order for the Federal Office of Justice to become aware of such cases,
the Guidelines for Criminal Traffic with Foreign Countries (RiVASt) should provide for noti-
fication by the public prosecutor's offices.

In order to fulfil its monitoring obligations, the Federal Office of Justice must obtain an
overview of the range of service providers obliged by Directive (EU) 2023/1544 in respect
of which a designation of addressee in the Federal Republic of Germany could be consid-
ered or, in the event of failure to designate the addressee, a penalty under Article 18(1)
would have to be applied. For this purpose, the Federal Office of Justice may collect and
further process the necessary data, including personal data. This provision takes due ac-
count of the double-door model. This is because, in addition to a (still to be created) trans-
mission authorisation, an authorisation to retrieve and process the relevant data at the re-
cipient is also required.

Monitoring also includes the proper allocation of powers and resources to the addressees
in accordance with 8 3 Absatz 4 (Article 4(2) sentence 2 of Directive EU 2023/1544). In or-
der to implement its monitoring obligations, the Federal Office of Justice may request in-
formation and evidence from the addressee.

Re Absatz 2

Absatz 2 lists the actors with which the Federal Office of Justice must cooperate and coor-
dinate, namely with the central authorities of other Member States and, where necessary,
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with the European Commission. In doing so, the central authorities of other Member
States must be supported by all appropriate information and administrative assistance (Ar-
ticle 6(3) of Directive EU 2023/1544).

Re Absatz 3

This paragraph transposes Article 4(4) of the Directive. According to the Directive, the
Member States of the European Union must ensure that the up-to-date information neces-
sary for the application of the Directive is always available on a special website of the Eu-
ropean Judicial Network in criminal matters. This should enable the issuing authorities to
take swift and targeted action when collecting electronic evidence. Pursuant to Absatz 3,
the Federal Office of Justice must forward the information received under § 4 and any re-
lated updates to the European Judicial Network in criminal matters for publication immedi-
ately upon receipt. According to the third sentence of Article 4(4) of the Directive, the infor-
mation ‘may be disseminated in order to make it more easily accessible to the competent
authorities’. Against this background, Absatz 3 Satz 2 provides that the Federal Office of
Justice will also publish the information provided by the service providers on its own web-
site.

Re Absatz 4

This paragraph regulates the obligation of the Federal Office of Justice to inform the Com-
mission annually which service providers have not complied with their obligations under
88 3 und 4 this Act, what enforcement measures have been taken against them and what
sanctions have been imposed on them.

Re Teil 3 (Implementation of Regulation (EU) 2023/1543)

Teil 3 lays down the rules for the implementation of the Regulation.

Re Kapitel 1 (General provisions)

Re § 7 (Applicability of other procedural and jurisdictional provisions)

Pursuant to 8§ 7, the provisions of the Judicial Organisation Act and its Introductory Act,
the Code of Criminal Procedure and the Juvenile Courts Act (JGG) apply accordingly, to
the extent that neither Regulation (EU) 2023/1543 nor this Act provide for special or con-
flicting procedural provisions. The reference is intended to fill gaps, for example with re-
gard to the precise regulation of competence and the organisation of courts. The applica-
bility of special provisions of the JGG shall be ensured in the event that the person af-
fected by the data query should be a young person or adolescent within the meaning of
Article 1 of the JGG. In cases involving a juvenile, this ensures that the provisions on the
involvement of legal guardians and legal representatives (in particular Articles 67 and 67a
JGG) apply.

Re Kapitel 2 (European Production and Preservation Orders)

The first chapter contains the provisions on European Production Orders, in particular on
their issuance, review and transmission.

Re § 8 (Data categories for outgoing orders)

The terms used in Regulation (EU) 2023/1543 for the individual data categories (see Arti-
cle 3(8) et seq. of the Regulation) do not always correspond to the terminology used in
German law. There are also references to data categories in various national laws.
Against this background, 8 8 aims to bring together the terms used in the Regulation, on
the one hand, and in German law, on the other hand, and thus ensure greater application
certainty in the field of outgoing European Production and Preservation Orders. The provi-
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sion is an aid to interpretation; it does not restrict the scope of Regulation (EU) 2023/1543.
On the one hand, not all data categories may be exhaustively described and, on the other
hand, the provision does not make any statement with regard to incoming European Pro-
duction and Preservation Orders. These must be observed and implemented by the ad-
dressees in the Federal Republic of Germany irrespective of the present regulation.

The content data category, which has not been legally defined in German law either, is
completely omitted. The explanations provided in Article 3(12) of Regulation (EU)
2023/1543 adequately cover the possible use cases. Relevant in national law may be vari-
ous grounds for authorisation (e.g. Articles 94, 98; 95, 95a; 99 StPO, in the case of selec-
tive collection also Article 100a StPO).

Re Absatz 1

In Absatz 1, subscriber data within the meaning of Article 3(9) of Regulation (EU)
2023/1543 is treated and linked to the category of inventory data in national law. Accord-
ing to the national definitions in Article 3(6) of the German Telecommunications Act (TKG)
and Article 2(2)(2) of the German Telecommunications and Digital Services (Data Protec-
tion) Act (TDDDG), this is data that is required for the establishment, content organisation,
amendment or termination of a contractual relationship between the telecommunications
service or digital service and the end user. It therefore concerns the contractual frame-
work conditions that exist independently of a communication process. This usually in-
cludes the name, address and registration information (such as e-mail address) of the
user. The term "inventory data" also includes the customer data that the providers named
in Article 172 TKG are obliged to collect, even if this is not necessary for operational rea-
sons. This includes, for example, the date of birth of the end-user, the telephone number
assigned by the provider and, if a terminal device has been provided, its device humber
(IMEI number). All these categories may also be found in Section F(a), of the form set out
in Annex | to Regulation (EU) 2023/1543.

Re Absatz 2

The same purpose as Absatz 1 follows Absatz 2 with regard to data requested solely for
the purpose of identifying the user (Article 3(10) of Regulation (EU) 2023/1543). These
data have an equivalent in the usage data described in Article 2(2)(3)(a) of the TDDDG.
This refers to the personal data of a user of digital services, the processing of which is
necessary to enable and charge for the use of these services. In national law, however,
the concept of ‘usage data’ goes beyond the concept of data requested solely for the pur-
pose of identifying the user, as used by the Regulation, and also includes, in Article 2(2)
(3)(b) and (c) of the TDDDG, data which, according to the terminology of the Regulation,
fall within the concept of traffic data. This is because, unlike national law, Regulation (EU)
2023/1543 does not distinguish between telecommunications services and digital ser-
vices. Against this background, the reference in Absatz 2 of this Act is limited to Article
2(2)(3)(a) of the TDDDG and thus to the data that allows identification. This is usually the
last login IP address including timestamp and port number, which subsequently provide
information about the subscriber by means of a qualified inventory data query (see also
the exemplary list in Section F(b) of the form in Annex | to Regulation (EU) 2023/1543).

Re Absatz 3

Absatz 3 finally, concerns traffic data as defined in Article 3(11) of Regulation (EU)
2023/1543, referring to the national standard definition in the TKG (Article 3(70)). This is
data that is required for the provision or billing of a telecommunications service, i.e. regu-
larly the "classic" connection data and, in the case of mobile connections, also location
data. Included also are the other data covered by the national concept of usage data in
Article 2(2)(3)(b) and (c) of the TDDDG, which go beyond mere identification data (see
above at Absatz 2). This includes information on the digital services used and on their
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use. The data will regularly contain information on the IP addresses used, port numbers
and the data volume.

Re § 9 (Procedures for European Production Orders with respect to subscriber and
identification data)

The provision shall be read in conjunction with § 10. The two provisions concretise Article
4(1) and (2) of Regulation (EU) 2023/1543. It specifies which types of authorities the
Member States may declare competent to issue European Production Orders. In doing so,
the Regulation follows a graded approach, in line with the underlying understanding of the
severity of the measures in question: Accordingly, production orders for content data as
well as traffic data not exclusively used to identify the user are considered to be particu-
larly invasive. The production order is considered to be less invasive if it relates to sub-
scriber data and to traffic data used exclusively to identify the user. Against this back-
ground, Article 4(1) and (2) of Regulation (EU) 2023/1543 specify, on the one hand, the
type of authorities to which the final decision to issue a production order may be assigned
by the Member States of the European Union. In the case of the more invasive measure,
this competence must lie with a judge or a court of law (Article 4(2)(a)), while otherwise a
public prosecutor’s office may also be granted this power (Article 4(1)(a) of the regulation).
On the other hand, the Regulation provides for the possibility of designating authorities
which may issue orders but must have them validated by the primary competent authori-
ties before sending them (Article 4(1) and (2), respectively, point (b)). Only in the emer-
gency situation of Article 4(5) - limited to subscriber and identification data - does the Reg-
ulation provide for an exception to the requirement of prior validation; this must be carried
out within 48 hours.

The Regulation thus provides (in Article 4(1) and (2), point (a) in each case) for a number
of authorities to which the power to order may be delegated. At the same time, however, it
refers to the requirements of national law: This is because orders may only be issued if
they could have been issued in a similar form in a comparable national case under the
same conditions (Article 5(2) sentence 2 of the Regulation for the production order).

8 9 of the Act, against this background, regulates the material and territorial competence
of the respective issuing authorities as well as the validation procedure concerning sub-
scriber data and identification data.

Re Absatz 1

Absatz 1 provides that the primary competence of courts and public prosecutor’s offices to
issue European Production Orders to obtain subscriber data or data requested for the sole
purpose of identifying the user pursuant to Article 4(1), point (a), of Regulation (EU)
2023/1543 (and for the transmission of the associated certificate) shall be governed by the
eighth section of Book 1 of the Code of Criminal Procedure. It contains the legal bases for
data collection.

The following applies: The provisions on inventory data information in Article 100j(1) sen-
tence 1, (2) and (5) of the Code of Criminal Procedure do not contain any limiting rules on
competence, which is why, in addition to the courts, the public prosecutor's offices are
also responsible for requests for information on inventory data.

For the collection of data exclusively for the purpose of identifying the user, Article 100k(3)
StPO establishes the competence of the public prosecutor's office if the content of the use
of the digital service is already known. However, if identification data is to be collected
from digital services without the requirements of Article 100k(3) StPO being met or if iden-
tification data is to be collected from telecommunications services, the courts are respon-
sible without exception (Article 100k(1) and (2), Article 100g(1) and (2) StPO). In these sit-
uations, the procedure is based on the regulations of § 10 that apply to traffic data, to
which Absatz 5 explicitly refers (see below for more details).



-44 - Bearbeitungsstand: 25.09.2025 13:05

Since the Regulation, in its Article 9(1), distinguishes between the European Production
Order and the associated European Production Order Certificate (EPOC, see above) and
the corresponding responsibilities in the validation process are different (see Absatz 3),
this Act takes both reference points into account.

Re Absatz 2

Absatz 2 is based on Article 4(1)(b) of Regulation (EU) 2023/1543. This authorises the
Member States to designate further competent authorities which may issue European Pro-
duction Orders for subscriber data and data requested solely for the purpose of identifying
the user, but which must have them validated by a judge, a court, an investigating magis-
trate or a public prosecutor (see above). Absatz 2 gives the authorities listed therein sec-
ondary powers to the extent that they are authorised under national law to take action in
criminal prosecution. This addition ensures that the designated authorities are not granted
more extensive powers in implementing the Regulation than would be the case in a purely
national situation. Therefore, no new powers are created for the respective bodies. The
limitation to ‘law enforcement’ also makes it clear that further national data collection pow-
ers — such as for security purposes — are not covered by the regulations.

The investigators of the public prosecutor’s office Nummer 1 are listed in, who, in national
cases, may also request information on the available data pursuant to the first sentence of
Article 100j(1) StPO. In addition to police officers, this includes in particular the officials of
the tax authorities and the customs administration in cases in which they act as investiga-
tors of the public prosecutor's office as required by law (e.g. Article 404 of the Tax Code
(AO), Article 14 of the Act on combating undeclared work and illegal employment
(SchwarzArbG), Article 21 of the Foreign Trade Act).

The Nummern 2 und 3 also empower the tax authorities and customs authorities in the sit-
uations in which they are not acting as investigators for the public prosecutor’s office, but
substitute for the former as per legal regulation. This relates to the independent investiga-
tive powers of the tax authorities in accordance with Articles 399 (1) and 386 (2) of the
German Tax Code (AO) (for example in the case of exclusively tax offences) and in accor-
dance with the cases listed in Articles 14a and 14b of the Act on combating undeclared
work. The designation of these authorities as issuing authorities with merely secondary
competence, whose orders require validation by the public prosecutor's office, results from
the wording of the Regulation (which refers to "public prosecutor's office" in Article 4(1)(a))
and the case law of the European Court of Justice on the European Investigation Order
(judgement of 2 March 2023, Case C-16/22) on the comparable question of interpretation.

Re Absatz 3

Absatz 3 regulates the validation procedures for the cases referred to in Article 4(1)(b) of
Regulation (EU) 2023/1543. The Regulation does not regulate the procedure; this Act
contains the necessary provisions. Where an issuing authority may act in accordance with
paragraph 2, it shall transmit its order in accordance with Absatz 3 Satz 1 to the public
prosecutor’s office. This shall be done in electronic form using the transmission channel
required in Article 19(1) of the Regulation via the decentralised IT system to which all bod-
ies involved in the issuing and validation process must be connected. The public prosecu-
tor’'s office verifies the legality of the order in the light of the conditions set out in Regula-
tion (EU) 2023/1543 (see below § 14 Absatz 1 about this law). In the case of validation,
the public prosecutor’s office transmits the order in the form of a certificate (EPOC) to the
addressee. This is also done using the decentralised IT system and the reference imple-
mentation software provided by the Commission (Article 22 of the Regulation), which pro-
vide the necessary processes and information to forward the order. The decision of the
public prosecutor’s office on the validation and, where appropriate, the transmission of the
EPOC to the addressee shall be recorded in the file.
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Re Absatz 4

Absatz 4 regulates the territorial competence for validation (the material competence re-
sults from paragraph 3). According to sentence 1, the public prosecutor's office conducting
the investigation is generally responsible for this, in accordance with its position as the
owner of the investigation proceedings; this may also be the Federal Attorney General.
This ensures continuity in terms of content.

To the extent that the secondary competent issuing authority conducts the investigation it-
self under national law, the public prosecutor’s office in whose territory the issuing author-
ity has its seat is competent.

States may make arrangements that deviate from territorial competence, for example for
reasons of specialisation.

Re Absatz 5

Absatz 5 lays down a procedure that deviates from Absatze 3 und 4 and refers to the pro-
cesses provided for in Article 10 (2) and (3). This provision is necessary because national
law sets different requirements for the collection of identification data. In the case of digital
services, a simplified collection of identification data by the public prosecutor’s office is
possible under the conditions laid down in Article 100k(3) StPO. If these conditions
(knowledge of the content of the use) are not met or if data is to be collected from a
telecommunications service, only a jurisdiction under Article 100k(1) and (2) StPO or Arti-
cle 100g StPO remains (see Article 8 above). The procedure in these cases therefore cor-
responds to that of the production order for traffic data, which is why reference is made to
the processes provided for in Article 10 (2) and (3).

Re § 10 (Procedure for European Production Orders concerning traffic and content
data)

Re Absatz 1

Absatz 1 refers to production orders for traffic data with the exception of data requested
solely for the purpose of identifying the user and content data. The provision implements
Article 4(2)(a), of Regulation (EU) 2023/1543, according to which (only) a judge, a court or
an investigating judge with competence in the case in question may be granted the power
to issue an order.

In national law, according to Section 8 of Book 1 StPO, the courts are competent for the
collection of traffic and content data, since the enabling bases to be used in this respect
each provide for a judicial reservation and urgent orders are excluded on the basis of the
system of the Regulation in these cases (cf. Article 4(5) of the Regulation, which makes it
clear that no subsequent validation is permitted for traffic and content data).

Re Absatz 2

Absatz 2 contains more detailed provisions on the material and territorial competence of
the courts. In order to embed the requirements of the Regulation in the national system of
criminal prosecution, it is laid down that the court’s production order in the course of the
investigation must be preceded by a request from the authority responsible for the investi-
gation under national law (the public prosecutor’s office, the tax authority or customs au-
thority). With Satz 2, Article 162, paragraph (1) sentence 1 and paragraph (3) and Article
169 StPO are declared applicable accordingly. Article 162(1) sentence 1 concerns the ap-
pointment of the investigating judge in preliminary proceedings. The reference to Article
162(3) StPO ensures that, after the public action has been brought, the court hearing the
case has competence to issue the production order. Article 169 StPO may be applied ac-
cordingly in order to include the investigating judges of the Higher Regional Court and the
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Federal Court of Justice in the scope of application. The reference to the provisions of the
Tax Code and the Act to Combat Undeclared Work and lllegal Employment is intended to
cover situations in which the right of application is assigned to bodies other than the public
prosecutor's office. These are the cases in which the customs and financial authorities
carry out the investigations independently and therefore submit applications to the compe-
tent courts.

These regulations also apply to the collection of identification data via § 9 Absatz 5, to the
extent that this is the responsibility of a judge under national law.

Re Absatz 3

Absatz 3 regulates the issuance procedure. The competent court shall examine, on the
basis of the conditions laid down in Regulation (EU) 2023/1543, whether the European
Production Order may be issued. If this is the case, the court shall issue the order and
transmit the corresponding certificate (EPOC) to the addressee using the decentralised IT
system (Article 19(1) of the Regulation) and the reference implementation software (Arti-
cle 22 of the Regulation) made available by the Commission, which shall provide the nec-
essary procedures and information for forwarding the order (see above). If the issuance of
the production order is preceded by an application by the public prosecutor's office con-
ducting the proceedings (or one of the other authorities nhamed in Absatz 2 Satz 1 ), the
requesting authority has the right of appeal pursuant to Articles 304 and 306 StPO if the
application is rejected - similar to the national powers. The last sentence of the paragraph
concerns the documentation obligation in the file for both issuance and rejection cases.

These regulations also apply to the collection of identification data via 8 9 Absatz 5, to the
extent that this is the responsibility of a judge under national law.

Re § 11 (Competent executing authority)

The rule specifies who acts as executing authority, according to Article 3, point (17), of
Regulation (EU) 2023/1543. The executing authority has two main tasks:

On the one hand, it receives the notifications referred to in Article 8 of Regulation (EU)
2023/1543, which applies when querying content and traffic data (with the exception of
those intended exclusively for identification purposes). In principle, the corresponding pro-
duction orders must not only be addressed to the designated establishment or the repre-
sentative of the service provider, but also to the enforcement authority (Article 8(1) of the
Regulation), which must verify the existence of a ground for refusal by the information pro-
vided by the issuing authority (Article 12(1), Article 8(3) of the Regulation). A requirement
for the executing authority to document the outcome of the audit should be laid down in
the RiVASL.

The obligation to inform does not only apply where there are reasonable grounds to be-
lieve that the place of commission of the offence is in the issuing State and that the per-
son whose data is requested is established in the issuing State (Article 8(2) of the Regula-
tion). In recitals 52 and 32, the Regulation describes the cases in which this is to be as-
sumed. Accordingly, the existing national rules on competence in criminal proceedings are
not affected. Article 7 StPO and Article 9 StGB must therefore also be applied.

On the other hand, the executing authority is competent for the enforcement procedure
provided for in Article 16 of the Regulation against service providers who do not comply
with a preservation or production order. The executing authority must recognise and exe-
cute the order sent to it by the issuing authority without further formalities (Article 16(1),
(2) and (3)). In doing so, it shall formally request the addressee of the service provider to
comply with its obligation and give it the opportunity to comment (Article 16(3)). The ad-
dressee may then rely on the grounds for refusal referred to in paragraphs 4 and 5. If the
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authority ultimately establishes enforceability and the addressee has failed to comply, a fi-
nancial penalty shall be imposed in accordance with Article 15 of the Regulation.

Re Absatz 1

Absatz 1 designates the public prosecutor’'s office as the executing authority. Territorial
competence lies with the regional court in whose territory the addressee of the order — i.e.
the designated establishment or the representative of the service provider — is located.
The States may make different arrangements for territorial competence, in particular to al-
low for a concentration of competence in the sense of specialisation. This could be partic-
ularly useful in connection with the receipt of notifications, since the corresponding infra-
structure and expertise must be available for processing within the shortest possible time.

Re Absatz 2

Given the volatility of digital evidence, the processes under Regulation (EU) 2023/1543 all
concern efficiency and speed. In some cases, it may be problematic that the issuing or re-
guesting authorities of a Member State of the European Union have ambiguities regarding
the competences in the receiving Member State. If a domestic authority that is not compe-
tent receives a production or preservation order or a request (for example pursuant to Arti-
cle 12(5), first sentence, of Regulation (EU) 2023/1543), it shall immediately forward it to
the competent authority and inform the issuing authority about the competent authority.

Re § 12 (Statistics obligations)
Re Absatz 1

Article 28(2) of Regulation (EU) 2023/1543 requires Member States to collect, maintain
and report comprehensive statistical data to the European Commission by 31 March each
year. In order for the Federal Republic to comply with this, the State judicial authorities
and the Federal Attorney General must be obliged to collect the data from the competent
authorities and to transmit these same to the Federal Office of Justice by 28 February of
the year following the reporting year.

It follows from Article 28(3) of the Regulation that the data may be collected automatically,
since the reference implementation software is programmed for this purpose. A separate
collection of data by the competent authorities is hecessary only to the extent that the in-
formation does not arise in the immediate temporal context of the data transfers (legal
remedies, absence of ex-post validation and reimbursement of costs, Article 28(2)(h) to

@))-
Re Absatz 2

Absatz 2 stipulates that the Federal Office of Justice shall prepare an overview of Absatz
1 the data obtained and send it to the European Commission no later than 31 March of
the year following the reporting year.

Re Kapitel 3 (Legal protection)
The second chapter regulates legal protection. The term is broadly understood and in-

cludes elements of the review process referred to in Article 17 of Regulation (EU)
2023/1543.
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Re Abschnitt 1 (Legal remedies against outgoing orders)
Re Section § 13 (Applicable provisions)

This provision serves to implement Article 18 of Regulation (EU) 2023/1543. Under this
provision, persons whose data have been requested by means of a European Production
Order have the right to seek effective remedies against that order. § 13 regulates the de-
tails of this same.

Re Absatz 1

Absatz 1 Satz 1 for legal remedies against European Production Orders requesting sub-
scriber data, refer to the rules StPO applicable in similar national cases. In addition, Satz
2it provides that the same remedies apply to the data requested by the public prosecutor’s
office solely for the purpose of identifying the user. In practice, this concerns the situation
in which such identification data are collected for digital services. The relevant provision is
Article 100k(3) StPO, which allows the public prosecutor’s office to retrieve identification
data if it is already aware of the usage content of the digital service. In the cases referred
to in the first and second sentences, the general remedies provided for in Article 98(2),
second sentence StPO (in the case of a public prosecutor’s order or validation) or Articles
304(1), 306 and 310(2) StPO (in the case of a court order) shall apply.

If a judicial decision is issued following an appeal based on Article 98(2), second sen-
tence, StPO (against orders or validations issued by the public prosecutor’s office), the
appeal pursuant to Article 304 StPO is also opened. On the other hand, the decision
based on the legal remedy under Article 304 StPO (against court orders) cannot be chal-
lenged with the further appeal under Article 310 StPO. This provision is exceptional in na-
ture and applies only to the serious measures referred to therein. The orders in question
here fall well short of this in terms of their invasiveness, so that a corresponding applica-
tion is not appropriate.

The provisions referred to in 8 13 Absatz 1 apply in the absence of specific regulations:
Neither Article 100j StPO nor Article 100k (3)StPO contains an expressly regulated legal
remedy under national law. The statements in Articles 100j(4) and 10l1a(7) StPO are in
each case limited to notification obligations without any legal remedies.

Re Absatz 2

Absatz 2 Satz 1 on the other hand refers to the more specific provisions on traffic data in
national law within the meaning of the Regulation. As follows from § 8 Absatz 3 of this Act,
these include traffic data in accordance with the relevant provisions of the TKG and usage
data in accordance with those of the TDDDG. Satz 2 also stipulates that the same legal
remedies apply to the data requested by court order solely for the purpose of identifying
the user. This concerns, for example, the situation in which identification data is collected
for number-independent interpersonal telecommunication services. In national law, this
measure - unlike the collection of data from digital services, see above on paragraph 1
sentence 2 - is subject to the judge's discretion, Articles 100g(1), 101la(1l) sentence 1,
100e(1) sentence 1 StPO.

In these cases of data collection pursuant to Article 100g(1), in relation to the collection of
stored (retrograde) location data also in conjunction with (2), or Article 100k(1) and (2)
StPO, the time limited legal remedies pursuant to Article 101a(6) sentence 2 in conjunc-
tion with Article 101(79 sentence 2 StPO are applicable. The relevant time limit starts to
run from the notification of the person concerned, which, in accordance with Article 13(1)
of the Regulation, should be made exclusively by the issuing authority. In the case of a
previous other acquisition of knowledge by the person concerned, the period begins on
this date. Pursuant to Article 101(7) sentence 3, an immediate appeal against the court
decision is admissible for both traffic and usage data.
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Re Absatz 3

Absatz 3 regulates the legal remedies against European Production Orders collecting con-
tent data. In order to take into account all possible powers under national law, the refer-
ence includes the provisions of Article 95(5) sentences 1 and 2 StPO (with regard to the
judicial order of seizure pursuant to Articles 95, 95a StPO), Article 101(7) sentences 2 and
3 StPO (with regard to judicial seizure pursuant to Article 99 StPO and the court-ordered
(occasional) data collection pursuant to Article 100a StPO) and Articles 304(1), 306,
310(2) StPO (with regard to the judicial order of seizure pursuant to Articles 94, 98 StPO).

Pursuant to Article 95a(5) sentence 2 and Article 101(7) sentence 3, an immediate appeal
pursuant to Article 311 StPO is admissible against the court decisions provided for
therein; however, there is no further appeal against the decision pursuant to Article 304
StPO (see Absatz 1). While the legal remedies under Articles 95a and 101(7) are subject
to a time limit - again linked to the notification of the person concerned - there is no such
time limit for the appeal option under Article 304 StPO.

Re Absatz 4

Absatz 4 lays down that the legal remedies provided for in Abséatzen 1 bis 3 are only avail-
able to the persons whose data have been requested. This clarification rules out the pos-
sibility of service providers using the legal remedies provided for in 8§ 13 to take action
against the orders binding them. This is in line with the logic of Article 18(1) of Regulation
(EU) 2023/1543.

Re § 14 (Court decision)

The provision regulates the standard of judicial review and the content and legal conse-
guences of the decision on the appeal against production orders.

Re Absatz 1

Absatz 1 defines the scope of the judicial review and refers to the requirements set out in
Articles 4 and 5 of Regulation (EU) 2023/1543 : While Article 4 of the Regulation governs
which authorities are competent to issue the orders (see above on the 88 9, 10 of this
Act), Article 5 contains the substantive conditions for adoption. Accordingly, the production
order must be necessary and proportionate and, moreover, may only be issued if a similar
order could have been issued in a comparable national case under the same conditions
(Article 5(2) of the Regulation). In conclusion, the Court of First Instance must therefore
examine the matter on the basis of a double standard: On the one hand on the basis of
Regulation (EU) 2023/1543, on the other hand on the basis of national law. With regard to
the individual conditions, the Regulation differentiates based on the type of data re-
guested: In the case of subscriber data or data requested solely for the purpose of identi-
fying the user, the production order may be issued for all criminal offences (Article 5(3)). In
the other cases (other traffic and content data), one of the catalogue offences referred to
in Article 5(4)(b) of the Regulation must be based or the offence must be punishable in the
issuing State by a maximum term of imprisonment of at least three years (Article 5(4)(a)).
In both cases, the orders may also serve to enforce custodial sentences of at least four
months’ imprisonment or detention measures handed down in criminal proceedings (pro-
vided that they were not handed down in absentia in the event that the convicted person
has evaded justice). Article 5 of the Regulation also specifies the information to be con-
tained in the production orders (paragraph 5) and provides that, in principle, it should be
addressed to the service provider acting as a controller within the meaning of Regulation
(EVU) 2016/679 (paragraph 6). Articles 5(8) and 9 of Regulation (EU) 2023/1543 contain
special requirements for cases in which the data are stored or otherwise processed as
part of an infrastructure that service providers make available to public authorities or per-
sons subject to professional secrecy (see Ill.1 above for more details).
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Re Absatz 2

Absatz 2 regulates the legal consequences in cases where the requirements for an order
are not met. The court must establish the illegality and annul the European Production Or-
der. With regard to data already obtained and findings derived therefrom, in individual
cases, in accordance with the general principles of criminal procedure and data protection
law, taking into account the weight of the procedural violation and the weight of the crimi-
nal offence pursued, it must be examined whether the unlawfulness of the European Pro-
duction Order results in the requirement of data deletion or a ban on use or enforcement
under criminal procedure (see, inter alia, BVerfGE 130, 1; BGHSt 58, 32, 36 et seq.).

Re Abschnitt 2 (Procedures in the event of conflicting obligations)
Re § 15 (Court proceedings)

The provision sets out competence and procedures in case of a request from the issuing
authority pursuant to Article 17(3), second sentence, of Regulation (EU) 2023/1543. The
provision applies if a service provider refuses to disclose data with reference to conflicting
legal provisions of a third country. If the issuing authority wishes to maintain its investiga-
tive measure despite the objection, it must apply for a judicial decision (Article 17(3)). The
court examines the facts and determines whether the order should be maintained. If the
court concludes that there is no conflict of laws, the order remains in force (Article 17(5)).
However, the court may maintain the order even in spite of the conflicting law of a third
State where it is clear from a weighing-up exercise that the specific interest in the investi-
gation of the criminal offence must be given priority (Article 6 of the Regulation, which lists
a number of factors which must be taken into account as a matter of priority in the balanc-
ing exercise).

Re Absatz 1

Pursuant to Absatz 1, legal recourse to the ordinary courts is opened for the application
for a decision on the conflict of law.

Re Absatz 2

The paragraph determines the material and territorial competence: The Oberlandesgericht
(Higher Regional Court), in whose territory the issuing authority has its seat, Absatz 1 de-
cides on the application. The competence of the Higher Regional Courts is appropriate in
view of the political scope of the decision to be taken (potential prioritisation of the Ger-
man law enforcement interest over the interests of the third country). By way of derogation
from the competence of the Higher Regional Court pursuant to sentence 1, the Federal
Court of Justice shall have competence in cases in which the Federal Attorney General or
the investigating judge of the Federal Court of Justice has issued the order.

Re Absatz 3

In accordance with Article 17(3), first sentence, of Regulation (EU) 2023/1543, the issuing
authority Absatz 3 is to enclose with the application the outcome of its review of the rea-
soned objection and any comments made by the executing State.

Re Absatz 4

In accordance with the third sentence of Article 17(2) of Regulation (EU) 2023/1543, the
reasoned objection must be raised no later than 10 days after the receipt of the production
order by the addressee. § 15 Absatz 4 refers to Articles 42 and 43(2) StPO for the calcula-
tion of this time limit. The provision thus also implements Article 17(9) of the Regulation,
which provides that the time limits for the conflict-of-law proceedings are to be calculated
in accordance with the national law of the issuing authority.
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Re § 16 (Court decision)

Article 17 of Regulation (EU) 2023/1543 provides for three possible decisions of the Gen-
eral Court: If it comes to the conclusion that there is no conflict of laws, it upholds the pro-
duction order (Article 17 paragraph 5). If, on the other hand, the court assumes that there
is a conflict, it may - after weighing up the relevant circumstances - either uphold or re-
voke the production order (Article 17(8)). 8 16 of this Act stipulates that the respective de-
cision shall be made by means of an unappealable ruling.

Re Abschnitt 3 (Legal remedies against decisions in enforcement proceedings)
Re § 17 (Applicability of the Administrative Offences Act)

8 17 provides for the applicability of the Administrative Offences Act (OWIiG) to legal
remedies against decisions in enforcement proceedings pursuant to Article 16(10) of Reg-
ulation (EU) 2023/1543. The provisions in the fifth section of the OWIG are relevant for the
appeal against the notification of fine, the subsequent court proceedings and the legal
remedies.

Re Teil 4 (Provisions concerning fines and limitation of a fundamental right)
Re § 18 (Provisions concerning fines)

The provision is intended to transpose Article 5 of Directive (EU) 2023/1544 and to imple-
ment Article 15(1) in conjunction with Article 16(10) of Regulation (EU) 2023/1543. It regu-
lates offences subject to fines and the associated fine amounts. In addition, the provisions
of the OWIG (Article 2 OWIG) apply and both intentional and negligent offences are sanc-
tioned, as it follows from Recital 70 of the Regulation and Recital 19 of the Directive that
all forms of offence must be taken into account and the circumstances of the offence must
be taken into account.

Re Absatz 1

Absatz 1 contains the defence of an violation of the obligations arising from 88 3, 4 of this
Act.

Re Nummer 1

Absatz 1 Nummer 1 concerns the 8 3 Absatz 1 und 2 stipulated obligation for service
providers to designate establishments. As the aforementioned paragraphs of § 3 also re-
fer to its Absatze 4 und 5, this includes cases in which the establishments are not desig-
nated punctually or are not adequately equipped with powers and resources.

Re Nummer 2

8 18 Absatz 1 Nummer 2 concerns the obligation of service providers to appoint responsi-
ble representatives as laid down in 8§ 3 Absatz 3. Since the aforementioned paragraph of
the 8 3 also refers to its Abséatze 4 und 5, it includes the cases in which the representative
is not appointed in a timely manner or is not adequately provided with powers and re-
sources.

Re Nummer 3

Absatz 1 Nummer 3 refers to the standardised obligation of service providers laid down in
§ 4 Absatz 1 und 2 to communicate contact details of the addressees to the competent
central authority and to update them if necessary. Due to the explicit reference to § 4 Ab-
satz 3 bis 5, which may be found in both § 4 Absatz 1 and Absatz 2, the other obligations
mentioned there are also included: According to this, service providers must provide infor-



-52 - Bearbeitungsstand: 25.09.2025 13:05

mation on the language regime and, in the case of multiple designations, on the geo-
graphical scope of application and make the corresponding notifications immediately to
the addressee institution in 8 3 Absatz 5 immediately after the expiry of the deadlines or
immediately after changes occur.

Re Absatz 2

Absatz 2 contains the defence of the violation of Articles 10, 11 and 13(4) of Regulation
(EU) 2023/1543. The obligations enshrined in Articles 10 and 11 primarily concern the ad-
dressee within the meaning of 8 3 of this Act (see also Article 7 of the Regulation). In addi-
tion to the natural persons acting on behalf of the addressee, the liability of legal persons
is also covered by the applicability of Articles 30 and 130 of the OWiG. On the other hand,
according to the very wording of Article 13(4) of the Regulation, both the addressee and
the service provider are subject to the obligation under Article 13(4) of the Regulation.

Re Nummer 1

Absatz 2 Nummer 1 refers to the obligation of the addressee in accordance with Article
10(2) or (2) sentence 2 of Regulation (EU) 2023/1543 to act upon receipt of an EPOC.

According to Article 10(1) of Regulation (EU) 2023/1543, the addressee must secure all
data covered by the request without delay immediately after receipt of the production or-
der and in such a way that subsequent production is possible

The second sentence of Article 10(2) of Regulation (EU) 2023/1543 provides for a special
case concerning the first sentence of Article 10(2) (see Nummer 2). In cases where the
executing authority confirms within the ten-day period referred to in the first sentence that
it will not invoke a ground for refusal, the addressee must make the transfer of data as
soon as possible and at the latest after expiry of the ten-day period referred to in the first
sentence of paragraph 1.

Re Nummer 2

Absatz 2 Nummer 2 shall penalise the violation of the addressee's obligation pursuant to
Article 10(2), first sentence, of Regulation (EU) 2023/1543. This concerns the situation in
which the issuing authority must inform the executing authority of the production order in
accordance with Article 8 of Regulation (EU) 2023/1543. In that case, a period of 10 days
shall begin to run within which the executing authority may invoke any grounds for refusal.
If it does not do so, the addressee must ensure that the data are transmitted immediately
after the expiry of the deadline.

In accordance with Article 8(1) and (2) of Regulation (EU) 2023/1543, the issuing authority
must inform the executing authority if it requests content data or traffic data that are not
used exclusively for identification; an exception applies in cases where both the person af-
fected by the data request and the place of access are located in Germany.

Re Nummer 3

Absatz 2 Nummer 3 refers to the obligation of the addressee under Article 10(3) of Regu-
lation (EU) 2023/1543. Accordingly, if no notification procedure is to be carried out, the
data must be transmitted within ten days of receipt of an EPOC at the latest.

In general, no notification pursuant to Article 8 of Regulation (EU) 2023/1543 is provided
for requests for subscriber data and traffic data that are used solely to identify the user.
For content and other traffic data, see above.
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Re Nummer 4

Absatz 2 Nummer 4 penalises the violation of the first sentence of Article 10(4) of Regula-
tion (EU) 2023/1543. This contains the obligation of the addressee to transmit the re-
guested data in emergencies without delay, but at the latest within eight hours of receipt of
the EPOC.

The term ‘emergency’ is defined in Article 3, point (18), of Regulation (EU) 2023/1543 and
describes a situation where there is an imminent danger to the life, physical integrity or
safety of a person, or where the disruption or destruction of critical infrastructure may
cause such a danger.

Re Nummer 5

Absatz 2 Nummer 5 penalises violations of the addressee's obligation to immediately in-
form the issuing authority and, in some cases, the executing authority that it is unable to
comply with the production or preservation order for various reasons.

Pursuant to Article 10(6), first subparagraph, first sentence, of Regulation (EU)
2023/1543, that obligation applies where the addressee cannot comply with its obligation
to produce information because the EPOC is incomplete, manifestly incorrect or does not
contain sufficient information. The first sentence of Article 10(7) of Regulation (EU)
2023/1543 requires the addressee to inform the issuing authority if, as a result of circum-
stances beyond its control, it is factually impossible for the addressee to release the re-
guested data. In cases where the release of the data covered by the EPOC is not possible
for other reasons, the first sentence of Article 10(8) lays down the obligation for the ad-
dressee to inform the issuing authority thereof without delay.

In addition, all three provisions oblige the addressee, in cases where the executing au-
thority must also be informed of the production order in accordance with Article 8 of Regu-
lation (EU) 2023/1543, to inform the issuing authority as well as the executing authority of
the above-mentioned grounds.

The first subparagraph of Article 11(5), the first sentence of paragraph 6 and the first sen-
tence of paragraph 7 of Regulation (EU) 2023/1543 contain parallel obligations for the
precautionary order of the addressee to inform the issuing authority without delay of incor-
rect or missing information in the EPOC-PR or of any other reasons that make it impossi-
ble to back up the designated data.

The aim of the regulations is to ensure that obstacles in the processing and implementa-
tion of the orders may be quickly identified and remedied.

Re Nummer 6

Absatz 2 Nummer 6 supports the violation of the addressee’s obligation under the second
sentence of the first subparagraph of Article 10(6) of Regulation (EU) 2023/1543 to inform
the issuing authority, at the same time as informing it of an incorrect or incomplete EPOC,
whether it was possible to identify and secure the requested data.

Re Nummer 7

The reinforcement in Absatz 2 Nummer 7 is based on the addressee's obligation under
the second sentence of the second subparagraph of Article 10(6) of Regulation (EU)
2023/1543 to ensure, in the event of notification of an incomplete or unclear EPOC, that
they may also obtain any clarification or correction of the EPOC from the issuing authority.
The regulation is intended to ensure an undisturbed and rapid flow of information. A paral-
lel obligation is laid down in Article 11(5), second subparagraph, of Regulation (EU)
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2023/1543 for receiving a clarification or correction of an incomplete or incorrect EPOC-
PR.

Re Nummer 8

Absatz 2 Nummer 8 concerns the obligation of the addressee to preserve the requested
data for the periods specified therein without undue delay upon receipt of an EPOC-PR
pursuant to Article 11(1) of Regulation (EU) 2023/1543. In accordance with the second
sentence of Article 11(1), the preservation period is in principle 60 days from receipt of the
EPOC-PR (unless the issuing authority confirms during that period that a request for pro-
duction has been made, see also point 10 below).

Re Nummer 9

Absatz 2 Nummer 9 concerns the duty of the addressee to store the secured data after
the end of the 60-day period for a further specified interval. The prerequisite for this is that
the issuing authority has requested this during the 60-day period in accordance with Arti-
cle 11(1), third sentence, using the form in Annex VI and that the storage is necessary to
enable a production order to be issued. The storage period is then a further 30 days.

Re Nummer 10

Absatz 2 Nummer 10 in addition, concerns the obligation of the addressee under Article
11(2) of Regulation (EU) 2023/1543, which temporally follows that of Article 11(1). It con-
cerns situations in which data were secured on the basis of an EPOC-PR and the issuing
authority confirms to have submitted a request for production during the time limits re-
ferred to in Article 11(1) of the Regulation. This may be a European Production Order, a
European Investigation Order or any other request for mutual legal assistance. In this situ-
ation, the addressee is obliged under Article 11(2) of Regulation (EU) 2023/1543 to main-
tain the preservation of the requested data for as long as it is necessary to issue them af-
ter receiving the request (or until the addressee has been informed that the preservation is
no longer necessary, Article 11(3) of the Regulation). As a result, the protection period
may exceed the total duration of 90 days referred to in Article 11(1) of Regulation (EU)
2023/1543.

Re Nummer 11

Absatz 2 Nummer 11 refers to the obligation of the addressee and the service provider
under Article 13(4) of Regulation (EU) 2023/1543 to take state-of-the-art operational and
technical measures to ensure the confidentiality, secrecy and integrity of the transmitted
certificates (EPOC or EPOC-PR) and the data to be released or secured.

Re Absatz 3

Absatz 3 determines the upper limit of a fine to be imposed, differentiated according to the
nature of the violation. In view of the principle of proportionality, it is weighted according to
whether substantive core obligations of the rulebook (with a high level of injustice) or other
administrative and enforcement obligations (with a lower level of injustice) are violated.

Re Nummer 1

Absatz 3 Nummer 1 provides that all cases of Absatzes 1 and of Absatzes 2 Nummer 1
bis 4 und 7 bis 11 may be punishable by a fine of up to five hundred thousand EUR.

In relation to the cases of the Absatzes 1, first references are made to the violations under
8 3 Absatz 1 bis 3 and § 4 Absatz 1 und 2 of this Act. It is true that these are merely ad-
ministrative obligations relating to the establishment of the addressees and the communi-
cation of their contact details. However, these obligations are of central importance, as
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they are the fundamental prerequisites for the functionality of the regulatory framework es-
tablished by Regulation (EU) 2023/1543 and Directive (EU) 2023/1544. If the addressees
are not available or their contact details are unknown or incorrect, the orders cannot be
transmitted as intended.

The cases of Absatz 2 Nummer 1 bis 4 und 7 bis 11 each concern breaches of the funda-
mental obligations in connection with the execution of European Production Orders or Eu-
ropean Preservation Orders pursuant to Articles 10 and 11 of Regulation (EU) 2023/1543.
This also includes ensuring accessibility for the issuing authority (Absatz 2 Nummer 7), as
functioning communication channels are a central element of Regulation (EU) 2023/1543,
regardless of the specific context. Absatz 2 Nummer 11 sanctions violations of the equally
fundamental obligation to ensure the confidentiality, secrecy and integrity of the EPOC in
accordance with the current state of the art pursuant to Article 13(4) of Regulation (EU)
2023/1543.

For the violation of these fundamental positive obligations, the maximum fine amount is
appropriate. Smooth cooperation between service providers and their addressees is es-
sential in order to combat the serious forms of crime that digital media are enabling on a
previously unknown scale. Therefore, a penalty framework is necessary that has an effec-
tive deterrent effect on service providers.

Re Nummer 2

According to Nummer 2, the cases of Absatzes 2 Nummer 5 und 6 may be sanctioned
with a fine of up to a hundred thousand EUR. The violations referred to here mostly con-
cern the notification obligations of the addressee to the issuing and executing authority in
cases where the preservation or distribution of data encounters obstacles due to different
circumstances beyond the control of the provider. These notifications are intended to en-
able the issuing authority to eliminate any problems that are predominantly within its
sphere of responsibility and, if necessary, to adapt or withdraw the order. Against this
background, the violations on the part of service providers are to be classified as less seri-
ous. This is reflected in the lower maximum amount of one hundred thousand EUR.

Re Absatz 4

The Absatzen 4 bis 6 implement the sanctioning requirements of Article 15(1) sentence 3
of Regulation (EU) 2023/1543. The turnover-based sanction contained therein is limited to
the fulfilment of obligations under Articles 10, 11 and 13(4) of the Regulation, as only
these are expressly mentioned as the relevant norms in Article 15(1) sentence 1 of the
Regulation. By contrast, the second sentence of Article 5 of Directive (EU) 2023/1544
contains only the usual general sanction clause (‘sanctions must be effective, proportion-
ate and dissuasive’) and therefore does not require a turnover-based pecuniary fine. This
deliberate decision by the Union legislator is illustrated here. The wording in Absatz 4 is
based on existing national regulations for the implementation of sanction obligations under
Union law.

According to Absatz 4, a service provider with a total turnover of more than EUR 25 mil-
lion may be fined up to 2 per cent of this total turnover (and therefore more than five hun-
dred thousand euro) - in deviation from Absatz 3 Nummer 1 letter b - for a breach of an
obligation pursuant to Absatz 2 Nummer 1 bis 4 und 7 bis 11. This regulation ensures that
even financially strong companies are threatened with a severe fine for violating core obli-
gations.

Re Absatz 5

Absatz 5 concerns the less serious violations according to Absatz 2 Nummer 5 und 6. By
way of derogation from paragraph 3(2), a service provider with a total turnover of more
than EUR 5 million may be liable to a fine of up to 2 per cent of the total turnover (and
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consequently more than EUR 100 000). The underlying rationale is the same as for Ab-
satz 4 (deterrent effect). The less serious offences committed by service providers with a
total turnover of more than EUR 25 million are also covered by Absatz 5, as these compa-
nies automatically have a turnover of more than EUR 5 million.

Re Absatz 6

Absatz 6 lays down the modalities for determining the total turnover. It shall be based on
the turnover of the financial year preceding the administrative decision. This should in-
clude the annual turnover of the service provider worldwide. The executing authority may
estimate the total turnover

Re Absatz 7

Absatz 7 stipulates that Article 17(2) of the Administrative Offences Act does not apply to
violations under Absatz 2. This excludes the possibility that the maximum amount of the
fine for negligent acts will already be reduced by law to half of the maximum amount uni-
formly threatened for intent and negligence. Regulation (EU) 2023/1543 states in recital
70 that all circumstances of the violation must be taken into account, including whether
the violation was committed intentionally or negligently. Accordingly, the Regulation re-
guires that negligent violations should also be penalised. However, the sanction provision
of Article 15(1) sentence 3 of the Regulation does not distinguish between intentional and
negligent violations and therefore also applies to the latter. The regulation therefore does
not provide for a regular reduction of the maximum fine for negligent violations, as pro-
vided for in Section 17(2) of the OWiG. However, the manner in which the offence was
committed must be assessed together with the other circumstances when setting the fine,
which also takes account of Recital 70 of Regulation (EU) 2023/1543.

Re Absatz 8

Absatz 8 determines which authorities are administrative authorities within the meaning of
Article 36(1)(1) OWIG.

Re Nummer 1

Absatz 8 Nummer 1 stipulates that the Federal Office of Justice is the competent adminis-
trative authority for administrative offences under Absatz 1, which Directive (EU)
2023/1543 is linked. In accordance with § 6, this same is also responsible for monitoring
the obligations arising from the 88 3 und 4 provisions of the Directive, which Absatz 1 pro-
vide for sanctions in the event of violation.

Re Nummer 2

Nummer 2 determines that the administrative authority responsible for administrative of-
fences Absatz 2 is § 11 Absatz 1 the executing authority. The latter is responsible for car-
rying out the enforcement procedure in accordance with Article 16 of Regulation (EU)
2023/1543. Therefore, in accordance with Article 16(10) of the Regulation, it must also be
the authority which imposes the penalties provided for.

Re § 19 (Restrictions on a fundamental right)

The provision takes account of the citation requirement pursuant to Article 19(1) sentence
2 of the Basic Law.

Re Artikel 2 (Amendment to the Telecommunications Act)

Articles 10, 11 and 19 et seq. of Regulation (EU) 2023/1543 and the implementing act to
be adopted by the Commission pursuant to Article 25 of Regulation (EU) 2023/1543 con-
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tain numerous provisions on the technical implementation of the production and preser-
vation orders, on the deadlines to be met and on security standards and minimum avail-
ability targets. These are directly applicable and take precedence over the provisions of
the TKG.

However, there is a need for regulation with regard to the prohibition contained in Article
1(4) of Directive (EU) 2023/1544 for Member States to impose obligations on service
providers that go beyond the obligations arising from the Directive. This prohibition re-
lates in particular to the designation of designated establishments or the appointment of
representatives. As is clear from recitals 1 to 3 of the Directive, this is intended to prevent
Member States from imposing their own obligations on service providers to appoint ad-
dressees on their territory, as these are incompatible with each other or could conflict
with Union law and may be subject to different threats of sanctions. This would hinder the
free movement of services in the internal market.

Against this background, the national provisions on the appointment of authorised agents
for receipt or service should be declared inapplicable to the extent that they fall within the
scope of Directive (EU) 2023/1544, i.e. exclusively criminal proceedings. It should be
noted that the material scope of the Directive is not limited to measures under Regulation
(EV) 2023/1543: Rather, according to Article 1(2) of Directive (EU) 2023/1544, it also in-
cludes the collection of electronic evidence on the basis of Directive 2014/41/EU and the
Convention pursuant to Article 34 of the Treaty on European Union on Mutual Assistance
in Criminal Matters. This means that the issuing State must also address requests under
these instruments to the Member States in which the addressees designated under Di-
rective (EU) 2023/1544 are established. However, unlike Regulation (EU) 2023/1543
(see Article 3(8) and recital 19), the aforementioned legal instruments also allow the col-
lection of real-time data, i.e. telecommunications surveillance in the context of criminal
proceedings. In view of the prohibition laid down in Article 1(4) of Directive (EU)
2023/1544 to impose obligations that go beyond the Directive, national law may not, as a
consequence, impose on service providers the set-up of addressees, including in the
area of telecommunications interception for the purpose of law enforcement. Therefore,
the provisions contained in the TKG should be declared inapplicable to the extent that
they require the appointment of authorised agents for the implementation of telecommu-
nications surveillance for the purpose of criminal prosecution within the scope of Directive
(EU) 2023/1544; this applies both with regard to operators of telecommunications sys-
tems with which publicly accessible telecommunications services are provided (Article
170(1)(3)(b) TKG) and with regard to providers of publicly accessible telecommunications
services who use an operator of a telecommunications system for this purpose (Article
170(2)(2)(c) TKG). This is expressly without prejudice to the obligations referred to in Ar-
ticle 170(1)(3)(b) TKG and Article 170(2)(2)(c) TKG for the respective monitoring and
querying powers outside of criminal proceedings (in particular danger prevention and the
central authority function). In this respect, the above rules and obligations remain valid
within the framework laid down in Article 1(2) of the Telecommunications Act.

Re Artikel 3 (Amendment of the Telecommunications and Digital Services Data Pro-
tection Act)

Re Nummer 1

Nummer 1 contains the adjustments to the Table of Contents with regard to the insertion
of paragraphs 13a and 24a in the TDDDG.

Re Nummer 2

Nummer 2 contains the new Article 13a. The provision is necessary to legally enable
providers of publicly accessible telecommunications services and their addressees to
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process personal data so that they may fulfil their obligations under Regulation (EU)
2023/1543 . The addressees are the designated establishments and the legal representa-
tives set up by the service providers concerned by the Regulation in order to fulfil their
obligations under Article 3(1) to (3) of the Act on European Production Orders and Preser-
vation Orders for electronic evidence. Regulation (EU) 2023/1543 regulates the produc-
tion or preservation of electronic evidence by service providers or their addressees in the
context of criminal proceedings on the basis of European Production Orders or European
Preservation Orders issued by competent authorities in a Member State. Those authori-
ties may thus require a service provider that offers services in the Union and has desig-
nated an addressee in another Member State to receive orders to produce or preserve
electronic evidence, irrespective of where the data are located.

While Regulation (EU) 2023/1543 imposes an obligation on addressees to comply with
such a production or preservation order, it does not contain any provision that also em-
powers the addressee or the service provider to process personal data for that purpose.
According to the case-law of the Federal Constitutional Court, when establishing an infor-
mation procedure on the basis of individual powers, the legislator must create proportion-
ate legal bases for both the transmission and the retrieval of the data (double-door; Fed-
eral Constitutional Court, decision of 27 May 2020 — 1 BvR 1873/13, 1 BvR 2618/13 —,
recital 93).

This requires a legal basis in Germany for data processing for the purpose of complying
with this provision (1st door). Regulation (EU) 2023/1543 does not contain any corre-
sponding provision. In addition, there must be a legal basis for the authority to request
data (2nd door). In the case of European Production and Preservation Orders from other
EU Member States addressed to addressees in Germany, this legal basis may be found in
Chapter Il of Regulation (EU) 2023/1543 in conjunction with the national law of the re-
spective other Member State.

Article 3(8), of Regulation (EU) 2023/1543 defines which data are to be considered as
electronic evidence. This data must be processed by a service provider or on its behalf at
the time of receipt of a certificate of a European production order or a certificate of a Euro-
pean preservation order. Obligated under a European Production Order or a European
Preservation Order are service providers, including electronic communications services
within the meaning of Article 2(4) of Directive (EU) 2018/1972 (Article 3(3)(a) of Regula-
tion (EU) 2023/1543). These are generally internet access services provided for a fee, in-
terpersonal communications services (both number-based and number-independent) and
services consisting wholly or mainly of the transmission of signals, such as transmission
services used for machine-to-machine communications and broadcasting. Telecommuni-
cations services provided purely for business purposes, which are not offered commer-
cially, i.e. without being part of an economic consideration such as the provision of
telecommunications within companies or other organisations in the context of employment
or service relationships, are not subject to a release or preservation order and therefore
do not require authorisation for data processing.

Since traffic data are subject to telecommunications secrecy, which is affected here, the
second sentence of Article 13a corresponds to the citation requirement laid down in the
second sentence of Article 19(1) of the Basic Law.

Re Nummer 3

As in Nummer 2, the digital services affected by Regulation (EU) 2023/1543 (or their ad-
dressees) also require a special legal basis for the processing of personal data, without
which a European Production or Preservation order directed at these providers would be
ineffective. In this respect, Regulation (EU) 2023/1543 does not concern all digital ser-
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vices (in the Regulation information society services as defined in Article 1(1)(b) of Direc-
tive (EU) 2015/1535), but only those providers of digital services that enable their users to
communicate with each other or store or otherwise process data, provided that the stor-
age of data is a defining part of the service provided to the user. Accordingly, the neces-
sary authorisation for data processing must also be restricted to these providers. The digi-
tal services affected by European Publication or Preservation Orders include, for example,
online marketplaces that enable consumers and businesses to communicate with each
other and other hosting services, including cloud computing services, as well as platforms
for online games and online gambling. This does not include digital services that do not al-
low their users to communicate with each other, but only provide communication with the
service provider. Digital services that do not allow their users to store or otherwise
process data or where data storage is not a determining, i.e. not an essential part of the
service provided to the user, as in the case of legal, architectural, engineering and ac-
counting services provided online, are also not covered (Recital 27 of Regulation (EU)
2023/1543). The Regulation also concerns other providers (providers of internet domain
name and IP numbering services such as IP address allocation and domain name regis-
tration services, providers of domain name registrar services and providers of data protec-
tion and proxy services related to domain names), which are mentioned in addition to the
specific information society services, but which are nevertheless also digital services. For
these providers, too, the necessary authority to process data is provided for in Article 24a.

Re Artikel 4 (Entry into force)
Re Absatz 1

Artikel 4 provides in Absatz 1 that the date of entry into force of the Act is, in principle, the
day after promulgation.

Re Absatz 2

Absatz 2 provides for an exception for the - related to Regulation (EU) 2023/1543 - 88 7
bis 17, Article 18(2) and (3) point (1)(b) and point (2) as well as paragraphs (4) to (7) and
(8) point (2) and 8 19 in Artikel 1, which enter into force on 18 August 2026. The same ap-
plies to Artikel 3. This ensures that the implementing provisions of the Regulation do not
apply before the Regulation itself has entered into force.
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	Act on European Production and Preservation Orders of Electronic Evidence
	​ General provisions
	Definitions
	For the purposes of this Act, the definitions set out in Article 2 of Directive (EU) 2023/1544 as amended on 12 July 2023 and Article 3 of Regulation (EU) 2023/1543 as amended on 12 July 2023 shall apply. The term ‘addressee’ is used within the meaning of Article 7(1) of Regulation (EU) 2023/1543, as amended on 12 July 2023.


	​ Implementation of Directive (EU) 2023/1544
	Scope of application
	(1) This part applies to orders and decisions for collecting electronic evidence in criminal proceedings on the basis of:
	1. Regulation (EU) 2023/1543, as amended on 12 July 2023,
	2. Directive 2014/41/EU in the version of 13 December 2023,
	3. of the Convention of 29 May 2000 - drawn up by the Council in accordance with Article 34 of the Treaty on European Union - on Mutual Assistance in Criminal Matters between the Member States of the European Union (Federal Law Gazette 2005 II p. 650, 651) and
	4. national law, if the order or decision is addressed to a natural or legal person acting as a representative or designated establishment of a service provider in the territory of the Federal Republic of Germany.

	(2) This part is without prejudice to the powers of the German investigating authorities to contact directly the service providers established in the territory of the Federal Republic of Germany in accordance with European Union law and national law on the collection of electronic evidence in criminal proceedings.

	Designated establishments and representatives (addressees)
	(1) Service providers with one or more establishments in the territory of the Federal Republic of Germany and in other Member States of the European Union that apply the legal instruments referred to in § 2 Absatz 1 must designate at least one of these establishments as the addressee in accordance with Absätze 4 und 5. When designating, a place shall be chosen where the service provider offers their services. If establishments exist exclusively in Member States within the meaning of Satz 1 where the service provider does not offer services, one of these establishments must be designated as the addressee in accordance with Absätze 4 und 5. The addressee is responsible for the reception, compliance and enforcement of decisions and orders falling within the scope of § 2 Absatz 1.
	(2) Service providers with one or more establishments exclusively within the territory of the Federal Republic of Germany shall Absätze 4 und 5 designate as addressees within the meaning of Absatz 1 Satz 4 at least one of these establishments if they offer their services in the territory of the Federal Republic of Germany and, in addition or alternatively, in another Member State of the European Union.
	(3) Service providers who offer their services in the territory of the Federal Republic of Germany but do not have an establishment there or in a Member State of the European Union that applies the legal instruments referred to in § 2 Absatz 1, shall appoint at least one representative as addressee within the meaning of Absätze 4 und 5 in the territory of the Federal Republic of Germany or in a Member State of the European Union that applies the legal instruments referred to in Absatz 1 Satz 4 and in which they offer their services, in accordance with § 2 Absatz 1.
	(4) Service providers who are established or offer services in the territory of the Federal Republic of Germany, shall provide their addressees with the powers and resources necessary to comply with decisions and orders issued by a Member State of the European Union which fall within the scope of application defined in § 2 Absatz 1.
	(5) Service providers offering services in the European Union on 18 February 2026, are obliged to designate or appoint at least one addressee by 18 August 2026 in accordance with Absätzen 1 bis 3. Service providers that start offering services in the European Union after 18 February 2026 shall be required to designate or appoint at least one addressee in accordance with Absätzen 1 bis 3 within six months of the date on which they started offering services in the European Union.
	(6) Adressees of service providers established or offering services in the territory of the Federal Republic of Germany are obliged to co-operate with the competent authorities when receiving decisions and orders pursuant to § 2 Absatz 1 in accordance with the applicable legal provisions.

	Notifications and languages
	(1) Service providers whose addressees have their registered office in the territory of the Federal Republic of Germany shall notify the Federal Office of Justice, in accordance with the Absätze 3 bis 5, of the contact details of these addressees and any changes thereto in text form.
	(2) Service providers that have designated or appointed their addressees in other Member States of the European Union; and
	1. are established on the territory of the Federal Republic of Germany without offering services here, or
	2. offer their services on the territory of the Federal Republic of Germany

	(3) Service providers must indicate the exact geographical scope of application in the notifications when designating or assigning
	1. several addressees in the territory of the Federal Republic of Germany,
	2. one or more addressees in other Member States of the European Union in addition to one or more addressees in the territory of the Federal Republic of Germany,
	3. several addressees only in other Member States of the European Union.

	(4) In the notifications, service providers shall indicate which official language or languages of the European Union may be used in exchanges with the addressee(s). If the addressee is established in Germany, these languages must include the German language.
	(5) Notifications shall be made immediately after the expiry of the relevant time limit from § 3 Absatz 5 or, in the case of changes, immediately after their occurrence.

	Joint responsibility of service provider and addressee
	(1) Both the service provider and the addressee are responsible for any non-compliance with obligations arising from decisions and orders falling within the scope of § 2 Absatz 1. This applies regardless of which of them committed the act or omission that constitutes the violation, and even if there are no suitable internal procedures in the relationship between the service provider and the addressee.
	(2) The joint liability pursuant to Absatz 1 shall not apply if the act or omission giving rise to the violation constitutes a criminal offence in the territory of the Federal Republic of Germany.

	Central authority
	(1) The Federal Office of Justice as a central authority monitors compliance with the obligations of service providers and their addressees arising from the §§ 3 und 4 in the territory of the Federal Republic of Germany. The Federal Office of Justice may collect and further process the data, including personal data, necessary for the performance of the task referred to in sentence 1. In addition, the Federal Office of Justice may request information and evidence from the addressees located on German territory, in particular concerning the equipping of the addressees with powers and resources in accordance with § 3 Absatz 4.
	(2) The Federal Office of Justice shall cooperate and coordinate with the central authorities of other Member States of the European Union and, where necessary, with the European Commission in order to fulfil its responsibility in accordance with Absatz 1. In doing so, the Federal Office of Justice shall assist the central authorities of the other Member States of the European Union by providing all appropriate information and assistance.
	(3) The Federal Office of Justice shall transmit the information received according to § 4 and related updates to the European Judicial Network in criminal matters immediately upon receipt from the service providers so that it may be published on its publicly accessible website. In addition, the Federal Office of Justice publishes the information on its own website.
	(4) The Federal Office of Justice shall inform the Commission annually concerning which service providers have not complied with their obligations referred to in Absatz 1 in accordance with the §§ 3 und 4, which enforcement measures have been taken against them and which penalties have been imposed on them.


	​ Implementation of Regulation (EU) 2023/1543
	​ General provisions
	Applicability of other procedural and jurisdictional provisions
	To the extent that Regulation (EU) 2023/1543 in the version of 12 July 2023 and the following provisions of Part Three of this Act do not contain specific procedural and jurisdictional provisions, the provisions of the Judicial Organisation Act, the Judicial Organisation (Implementation) Act, the Code of Criminal Procedure, the Juvenile Courts Act, the Tax Code and the Act to Combat Undeclared Work and Illegal Employment shall apply.


	​ European production- and preservation orders
	Data categories for outgoing orders
	(1) Subscriber data within the meaning of Article 3(9) of Regulation (EU) 2023/1543 in the version of 12 July 2023 are in particular
	1. Existing data as referred to in Article 3(6) and data as referred to in Article 172 of the Telecommunications Act,
	2. Existing data as referred to in Article 2(2)(2) of the Telecommunications and Digital Services (Data Protection) Act.

	(2) Data requested solely for the purpose of identifying the user within the meaning of Article 3(10) of Regulation (EU) 2023/1543 in the version of 12 July 2023 are in particular usage data in accordance with Article 2(2)(3)(a) of the Telecommunications and Digital Services (Data Protection) Act.
	(3) Traffic data within the meaning of Article 3(11) of Regulation (EU) 2023/1543 in the version of 12 July 2023 are in particular
	1. traffic data pursuant to Article 3 No. 70 of the Telecommunications Act,
	2. usage data in accordance with Article 2(2)(3)(b) and (c) of the Telecommunications and Digital Services (Data Protection) Act.


	Procedure for European Production Orders with respect to subscriber and identification data
	(1) The competence of courts and public prosecutor’s offices to issue European Production Orders for obtaining subscriber data or data requested for the sole purpose of identifying the user pursuant to Article 4(1)(a), of Regulation (EU) 2023/1543, as amended on 12 July 2023, and to transmit the associated certificate, is governed by Section 8 of Book I StPO.
	(2) To the extent that they may act under national law for law enforcement purposes, the following authorities are competent to issue European Production Orders to obtain subscriber data or data requested solely for the purpose of identifying the user in accordance with Article 4(1)(b) of Regulation (EU) 2023/1543 as amended on 12 July 2023:
	1. the investigators of the public prosecutor’s office (Article 152 of the Judicial Organisation Act),
	2. the tax authorities in the cases referred to in Article 399(1) and Article 386(2) of the Tax Regulation,
	3. the authorities of the customs administration in the cases referred to in Articles 14a and 14b of the Act on combating undeclared work and illegal employment;

	(3) In cases of Absatzes 2, the issuing authorities transmit the European Production Order to the public prosecutor's office for validation. If validated, the public prosecutor’s office shall transmit the European Production Order Certificate to the addressee. The decision on validation and transmission of the certificate to the addressee shall be recorded.
	(4) Territorial competence for validation shall lie with the investigating Public Prosecutor's Office. If, in accordance with national law, the tax authorities or customs authorities carry out the investigations themselves, the public prosecutor’s office at the regional court in whose territory the issuing authority has its seat is responsible for the validation. The States may make different arrangements for territorial competence.
	(5) If the competence of the courts to issue orders is established under national law, the procedure shall be determined in accordance with § 10 Absatz 2 und 3.

	Procedure for European Production Orders with respect to traffic and content data
	(1) Thecompetence of the courts to issue European Production Orders to obtain traffic data, except for data requested for the sole purpose of identifying the user or to obtain content data pursuant to Article 4(2)(a), of Regulation (EU) 2023/1543, as amended on 12 July 2023, and to transmit the associated certificate, is governed by Section 8 of Book I of the Code of Criminal Procedure.
	(2) Prior to initiation of the public prosecution, the European Production Order is issued at the request of the investigating public prosecutor’s office, in cases where the tax authorities or customs authorities conduct the investigation independently in accordance with national law, at the latter’s request. The provisions of Article 162(1), first sentence, and (3), as well as Article 169 of the Code of Criminal Procedure, Section 3 of Part 8 of the Tax Code and Section 4 of the Act on combating undeclared work and illegal employment shall apply accordingly.
	(3) On issuing the European Production Order, the court shall send the certificate to the addressee. If one of the authorities mentioned in Absatz 2 Satz 1 has requested the issuance of the European Production Order, but a judicial review shows that the relevant conditions are not fulfilled, the court shall deny the request. Articles 304 and 306 of the Code of Criminal Procedure shall apply accordingly to legal remedies against the denial. The adoption of the European Production Order and the transmission of the associated certificate or the rejection of the application shall be recorded.

	Competent executing authority
	(1) The executing authority as defined in Article 3(17) of Regulation (EU) 2023/1543, in the version of 12 July 2023, is the Public Prosecutor's Office. The public prosecutor's office at the regional court in whose territory the addressee of the order resides or has their registered office has territorial competence. The States may make different arrangements for territorial competence.
	(2) Where the issuing authority of another Member State of the European Union approaches a non-competent domestic authority, the request shall be forwarded without delay to the competent authority acording to Absatz 1 and the issuing authority shall be informed of the competent authority.

	Statistical obligations
	(1) Withintheir respective areas of competence, the State judicial authorities and the Federal Attorney General collect the data referred to in Article 28(2) of Regulation (EU) 2023/1543, as amended on 12 July 2023, and transmit these to the Federal Office of Justice each calendar year by 28 February of the year following the reporting year.
	(2) The Federal Office of Justice shall compile an overview of the data referred to in paragraph 1 and transmit the overview to the European Commission at the latest by 31 March of the year following the reporting year.


	​ Legal protection
	​ Legal remedies against outgoing orders
	Applicable provisions
	(1) For legal remedies against European Production Orders requesting subscriber data, Article 98(2) second sentence, Article 304(1) and Articles 306 and 310(2) of the Code of Criminal Procedure shall apply accordingly. The same applies to European Production Orders issued by the public prosecutor’s office to collect data for the sole purpose of identifying the user.
	(2) For legal remedies against European Production Orders requesting traffic data, Article 101a(6), second sentence, in conjunction with Article 101(7), second sentence, and Article 311 of the Code of Criminal Procedure shall apply accordingly. The same applies to court-ordered European production orders for the collection of data exclusively for the identification of users.
	(3) For legal remedies against European production orders requesting content data, Article 95a (5) sentences 1 and 2, Article 101(7) sentences 2 and 3, Article 304 (1), Articles 306, 310(2) and Article 311 StPO shall apply accordingly.
	(4) The legal remedies under the Absätze 1 bis 3 are only available to persons whose data has been requested by means of a European Production Order under Regulation (EU) 2023/1543, as amended on 12 July 2023.

	Judicial decision
	(1) The court shall examine, in the case of European production orders, whether the conditions for adoption laid down in Article 4(1), (2), (4) and (5) and Article 5 of Regulation (EU) 2023/1543, as amended on 12 July 2023, are met.
	(2) Ifthe conditions are not met, the court shall find that the order is unlawful and annul the European Production Order.


	​ Procedure in case of conflicting obligations
	Judicial procedures
	(1) For the application by the issuing authority for a judicial decision on conflicting obligations pursuant to the second sentence of Article 17(3) of Regulation (EU) 2023/1543, as amended on 12 July 2023, legal recourse to the ordinary courts is open.
	(2) The Higher Regional Court shall decide on the application of the issuing authority pursuant to Absatz 1. The Higher Regional Court in whose territory the issuing authority has its seat, has territorial competence. By way of derogation from Satz 1, the Federal Court of Justice shall decide in cases in which the Federal Attorney General or the investigating judge of the Federal Court of Justice has issued the order.
	(3) The issuing authority shall attach to the request the result of its review of the reasoned objection and any comments made by the executing State pursuant to the first sentence of Article 17(3) of Regulation (EU) 2023/1543 in the version of 12 July 2023.
	(4) For calculating the time limit pursuant to the third sentence of Article 17(2) of Regulation (EU) 2023/1543 in the version of 12 July 2023, Articles 42 and 43(2) of the Code of Criminal Procedure shall apply accordingly.

	Judicial decision
	The decision of the Higher Regional Court or the Federal Court of Justice pursuant to Article 17(5) or (8) of Regulation (EU) 2023/1543 in the version of 12 July 2023 shall be made by means of an unappealable order.


	​ Legal remedies against decisions in enforcement proceedings
	Applicability of the Administrative Offences Act
	For legal remedies against decisions in execution proceedings pursuant to the second sentence of Article 16(10) of Regulation (EU) 2023/1543, as amended on 12 July 2023, the provisions of Section 5 of Part 2 of the Administrative Offences Act shall apply accordingly.


	​ Provisions concerning fines and restrictions of a fundamental right
	Provisions concerning fines
	(1) It shall be an administrative offence for any person to intentionally or negligently act
	1. contrary to § 3 Absatz 1 Satz 1, 2 oder 3 or § 3 Absatz 2 to fail to record a statement as mentioned therein, or to not do the same correctly or punctually,
	2. to not appoint a responsible representative, or to not do the same correctly or punctually, contrary to § 3 Absatz 3, or
	3. in violation of § 4 Absatz 1 oder 2 to fail to send a notification or to fail to do the same in full or punctually,

	(2) An administrative offence is committed by whomsoever violates Regulation (EU) 2023/1543, as amended on 12 July 2023, by intentionally or negligently
	1. not acting, not acting correctly or not acting punctually, in opposition to Article 10(1) or (2) sentence 2,
	2. not ensuring that requested data is transmitted, in opposition to Article 10(2) sentence 1,
	3. not ensuring that requested data is transmitted, in opposition to Article 10(3),
	4. not transmitting requested data or not transmitting them punctually, in opposition to Article 10(4) sentence 1,
	5. in opposition to Article 10(6)(1)(1), (7)(1), (8)(1) or Article 11(5)(1), (6)(1) or (7)(1), not informing or not informing correctly or punctually any authority as referred to in those provisions,
	6. in opposition to Article 10(6)(1)(2), failing to make a report or to do so correctly, completely and punctually,
	7. not ensuring that they may obtain the clarification or correction referred to in the second sentence of the second subparagraph of Article 10(6) or the second subparagraph of Article 11(5),
	8. in opposition to Article 11(1) sentence 1 in conjunction with sentence 2, failing to provide requested data or failing to provide it punctually or for the required duration,
	9. violating an enforceable injunction pursuant to the third sentence of Article 11(1),
	10. in opposition to Article 11(2), failing to secure the requested data, or failing to secure it for the required period, or
	11. in opposition to Article 13(4), not taking or not taking correctly or fully any of the measures as referred to in this same.

	(3) The regulatory offence may be punished
	1. in the cases of
	2. in the cases of Absatzes 2 Nummer 5 und 6 with a fine of up to one hundred thousand euro.

	(4) In derogation from , also in conjunction with Article 30(2) sentence 2 of the Administrative Offences Act, an administrative offence under Absatz 3 Nummer 1 Buchstabe b against aAbsatz 2 Nummer 1 bis 4 und 7 bis 11 service provider with a total turnover of more than EUR 25 million may be punished with a fine of up to 2 percent of the total turnover.
	(5) In derogation from Absatz 3 Nummer 2, also in conjunction with Article 30(2) sentence 2 of the Administrative Offences Act, an administrative offence under against a service provider Absatz 2 Nummer 5 oder 6with a total turnover of more than 5 million EUR may be punished with a fine of up to 2 percent of the total turnover.
	(6) Total turnover in the sense of Absätze 4 und 5 is the sum of all turnover generated worldwide by the service provider in the financial year preceding the decision of the authority . The total turnover can be estimated.
	(7) Article 17 (2) of the Administrative Offences Act does not apply to the imposition of fines on a service provider in the cases referred to in Absatzes 2.
	(8) The administrative authority as defined in Article 36(1)(1) of the Administrative Offences Act is
	1. in the cases of Absatzes 1, the Federal Office of Justice,
	2. in the cases of Absatzes 2, the executing authority in accordance with § 11 Absatz 1.


	Restrictions of a fundamental right
	The secrecy of telecommunications (Article 10(1) of the Basic Law) shall be restricted in accordance with this Act.



	Amendment of the Telecommunications Act
	The Telecommunications Act of 23 June 2021 (Federal Law Gazette I p. 1858), as last amended by Article 1 of the Act of 24 December 2025 (Federal Law Gazette 2025 I No. 181), is amended as follows:
	After Article 170(11), the following paragraph 12 shall be inserted:
	(1) ���‘ The provisions of paragraph 1(3)(b) and paragraph 2(2)(c) shall not apply to the scope of Directive (EU) 2023/1544 as amended on 12 July 2023.’


	Amendment to the Telecommunications and Digital Services (Data Protection) Act
	The Telecommunications and Digital Services (Data Protection) Act of 23 June 2021 (Federal Law Gazette I p. 1982; 2022 I p. 1045), as last amended by Article 44 of the act of 12 July 2024 (Federal Law Gazette 2024 I No. 234), is amended as follows:
	1. The Table of Contents is amended as follows:
	2. After Article 13, the following Article 13a is inserted:
	‘Article 13a
	Fulfilment of obligations under Articles 10 and 11 of Regulation (EU) 2023/1543
	Providers of telecommunications services and the§ 3 Absatz 1 bis 3 addressees established by them pursuant to of the Electronic Evidence Implementation and Enforcement Act may process personal data to the extent necessary for complying with a European Production Order or a European Preservation Order pursuant to Regulation (EU) 2023/1543, as amended on 12 July 2023. The secrecy of telecommunications (Article 10(1) of the Basic Law) is restricted to that extent.’


	3. The following Article 24a is inserted after Article 24:
	‘Article 24a
	Fulfilment of obligations under Articles 10 and 11 of Regulation (EU) 2023/1543
	Providers§ 3 Absatz 1 bis 3 of digital services and the addressees established by them pursuant to the Electronic Evidence Implementation and Enforcement Act may process personal data to the extent necessary for complying with a European Production Order or a European Preservation Order pursuant to Regulation (EU) 2023/1543, as amended on 12 July 2023.




	Entry into force
	(1) This Act shall enter into force on the day following promulgation, subject to Absatzes 2.
	(2) On 18 August 2026, the following will enter into force:
	1. in Artikel 1, §§ 7 bis 17, 18(2), 3(1)(b) and (2), (4) to (7) and 8(2) and § 19 of the Electronic Evidence Implementation and Enforcement Act, and
	2. Artikel 3.
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