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Summary

With this paper, Bitkom wishes to provide its comments on the proposed German Draft
Act amending the Network Enforcement Act (in the following “draft law”) now being
reviewed by the European Commission under the framework of the notification proce-
dure laid down in Directive (EU) 2015/1535. Essentially, the draft law concerns ‘rules on
services’ in the meaning of Article 1(1) (e) (i) of the Directive. The Network Enforcement
Act (NetzDG) already obligates certain large social networks to operate a complaints
management system, which they must use to receive and review user complaints and
to remove or disable illegal criminal content. These obligations have been further devel-
oped in the draft law notified under procedure 2020/174/D.

Compatibility with the e-Commerce Directive

Social networks and video-sharing platforms under the scope of the draft law consti-
tute information society services within the meaning of Article 1 and 2 of the e-Com-
merce Directive. The notified new obligations fall within the coordinated field of the e-
Commerce Directive as defined in its Article 2 (h), as they concern obligations for social
networks as regards illegal and harmful content provided by third parties. These obliga-
tions would apply to social networks and video-sharing platforms meeting a threshold
of 2 million registered users in Germany, regardless of whether they are established in
the German territory. As a consequence, social networks and video-sharing platforms
established in other Member States than Germany are covered by the draft law as well,
in as far as they provide relevant services and exceed the threshold for the German ter-
ritory.

In Bitkom’s view, the new obligations set out in the draft law constitute an interference
with the cross-border provision of information society services, questioning the reach
of Article 3 (2) of the e-Commerce Directive, in as much as they apply to providers of
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social networks and video-sharing platforms established in other Member States. This is
the case, in particular, for especially burdensome obligations, such as offering an appeal
procedure according to Sec. 3b.

Sec. 3b (1) and (2) oblige social networks and video-sharing platforms to offer an appeals
process for both complainants and uploaders. If the provider deems its initial decision in-
correct, both parties need to get the opportunity to submit a statement to the provider be-
fore the initial verdict gets changed. The appeal submitted by the appellant must then be
forwarded in an anonymized form to the opposing party, who then also has the possibility
to submit a counter-statement that the provider again has to anonymize and send it to
the appellant. When all facts are provided by both parties, the provider needs to decide on
the matter without undue delay. The assessment has to be done by someone who was not
involved in the original decision that got appealed. Once the decision is made, the provider
must reply to both parties involved and explain on an individual case-by-case basis its de-
cision.

According to Article 3b (3), an appeal procedure has to be offered by the social network
and video-sharing platform not only for notices and local blocks about illegal content but
also for flags and global removals based on the provider’s content policies. Thus, the net-
work enforcement act that intended to regulate illegal content gets broadened beyond il-
legal content by intervening on decisions taken based on all sorts of complaints, including
those according to community guidelines and the companies’ policies and terms of ser-
vices. Subjecting every decision to remove or not remove content to an appeals procedure
by giving both parties the possibility to submit statements that the provider has to anony-
mize and forward accordingly as well as obliging providers to give reasons for every deci-
sion on a case-by-case basis would lead to an immense administrative effort and burden
for the providers of social networks and video-sharing platforms that is most likely not
manageable due to the high numbers of decisions to remove or disable access to content
taken every day*.

The appeals procedure also applies to content that is not posted in Germany and users
who are outside of Germany (and in consequence content that may not be written in Ger-
man language) which is questioning territorial sovereignty. Operationally, social network
or video-sharing platform operators would have to allow for the exchange of statements
between users, including non-German users. It is challenging to deal with a high volume
of reports for accounts based outside of Germany and content posted in numerous lan-
guages. It is not proportional to extent the law to users outside of Germany.

L https://transparencyreport.google.com/youtube-policy/removals; https://transparency.twit-
ter.com/; https://transparency.facebook.com/
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Article 3(4)(a) E-Commerce Directive ‘allows Member States, under certain conditions, to
take appropriate measures to protect public order’. However, Article 3(4) (a) also contains
several other requirements to be fulfilled to derogate from the prohibition to restrict the
freedom to provide information society services, notably that any derogation has to be tar-
geted as well as proportionate to the objective pursued. As regards the targeted nature of
the measures, Bitkom is not convinced that this requirement is met since the notified draft
applies generally to any social network. A targeted measure which fulfils the requirement
of the Directive could be a proceeding against a specific social network (judicial or admin-
istrative), for example. As regards proportionality, Bitkom has doubts as well: It should be
assessed whether less restrictive means to obtain a similar result could be envisaged. In
sum, Bitkom is of the view that the draft law violates the country-of-origin principle under
the e-commerce Directive.

From the above considerations, Bitkom concludes that the draft law to the Network En-
forcement Act are likely to create additional restrictions to the free cross-border provision
of information society services and thereby fragmentation of the digital single market
which are not justifiable by the derogations provided for in the E-Commerce Directive.

Compatibility with fundamental freedoms

Article 16 of the Charter of fundamental rights recognizes the freedom to conduct a busi-
ness. Social networks and video-sharing platforms must be able to have a certain scope at
hand within which they may provide their community guidelines to decide on the removal
of content. The appeals procedure under sec. 3b (3) restricts service providers in their abil-
ity to require a certain ‘netiquette’. Such a procedure not only slows down the providers
content moderation efforts, it also overlooks that the providers already offer voluntary ap-
peals processes (and thus takes away incentives for such self-regulation). Finally, such a
far reaching appeals procedure could have an intimidating effect on the freedom of ex-
pression, which is enshrined in Article 11 of the Charter: if e.g. extremist groups appeal
lawful views that were made towards them, there is a serious risk that the uploader
doesn’t defend his or her views and even gets deterred from publishing his or her views in
the future.
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Overlap with the Digital Services Act proposal

The notified draft overlaps with the Commission proposal for an EU Digital Services Act
that has been published on December 16 2020. The Digital Services Act initiative at EU
level aims at addressing the need for a clear and harmonized set of rules on the responsi-
bility of providers of online intermediary services, while avoiding regulatory fragmentation
of the Internal market that national initiatives can entail. The Commission proposal con-
tains harmonized rules on notice and action mechanisms (Article 14), statement of rea-
sons (Article 15), internal complaint-handling system (Article 17) and out-of-court dispute
settlement (Article 18). The German Network Enforcement Act, and especially the draft
law that has been notified to the Commission, offer national solutions for exactly those
issues that are to be harmonized through the Digital Services Act. And while the Commis-
sion aims to incentivize providers’ own-initiative investigations (Article 6), the appeals pro-
cess under the draft law does exactly the opposite in that it subjects the existing and vol-
untary flagging mechanisms to extensive procedures. Furthermore, the DSA opens appeals
processes only for uploaders when their content got removes, whereas the draft law
opens appeals processes for complainants and uploaders, thereby extensively broadening
the scope of the national appeals procedure. It therefore risks overlap and incoherence
with the European regime that is to be established and consequently jeopardizing the
Commission’s goal of arriving at a clear and harmonized set of rules on the responsibility
of providers of online intermediary services, while avoiding regulatory fragmentation of
the Internal market.

Conclusion

In recent years, regulatory proposals have multiplied at both national and European level
to address different types of content online, including terrorist content, copyright infringe-
ment, misinformation and illegal hate speech. Each of these initiatives usually involves dif-
ferent obligations, sanctions, and reporting duties. Bitkom shares with the German au-
thorities the policy objective of combating hate crime online. However, in view of estab-
lished EU law as well as the EU’s on-going work towards adopting EU legislation on the
matter in the near future, we fear that this national special path pre-empting those devel-
opments is not helpful in this area would lead to fragmentation of the Single market. We
therefore encourage the Commission to take action to prevent this national special path

and remain at disposal should there be any questions or need for further elaboration.
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Bitkom represents more than 2,700 companies of the digital economy, including 1,900 direct members.
Through IT- and communication services alone, our members generate a domestic annual turnover of 190
billion Euros, including 50 billion Euros in exports. The members of Bitkom employ more than 2 million peo-
ple in Germany. Among these members are 1,000 small and medium-sized businesses, over 500 startups and
almost all global players. They offer a wide range of software technologies, IT-services, and telecommunica-
tions or internet services, produce hardware and consumer electronics, operate in the digital media sector or
are in other ways affiliated with the digital economy. 80 percent of the members’ headquarters are located
in Germany with an additional 8 percent both in the EU and the USA, as well as 4 percent in other regions of
the world. Bitkom promotes the digital transformation of the German economy, as well as of German soci-
ety at large, enabling citizens to benefit from digitalisation. A strong European digital policy and a fully inte-
grated digital single market are at the heart of Bitkom’s concerns, as well as establishing Germany as a key

driver of digital change in Europe and globally.
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