
 

 

 

 

Concerns on amendments to the Italian 
Regulation for the safeguard of 
copyright on the Internet 
 

Cloudflare, Inc. respectfully submits these observations in response to Italy’s TRIS 
notification No. 2025/0148/IT, concerning resolution No. 47/25/CONS of Autorità 
Garante per le Comunicazioni (AGCOM). Through this resolution, AGCOM proposes 
critical amendments to the Regulation for the protection of copyright on electronic 
communications networks (the “Regulation”), which AGCOM implemented in 2013 
through resolution No. 680/13. 

The proposed amendments to the Regulation (particularly via extensive and 
significant changes to Article 10) memorialize Piracy Shield as AGCOM’s technical 
tool of choice for facilitating expedited blocking of allegedly infringing websites. 
Piracy Shield is a peer-to-peer automated platform that allows rights holders to 
upload demands for blocking of websites, which must then be executed within 30 
minutes by Internet service providers registered on the platform. Registration with 
Piracy Shield is not compulsory for service providers under Italian law1, and 
Cloudflare has elected not to do so. Nonetheless, AGCOM  continues to attempt to 
compel Cloudflare and other service providers to register. As a recent example, 
AGCOM issued a resolution (No. 49/25/CONS) ordering Cloudflare to comply with all 
blocking orders issued via Piracy Shield in the previous six months despite 
Cloudflare’s declination to join the platform2.  

Piracy Shield poses a serious threat to legal principles foundational to the EU legal 
system and violates multiple provisions of EU law. Accordingly, on 21 January, 2025, 
Cloudflare submitted to the EU Commission a request for intervention based on the 
violation of several Treaty provisions, the Charter of Fundamental Rights,  Directive 
(EU) 2015/1535, Regulation (EU) 2015/2120, and Regulation (EU) 2022/20659.  

The amendments now proposed by AGCOM in resolution no. 47/25/CONS further 
aggravate the situation and call for urgent intervention by the EU Commission under 
the TRIS procedure. 

2 Cloudflare’s legal appeal of this resolution is pending before the Administrative Court of the Lazio Region. 
1 This was confirmed by the Court of Milan in case RG no. 29189/2024. 
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Lack of procedural safeguards for blocking orders 

Piracy Shield enables rights holders to submit demands for the blocking of IP 
addresses and domain names alleged to be predominantly used for hosting or 
transmitting contents in breach of copyright and neighboring rights. However, all 
indications suggest AGCOM carries out no due diligence on the factual accuracy 
of rights holders’ demands for blocking.  

Rather, rights holders’ submissions to Piracy Shield are processed automatically 
under the mere assumption of factual accuracy, resulting in near-instantaneous 
mandatory blocking orders being issued to participating service providers. 
Accordingly, there exists no meaningful opportunity for service providers or users 
to contest blocking orders before enforcement as an alternative third-party 
safeguard. Consequently, Piracy Shield has facilitated the blocking of critical, 
non-infringing websites on multiple occasions. Most notably, in October 2024, a 
rights holder submitted a domain name and IP address belonging to Google Drive 
to Piracy Shield, causing that widely relied-upon service to be inaccessible to 
Internet users across Italy for several hours. Based on the warning later sent by 
AGCOM to the submitting rights holder, it is clear AGCOM did no due diligence on 
the erroneous submission until after being made aware that the overblocking had 
already occurred3.  
 

Lack of accountability for rights holders 

Despite Piracy Shield’s reliance on participating rights holders to submit accurate 
blocking demands under their own responsibility4, the amended Regulation 
contemplates no form of sanctions or other accountability mechanism to ensure 
accurate submissions. Indeed, there is no indication sanctions have ever been 
implemented against the known rights holders that demanded blocks of what 
were ultimately legitimate, non-infringing websites, such as Google Drive. 
 

Lack of transparency  

Lack of transparency affects Piracy Shield at all levels. As a starting point, the 
technical specifications and operational protocols of the platform have never 
been made public. They were not included in AGCOM Resolution No. 321/23, 

4 see paragraph 4 of Section 10 of the Regulation, as to be amended 

3 see AGCOM Resolution 400/24/CONS, para. 15. Available at: 
https://www.agcom.it/provvedimenti/delibera-400-24-cons 
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adopted after the Committee's conclusion, but are contained exclusively in a 
technical manual accessible only upon registration with the platform. 

Compounding this are the opaque development and governance of the platform, 
which was developed and donated to AGCOM by SpTech, an arm of the law firm 
that represents one of Piracy Shield’s major direct beneficiaries, Lega Nazionale 
Professionisti Serie A. 

Additionally, blocking orders issued via Piracy Shield only identify the domain 
names to be blocked, without providing the details prescribed for blocking orders 
by Section 9 of the Digital Services Act (DSA). 

Nor is there a requirement to publish and regularly update the list of blocked and 
unblocked IPs and domains. This absence of transparency violates the standards 
set by Article 9 of the DSA, which requires meaningful access to enforcement 
information.  
 

Lack of proportionality and assessment of technical feasibility 

The proposed amendments to Article 10 of the Regulation fail to provide that 
blocking obligations should be contingent upon enforceability, gradualness, 
proportionality and adequacy of the intervention request.  

This omission is particularly concerning in light of the rigid 30-minute execution 
timeframe, which turns out to be (particularly for service providers having 
operational offices in the United States, such as Cloudflare) simply impossible to 
comply with. Despite this untenable operational constraint, under Article 10, 
failure by a service provider to comply with the 30-minute execution timeframe is 
sufficient to trigger the enforcement of significant sanctions, theoretically 
amounting to a specific percentage of the service provider’s global turnover. 
Such a result is totally disproportionate.  

Moreover, the Regulation does not establish a mechanism for prompt redress of 
erroneous blocking orders. Among others, there is no provision requiring AGCOM 
to immediately unblock domains or IP addresses when a complaint is upheld. 
 

Inherent risk of overblocking  

In addition to the risk of overblocking due to erroneous rights holder submissions, 
Piracy Shield hazards the possibility of massive IP-address-based overblocking. 
In modern Internet infrastructure, IP addresses are regularly shared among 
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multiple domains and services, particularly in relation to  content delivery 
networks (CDNs) and proxy servers, like those operated by Cloudflare. This 
shared usage means that blocking a single IP address is bound to inadvertently 
restrict access to thousands, potentially millions, of unrelated, perfectly lawful 
websites5. It didn’t take long for this totally foreseeable consequence of Piracy 
Shield’s design to come to fruition – in February 2024, Piracy Shield blocked a 
Cloudflare IP address shared by many thousands of non-targeted websites, 
including the likes of non-profits, schools, and telecoms companies, rendering 
them inaccessible across Italy for hours. 

This risk is further amplified by the new Italian anti-piracy law6, which replaces 
the requirement that IP addresses are "unequivocally" linked to infringing content 
with the criterion of being “predominantly” associated with such content. This 
critical, unjustified, and disproportionate shift in perspective increases the 
likelihood that shared infrastructure, used for both lawful and unlawful purposes, 
may be unjustly subjected to enforcement. Such measures risk violating freedom 
of expression, in breach of the principles of necessity, proportionality, and legal 
predictability as required under Article 52(1) of the Charter of Fundamental Rights 
and Article 14(4) of the DSA. 
 

Cross-border enforcement and erosion of the country of origin principle 

Article 8(3-bis) of the draft Resolution introduces a provision allowing AGCOM to 
issue blocking or removal orders targeting content and services hosted or made 
available in other EU Member States. While the provision refers broadly to the 
DSA, it fails to specify the applicable legal framework or adhere to the structured 
framework that the DSA establishes for cross-border enforcement. 

The DSA requires structured cooperation under Chapter IV, preventing unilateral 
enforcement actions by national authorities against hosting services established 
in other Member States. 

The proposed amendments bypass these mechanisms, violating the 
country-of-origin principle enshrined in Article 3 of the e-Commerce Directive 
(Directive 2000/31/EC). This approach risks raising legal uncertainty for EU-wide 
service providers subject to multiple national standards. 

6  Law n. 93 of 14 July 2023 

5 CCIA Europe, Overblocking From Anti-Piracy Measures Across EU Raises Concerns, 18 February 2025. 
Available at 
https://ccianet.org/news/2025/02/overblocking-from-anti-piracy-measures-across-eu-raises-concerns/. 
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Conclusion 

Cloudflare requests the European Commission to issue a detailed opinion under 
the TRIS procedure, addressing the points above. Transparency, due process, 
and appeal mechanisms should remain key principles within any copyright 
enforcement framework. 

Furthermore, the draft regulation reflects an approach that tends to 
disproportionately burden the service providers as they incur the costs and 
additional risks of addressing infringement, whilst rights holders – the 
beneficiaries of the platform – enjoy a power unprecedented under Italian law 
unchecked by any accountability mechanism. The level of rights holder influence 
here is unparalleled in other EU jurisdictions and ultimately incoherent with an 
adequate balance of rights and other pivotal values of the EU’s legal framework. 
 

About Cloudflare 

Cloudflare, Inc. (NYSE: NET) is the leading connectivity cloud company on a 
mission to help build a better Internet. It empowers organizations to make their 
employees, applications and networks faster and more secure everywhere, while 
reducing complexity and cost. Cloudflare’s connectivity cloud delivers the most 
full-featured, unified platform of cloud-native products and developer tools, so 
any organization can gain the control they need to work, develop, and accelerate 
their business.  

Powered by one of the world’s largest and most interconnected networks, 
Cloudflare blocks billions of threats online for its customers every day. It is 
trusted by millions of organizations – from the largest brands to entrepreneurs 
and small businesses to nonprofits, humanitarian groups, and governments 
across the globe.   
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SPECIAL POWER OF ATTORNEY 

I, the undersigned Mr. Douglas Kramer, born in Wichita, Kansas, on October 21, 1970, in my capacity 

as legal representative of Cloudflare Inc. with registered office at 101 Townsend Street, San 

Francisco, California, 94107, U.S.A, hereby appoint Mr. Ludovico Anselmi, Tax Code 

NSLLVC70S01L736K, email: ludovico.anselmi@lmslex.com and Francesco P. Ruggeri Laderchi, Tax 

Code RGGFNC70D19H827R, e-mail francesco.ruggeri@lmslex.com, attorneys-at-law domiciled in 

their office in Milan (MI), Corso Magenta n. 84, to represent and defend the company Cloudflare Inc. 

with all the powers provided by law, in the process of submission to the European Union Commission 

of the contribution related to TRIS notification No. 2025/0148/IT and all related phases and 

fulfillments. 

All with promise to ratify and validate the above under legal obligations by the company. 

Texas, May 16, 2025
Place, date 

Mr. Douglas Kramer 

mailto:ludovico.anselmi@lmslex.com
mailto:francesco.ruggeri@lmslex.com
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