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1. Definitions
Query system
IT system that typically consists of a query client and a query server, from which queries are initiated according to the four-eyes principle and which receives query results and is used in accordance with § 113c TKG
Storage system
components (hardware/software) for encrypting traffic data subject to obligatory storage and storing it in data storage
Data storage
storage device in which traffic data subject to obligatory storage is held
Key management
components (hardware/software) for generating, distributing, storing and deleting cryptographic keys of the encryption method
Traffic data
data collected, processed or used while providing a telecommunication service (§ 3(30) TKG).
Depending on use, there are two categories of traffic data in the catalogue of requirements:
1. Traffic data stored pursuant to §§ 96 et seq. TKG (traffic data stored for operational reasons),
2. Traffic data to be stored pursuant to § 113b TKG (traffic data subject to obligatory storage).
Traffic data storage system
all individual components (data storage, query system, access system, key management) necessary for secure storage and access to traffic data subject to obligatory storage, plus the technical components used to secure and partition the system externally.
Access system
components (hardware/software) that carry out queries relating to traffic data subject to obligatory storage, recover query results and perform decryption operations.
2. Abbreviations
	CD
	Compact Disc

	ETSI-ESB
	Interface for the technical implementation of legal measures on the disclosure of information pursuant to Part B of TR TKÜV

	HSM
	Hardware Security Module

	RAM
	Random Access Memory

	SINA
	Secure Inter-Network Architecture

	SSD
	Solid State Drive

	TKG
	Telecommunications Act 

	TKÜV
	Regulation on the technical and organisational implementation of measures for the surveillance of telecommunications (Telecommunications Surveillance Regulation [German designation:Telekommunikations-Überwachungsverordnung, TKÜV])

	TR TKÜV
	Technical Guideline for the implementation of legal measures for the surveillance of telecommunications and the disclosure of information 

	VPN
	Virtual Private Network


3. Preamble
This catalogue specifies requirements for technical arrangements and other measures to ensure particularly high standards in data security and data quality when implementing the obligations under §§ 113b to 113e TKG.
The requirements do not affect the obligations for appropriate technical protective measures under § 109 TKG or for IT baseline protection. The obligatory storage of traffic data must take place in a technically and physically secure environment by providing basic protection. Further protection and security levels set out hereinafter to ensure particularly high standards of data security and data quality pursuant to § 113f TKG must also be observed and documented. In this respect, reference is made to the procedure set out in the Annex for preparing the security concept pursuant to § 113g TKG.
Where the requirements for data security and data quality and the technical arrangements and other measures set out herein are met, compliance with the particularly high standards for data security and data quality set out in § 113f(1)(1) TKG is presumed.
Where the party subject to the requirements under § 113a TKG implements alternative technical arrangements and other measures to ensure particularly high standards of data security and data quality, these must correspond to the same protection and security level as the provisions of the catalogue of requirements. Deviations must be set out in the security concept and compliance with the same protection and security level must be substantiated.
This catalogue was prepared pursuant to § 113f(1)(2) TKG by the Federal Network Agency in consultation with the Federal Office for Information Security and the Federal Commissioner for Data Protection and Freedom of Information. Manufacturers, associations of operators of public telecommunications networks and associations of providers of publicly available telecommunications services have been given the opportunity to comment pursuant to § 113f(3)(1) in conjunction with § 109(6)(2) TKG.
The technical arrangements and other measures regarding the transmission of data to the authorised agencies referred to in § 113c(1) TKG are based on the TKÜV and the TR TKÜV pursuant to § 113c(3) TKG .
4. General requirements pertaining to data security and data quality
4.1 Ensuring particularly high standards of data security
A particularly high security standard must be provided to ensure the integrity, confidentiality and availability of traffic data subject to obligatory storage using security measures in the relevant technical systems, components or processes or during the use thereof. This traffic data must be safeguarded against damage or misuse, i.e. safeguarded against unauthorised access and use. This includes protecting against loss of traffic data, for example using back-up systems.
The basic architecture for the entire system is shown below:
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Figure 1: Simplified presentation of basic architecture
Data from various data sources in the individual components of the telecommunications network (e.g. billing, log or signalling data) shall be regularly fed through a control and filter device. Relevant requirements in this catalogue of requirements relate exclusively to data quality and transportation security.
After this control and filter device, companies have access to traffic data subject to obligatory storage as set out in § 113b TKG [TKG], taking account of the requirement under § 113b(6) TKG. These data are stored in the traffic data storage system, where it is kept available for retrieval by the authorised agencies (§ 113c(1)(1) and (2) TKG). The query system necessary for retrieval shall be recorded equally from the catalogue of requirements and the TKÜV [TKÜV] and TR TKÜV [TR TKÜV].
In principle, the entire traffic data storage system including query system or individual components thereof, including the associated tasks may be outsourced to vicarious agents in Germany. However, responsibility for implementing the catalogue of requirements and for submitting the security concept remains with the party subject to the requirements.
When transporting traffic data subject to obligatory storage between individual components of the traffic data storage system and when importing into the traffic data storage system (delivering traffic data subject to obligatory storage) and exporting from the traffic data storage system (exporting query results) transportation security must ensure the confidentiality, integrity and authenticity of the traffic data.
If data are transported over unsecured networks (e.g. the internet), appropriate transport encryption with authenticity and integrity protection (e.g. TLS, IPSec or SSH, see BSI-TR-02102-2/3/4 [BSI4]) must be used. To initialise a secure communication link there must be mutual authentication at the communication end points. Where the traffic data are exclusively transmitted over dedicated, secured connections, e.g. proprietary physical lines between the traffic data storage system components in an area with particularly high physical security (see Section 5.2.6.2), transportation security is ensured.
The technical arrangements and other measures for implementation pursuant to §§ 113b to e TKG are described from Chapter 5 on.
4.2 Ensuring particularly high standards of data quality
Ensuring particularly high standards of quality in traffic data subject to obligatory storage requires the following:
1. measures to ensure the accuracy of storage time information;
2. measures to ensure accuracy and completeness when allocating traffic data subject to obligatory storage in the traffic data storage system, e.g. automated error detection procedures and plausibility checks;
3. measures for detected faults.
Data quality can also be checked by the Federal Network Agency using regular testing that generates traffic data using specially provided test connections. The TKÜV provides further specifications.
4.2.1 Measures to ensure the accuracy of storage time information
To ensure the accuracy of the time information to be stored, the time on the time server, based on the official time, must be referred to. The time stamp is deemed sufficient to meet the statutory requirements.
The accuracy of the time information recorded is particularly relevant:
· for the time information to be stored from beginning to end of the connection (§ 113b(2)(1)(2) TKG);
· for the first act of the mobile telephone service (§ 113b(2)(1)(4)(c) TKG);
· for message sending and receipt (§ 113b(2)(2)(1) TKG);
· for the beginning and end of internet usage (§ 113b(3)(3) TKG) and
· when logging the access time (§ 113e(1)(2)(1) TKG).
4.2.2 Measures to ensure accuracy and completeness when allocating traffic data subject to obligatory storage in the traffic data storage system
Before storage, the traffic data subject to obligatory storage must be checked against the expected formats to make corrections in the event of discrepancies and, where necessary, to inform authorised agencies as laid down in Section 4.2.3.
For error detection, the primary findings from existing error detection procedures for traffic data stored for operational reasons must be used. This applies for example to regular checks and verification of traffic data stored for operational reasons pursuant to § 45g(1)(4) TKG. According to this, the party subject to the requirements must check its settlement systems at specific intervals for accuracy and compliance with the contractually agreed fees and, pursuant to § 45g(2)(1) TKG allow experts or comparable agencies to ensure that the assigned time recorded matches the agreed tariffs.
Auditing procedures or misuse detection systems already set up by the party subject to the requirements must also be used. Relative to the procedures generally used in the billing process, this allows irregularities, e.g. uninitiated calls or simultaneous calls from different locations, to be detected. In addition, errors may occur during operation, for example in error detection when using operational fraud or similar systems or indicated by the interconnection partner.
4.2.3
Measures for detected faults
If errors are detected that affect the proper provision of traffic data subject to obligatory storage, e.g. failed or defective storage of traffic data (for example due to the wrong time base in a network element), the party subject to the requirements must immediately inform the authorised agencies querying the traffic data subject to obligatory storage for the relevant time period.
Where the information contains personal data, it must be ensured that this does not allow any conclusions to be drawn on specific communication procedures. In particular, no complete traffic data sets (e.g. traffic data to a specific telephone connection or an assigned IP address) may be transmitted. The information must not extend beyond stating that an error has been detected in personal data (e.g. a telephone number) without specifically naming it. The authorised agencies can then check whether the date was the subject of an information request made by it. If this is the case, the parties subject to the requirements may be contacted to provide further details on the error. This will ensure that authorised agencies only obtain information in individual cases and in line with a court order.
5. Technical arrangements and other measures for implementation pursuant to §§ 113b to e TKG
5.1 Storage of traffic data pursuant to § 113b TKG
5.1.1 General requirements
Storage of traffic data subject to obligatory storage pursuant to § 113b TKG (hereinafter referred to solely as traffic data) must take place within Germany. This requires that traffic data be stored in storage devices that are physically located within the State boundaries of the Federal Republic of Germany.
The traffic data listed under § 113b TKG may only be stored on encrypted persistent storage media. Traffic data from incoming and outgoing connections must be stored. This traffic data should be directly derived from the settlement, log, signalling or other data on the telecommunications equipment. This is to ensure that data are only generated if actual connections are established or a connection attempt is made.
It must be ensured that traffic data collected in proprietary telecommunications networks or equipment corresponds to the actual telecommunication processes and is completely stored. This shall be done regularly so that signalling traffic data can be extracted. Traffic data originating from the signalling or settlement of interconnection partners must be regularly tested for accuracy and completeness.
The integrity of the traffic data, the systems operated to store traffic data and the completeness and accuracy of the traffic data must be ensured.
The systems operated to store traffic data must have sufficient state of the art performance and availability to process all traffic data and incoming queries.
These requirements also apply to the back-up data required for this purpose or to any redundancy system used.
5.1.2 Exclusion of traffic data storage pursuant to § 113b(6) in conjunction with § 99(2) TKG
Persons, authorities and church or social organisations pursuant to § 113b(6) in conjunction with § 99(2)(1) and (3) TKG shall notify the Federal Network Agency of call numbers excluded from storage under § 99(2) TKG and shall provide it with the certification set out under § 99(2)(4) TKG. The Federal Network Agency shall include the call numbers notified to it in a list and shall keep it available for downloading by parties subject to the requirements. To design a secure call procedure, access using user name and password and transport encryption pursuant to BSI TR 02102-2 shall be provided. This list must be requested to implement the obligation under § 113b(6) in conjunction with § 99(2) TKG . To participate in the procedure the parties subject to the requirements must contact the following address:
Federal Network Agency
Referat IS 17
P.O. Box 10 04 43
66004 Saarbrücken
Fax 0681/9330 734
Email: IS17.Postfach@Bundesnetzagentur.de
5.1.3 Ensuring immediate response to information requests from authorised agencies pursuant to § 113b(7) TKG
Under § 113b(7) TKG traffic data must be stored in such a way that information requests from authorised agencies can be responded to immediately. To implement this requirement, the traffic data must be kept centrally in the storage devices or be centrally retrievable. In addition, the systems for allocating traffic data from network elements of proprietary telecommunications networks must be so designed that collected traffic data are allocated to the traffic data storage system within 24 hours after the event. In justified individual cases, this period may be extended in consultation with the Federal Network Agency.
5.1.4 Deleting traffic data pursuant to § 113b(8) TKG
Traffic data must be stored in such a way that the stored traffic data can be completely deleted in a timely fashion. The technical requirements relating to this are set out in Section 5.2.5.
5.1.5 Use of traffic data pursuant to § 113c(3) TKG
Where the TKÜV includes no provisions on the transmission of traffic data subject to obligatory storage, the interface stipulated in the TR TKÜV or another procedure to be agreed with the Federal Network Agency must be used to ensure data security and data protection during transmission. In these cases, the Federal Network Agency shall cooperate with the Federal Commissioner for Data Protection and Freedom of Information.
Furthermore, it must be ensured that traffic data processed in connection with an information request must be irreversibly deleted immediately using the latest technology after transmission or use, pursuant to§ 113c(1) TKG (see Section 5.2.5).
5.2 Ensuring the security of traffic data pursuant to § 113d TKG
To ensure particularly high standards for data security (see § 113f(1) TKG), not only the entire traffic data storage system but also all system components must meet the requirements on IT baseline protection of BSI with a ‘high’ protection need (see IT baseline protection procedure, BSI-Standard 100-2 [BSI1]). The recommendations of the BSI Technical Guidelines ‘Cryptographic procedures: Recommendations and Key Lengths’ (see BSI-TR-02102 [BSI4]) must be taken into account as regards the cryptographic securing of the system.
A secure traffic data storage system can only be achieved by combining the secure storage of traffic data, physically and organisationally securing the system components, effective monitoring of outbound communications and securing data flows between system components. Total system security can only be as high as the protection level for the weakest of all security measures used.
5.2.1 Basic system architecture
Before explaining the individual technical requirements, the basic architecture must first be presented along with its underlying functions and processes using the following implementation example.
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Figure 2: Implementation example of basic architecture
The party subject to the requirements can use the illustrated example to extract the traffic data to be stored from all the data provided by network elements and shall store this data automatically in the central storage infrastructure.
The central storage infrastructure (storage system, data storage and access system) must be secured against unauthorised access using the latest technology. To this end, among other things a firewall infrastructure must be used that effectively prevents unauthorised access but that is penetrable for the traffic data to be stored and for queries relating to information requests by authorised agencies. The storage system used here as part of the traffic data storage system takes over the encryption function and the access system presented here, as part of the traffic data storage system, performs the decryption function; both systems therefore have a connection to key management.
The control and filter device is upstream or downstream of the firewall infrastructure; in the illustrated example it is upstream of the firewall.
Using queries relating to information requests by authorised agencies, the relevant traffic data are looked up and read out using the query and access system in the data storage. The query results must be transmitted in turn to the authorised agencies in encrypted form over secure connections.
The implementation example assumes that all components in the traffic data storage system are in the possession of the same party subject to the requirements. In the event of outsourcing to vicarious agents or where the data needs to be transported outside the physically secure area, other measures must be implemented, e.g. encryption in transit. Many companies also first collect data in their billing systems before it reaches the traffic data storage system.
The implementation example also shows the options for joint use of the query system to provide other information pursuant to Section 5.2.4 and maintenance access pursuant to Section 5.2.7.2.
5.2.2 Particularly secure encryption method pursuant to § 113d(2)(1) TKG
Traffic data must be stored as per § 113d TKG in such a way that protection against unauthorised access to and use of the traffic data is ensured. To this end, traffic data in persistent storage media must only be available in encrypted form.
Only encryption methods that can only be overcome by unauthorised parties at disproportionately high cost are deemed particularly secure.
Before being input in data storage, the traffic data must be encrypted using an appropriate encryption method (see BSI-TR-02102-1 [BSI4]). It is important to ensure that efficient storage, search and query of traffic data remains possible to be able to respond immediately to information requests from authorised agencies. This can be implemented for example using transparent database encryption or AES-based container encryption.
Back-up copies of traffic data using back-up measures must be securely stored, i.e. encrypted.
Decryption of traffic data is only permissible in order to process information requests from authorised agencies (see § 113c TKG) and should therefore be located in the access system, preferably in a proprietary component. After that the query results can be either decoded in volatile memory (RAM) in the access system or stored temporarily in encrypted form in persistent storage. To transmit query results, these can be buffered in RAM or encrypted in persistent storage of the query system.
Key management should be kept and managed separately from the original data storage. The required keys must be generated, stored and deleted by key management and distributed to the encryption or decryption unit. Access to key management must only be possible after personal activation by authorised employees specially authorised by the party subject to the requirements for this purpose, taking into account § 113d(2)(4) TKG (see Section 5.2.6.1).
A key part of the technical implementation of the required irreversible deletion of traffic data pursuant to § 113b TKG is the deletion of keys used in the encryption method chosen for secure traffic data storage (see Section 5.2.5). To comply with the statutory deletion periods for traffic data, it must therefore also be possible to delete the keys in a timely fashion. Keys with sufficient granularity must therefore be generated and used. Day keys can be used here provided they also allow non-deterministic derivation of keys from a master key and derivation of other sub-keys from the day keys. When choosing sufficient key lengths and appropriate key derivations, the recommendations in BSI-TR-02102-1 [BSI4] must be observed.
To save the keys a storage medium must be chosen that allows reliable key deletion (see Section 5.2.5). A hardware-based key store such as HSM is suitable for this purpose as it can also be used as an encryption/decryption unit. Another option consists of holding all current keys in RAM, in which case the keys must be independently stored in case of a power failure. In addition, unsecured outsourcing (swapping) of keys outside RAM must be prevented.
Security copies of the keys used must be created in each case to enable access at all times to this key. In the case of an HSM used as a key store, a second HSM with parallel data retention can be used for example. For RAM keys a copy can be created on a removable medium (e.g. CD). If keys are to be stored on a removable medium, secure storage, e.g. in a safe, must be ensured.
In each case it must be ensured that no uncontrolled data back-ups can be made. To this end continual automated logging of all back-up measures must be provided.
To generate the random numbers required for the encryption method and/or key generation or derivation, an appropriate randomiser must be available (see BSI-TR-02102-1 [BSI4]).
5.2.3 Storage in separate storage devices pursuant to § 113d(2)(2) TKG
The traffic data to be stored under § 113b TKG must be stored in physically separate storage devices separated from the usual operational tasks. This requirement also applies when virtual systems are used.
No other data may be stored in the traffic data storage system pursuant to § 113b TKG apart from the traffic data and the necessary system files, particularly no data for the purposes stated under § 96 TKG. Due to ring-fencing and data security and to avoid the emergence of complex systems, traffic data stored pursuant to § 113b may not be mixed with other data.
Hardening measures in line with the latest technology must be implemented on the system used to store traffic data. This means that only the programmes directly needed to process and store traffic data (processes and services) may be installed (minimal system); all other software components and functions not absolutely necessary to store and process the traffic data must be removed. The system components must have a suitably secure configuration. Security updates provided and tested by the manufacturer must be promptly installed.
5.2.4 High protection levels from access via the internet pursuant to § 113d(2)(3) TKG
To provide a high level of protection to stored traffic data from access via the internet and hence to protect against the loss of confidentiality, integrity and authenticity, under § 113d(2)(3) TKG the data storage must be decoupled from the internet.
This decoupling can in principle be achieved by physically separating the data storage from systems connected to the internet. However, the traffic data to be stored are already in systems that are part of the public telecommunications network (and hence also the internet) or are directly or indirectly connected thereto. Consequently, the traffic data to be stored must be transferred manually using physical separation in the data storage, which is generally not practicable and could cause additional security problems.
The recommended solution for decoupling the data storage from the internet (or from the public telecommunications networks) is to use a suitable firewall infrastructure. This firewall infrastructure must be set up so that only traffic data in the area to be protected can be entered in the authorised systems provided for this purpose. No data must be allowed exit. The most secure solution therefore involves using a data diode. This ensures that no data from the area to be protected can leave and takes over any necessary acknowledgements in the connection log. When using alternative stateful firewall scenarios it is important to ensure that a connection can only be established from the area to be protected. No connections may ever be initiated from outside the traffic data storage system via a proxy firewall to the area to be protected. This means that no services may be offered outside the traffic data storage system. Sufficiently detailed firewall logs must be kept for three months. The level of detail selected must allow any potential incidents to be traced in their exact chronological sequence. The log files must be regularly examined for anomalies so that security breaches can be detected in good time or avoided.
To be able to process information requests from authorised agencies by employees specially authorised by the party subject to the requirements, there must be controlled access to the data storage according to the four-eyes principle. An access system must be able to decrypt the data and search the data storage when queries are submitted. Access to the access system must be in encrypted form. To prevent misuse, the access system must also be protected by a firewall that filters IP address and port number ranges. This firewall must be configured so that only authorised query systems are allowed access through the firewall. The query results in turn may only be sent to authorised query systems in encrypted form. Other services may not be offered externally. Sufficiently detailed firewall logs must be also be kept on this firewall for three months. The level of detail selected must allow any incidents to be traced in their exact chronological sequence. The log files must be regularly examined for anomalies so that security breaches can be detected in good time or avoided.
Specially authorised persons must provide authentication with individual user IDs to the query system. The query system authorised on the firewall must be protected in line with the latest technology. The protection must be presented in the security concept pursuant to § 113g TKG.
If the query system is also used to provide other information for which the TKÜV allows use of a joint transmission method, it must be ensured that the connection of systems required for this purpose are protected via a firewall. In this case, only connections to the requisite systems and logs may be activated. The above-mentioned comments on log files apply accordingly.
General requirements pertaining to secure firewalls (or security gateway) are described in the BSI IT baseline protection catalogue [BSI3] and in the study ‘Secure connection from local networks to the internet (ISi-LANA)’ [BSI5].
5.2.5 Implementing the deletion of traffic data pursuant to § 113b(8) TKG
Explicit deletion of traffic data from persistent storage (e.g. by overwriting) is not always reliably possible, particularly when flash memory is used (SSDs). Secure data deletion will be achieved using appropriate data encryption (see Section 5.2.2) and subsequent deletion of the cryptographic keys.
The statutory requirement for irreversible deletion of traffic data must also be achieved technically by deleting the keys used in the encryption method selected for secure storage of the traffic data (see Section 5.2.2). Due to the low volume of data, irreversible key deletion is possible.
To do this a storage medium that allows reliable data deletion must be used as a key store, e.g. HSM, RAM or CD. Key deletion is possible e.g. by deleting the key references and overwriting key files (HSM), by destroying key objects (RAM) or destroying the storage medium (CD).
To achieve future security for the deletion method described, the encrypted traffic data must also be deleted from persistent storage. Simple deletion involving clearing the relevant memories is sufficient.
The deletion periods set out under § 113b(8) TKG shall be implemented through prompt deletion of the keys and prompt deletion of the traffic data from the data storage. When exchanging or disposing of persistent storage media used to store traffic data, irreversible destruction according to the four-eyes principle is necessary. Irreversible destruction must be logged with date and time, and employee names and signatures.
A suitable method in line with the high protection level of the traffic data must be chosen to destroy traffic data. The BSI baseline catalogue [BSI3] provides further details on this.
Plain data that arises when processing search queries in the access or query system (cryptographic keys, decrypted traffic data and other temporary data) must be deleted from the access system RAM directly after use. The above regulations apply accordingly. In addition, unsecured outsourcing (swaps) of sensitive data from the access system RAM must be prevented because this data would otherwise remain in plain text in persistent storage and will not be able to be securely deleted (see above). This can be done for example by deactivating or encrypting the swap file.
The requirements described in this Section for deleting traffic data also apply accordingly to all back-up copies of traffic data and keys created under back-up measures.
5.2.6 Restricted access to data processing systems pursuant to § 113d(2)(4) TKG
Restrictions on personal, organisational and technical access to data processing systems pursuant to § 113d(2)(4) TKG must be in place.
5.2.6.1 Creating rights and role management
Storage of traffic data by parties subject to the requirements requires a high degree of confidentiality. Misuse of stored traffic data by specially authorised persons or by unauthorised persons or third parties must be prevented. This means ensuring that unauthorised persons have no access and that specially authorised persons only have access according to their role.
Various specially authorised persons are differentiated according to role as follows:
· Firstly, the parties subject to the requirements have specially authorised persons who receive and check information requests from authorised agencies and initiate search queries in the data storage and send the results to the authorised agencies or who have access to traffic data for other reasons. This process must take place according to the four-eyes principle under Section 5.2.7.1. All activities must be fully logged in a tamper-proof fashion.
· Secondly, there are specially authorised persons who are responsible for hardware and software maintenance of the traffic data storage system. For various administrative activities (e.g. encryption management, firewall configuration, database configuration or general administrative activities) individually secured user accounts must be used, particularly when activities are performed by various persons. Access to and work on the systems must be fully documented in a tamper-proof fashion. Remote maintenance access options are described in Section 5.2.7.2.
If anyone gains unauthorised access to the systems in the physically secure area, an alarm must automatically be triggered that immediately triggers security measures. The query system used to process information requests from authorised agencies must be set up in lockable areas in a physically secured environment and protected against access.
Where a party subject to the requirements appoints a third party to build and operate the traffic data storage system, the party subject to the requirements must stipulate contractually that only contractor personnel specially authorised by it are used. The party subject to the requirements must check this regularly. The parties subject to the requirements must ensure that checks by the Federal Network Agency and the Federal Commissioner for Data Protection and Freedom of Information can be conducted within the scope provided for by law.
5.2.6.2 Physically securing the storage device
When planning and operating the storage devices, sufficient physical security must be ensured. Particularly the part of the data processing centre in which the hardware components of the traffic data storage system are housed must be designed to be an enclosed security area. Alternatively, separate safety cabinets can be provided inside the data processing centre to increase the protection of storage devices.
Components of the traffic data storage system must be protected from unauthorised interference using high-quality access control mechanisms. In the event of unauthorised access, an alarm must be triggered that immediately triggers security measures.
All clients used for retrieval or maintenance purposes (e.g. management consoles) must by physically secured against access by unauthorised persons.
The granting and withdrawal of access rights by the parties subject to the requirements or at their instigation must be fully documented. Access rights must be monitored by persons (e.g. porters, surveillance personnel, security personnel) or by technical facilities (e.g. badge readers, biometric procedures such as iris scanners or fingerprinting, safety door lock, locking system).
Access to the traffic data storage system for maintenance purposes must only be possible after identification and two-step authentication using the four-eyes principle. The issue and withdrawal of means of access such as user registration or chip cards by the parties subject to the requirements or their appointed agents must be documented. The authentication procedures and all system inputs must be logged in a tamper-proof fashion. Each log entry must include the date, time, purpose and activities performed and the names of the person involved.
5.2.7 Obligation for at least two persons when accessing traffic data pursuant to § 113d(2)(5) TKG (four-eyes principle)
Technical and organisational arrangements involving two persons specially authorised to access traffic data must be set up by the parties subject to the requirements to ensure the four-eyes principle is upheld. Implementation of the requirements differentiates between retrieving traffic data for information requests and operational access.
5.2.7.1 Four-eyes principle for retrieving information requests
When retrieving an information request, the query parameters contained in a court order or an official information request must be matched against the data entered in the access system by two specially authorised persons appointed by the party subject to the requirements.
The first persons matches the queried data against the corresponding court order or the official query and in the event of discrepancies return the query to the authorised agency for correction.
The second person performs an assessment in a separate and independent stage. Here again it is ensured that the data queried in the system matches the corresponding court order or official query. If this is not the case, the first person must be informed, who will again initiate the traffic data query.
If the necessary technical query parameters are supplied by the authorised agency in addition to the court order (ETSI-ESB), it must be ensured that these cannot be changed during checking by the party subject to the requirements. In the event of any errors or ambiguities, the party subject to the requirements must ask the authorised agency for changed query parameters.
If the technical query parameters are not provided in electronic format by the authorised agency but are generated by the first checker, it must be ensured that these cannot be changed by the second checker. Identified mismatches must be rectified by the first checker and again checked by the second checker before being released.
To ensure that traffic data not included in the input instruction is not exported due to technical errors, the system must be regularly tested using dummy data generated for this purpose in the telecommunications network.
5.2.7.2 Four-eyes principle for operational access
For operational access (e.g. maintenance work on the traffic data storage system), access to traffic data subject to obligatory storage or cryptographic keys, access to the components of the traffic data storage system (e.g. in order to change hardware components or update software) and associated work may only take place according to the four-eyes principle by two specially authorised persons (see Section 5.2.6.1).
Maintenance work may be performed by one person if the following conditions are met:
· the access system (management console) must exclude direct or indirect access to the traffic data subject to obligatory storage or the keys, either immediately or subsequently;
· the maintenance work must not enable subsequent access to the traffic data or keys;
· the person must not receive any root access and the access rights issued must not be changed by this person.
The requirements to physically secure the systems used for maintenance purposes are described in Section 5.2.6.2.
In maintenance work for which the four-eyes principle must be adhered to, the following access options are allowed:
A: Maintenance access from different locations
If maintenance access to the management console is intended for specially authorised persons from different locations outside the physically secured area described in Section 5.2.6.2, the following requirements must be met:
1. Access to the management console is only possible if access takes place via an access control and surveillance and this ensures that both authorised persons must access it simultaneously and there is no option to bypass access control and surveillance.
2. Access control and surveillance must ensure that all inputs and display screens display both persons identically and there is no option to inhibit this duplication.
3. For such maintenance access only dedicated client systems are allowed that must be authenticated in the access system. This connection must always be secured using transportation security (i.e. transport encryption with integrity and authentication protection). Operation of client systems in only permitted in areas within Germany by the companies that employ the specially authorised persons.
4. Under Section 5.2.4, the management console and the client systems used must be protected against unauthorised connections and from the internet by a firewall.
B: Remote access for third parties
Read-only access may be granted to third parties (e.g. a specialist from the manufacturing firm) to support both specially authorised persons, who must themselves carry out the necessary work, provided the following requirements are met:
1. Remote access is only via a management console from which the other components of the traffic data storage system are operated.
2. Write access for a third party is effectively prevented; to support the two specially authorised persons only read access is allowed. Remote support staff are also authenticated. The specially authorised persons must have training in handling the system components to be administered to evaluate the effects of third-party recommendations before implementation.
3. Remote maintenance access over public telecommunications networks must always be secured using transportation security (i.e. transport encryption with integrity and authentication protection).
4. The local network and the client from which remote maintenance access takes place are secured according to IT baseline protection.
5. It is ensured that unencrypted traffic data and cryptographic keys cannot be seen.
6. Remote maintenance access is decoupled from the internet via a firewall in line with the measures set out in Section 5.2.4. Connection is physically prevented directly after each remote access (e.g. by pulling the connecting cable).
5.3 Logging requirement pursuant to § 113e TKG
Under § 113e(1) TKG any access to traffic data must be logged in a tamper-proof fashion. Logging must take place in the system in which the traffic data are located.
Under § 113e TKG the following must be logged:
1. date and time of access;
2. the identifiers for persons accessing the traffic data;
3. the purpose and nature of the access.
For the period of the storage requirement, it must be possible to identify which persons accessed which traffic data via which clients. Where only identifiers are registered in the log data pursuant to § 113e TKG that cannot be directly allocated to a natural person, allocation of the identifier to the person entitled to access data must be documented.
Logging of an information request by an authorised agency is done as set out in the TKÜV.
For operational access, the purpose and type of access that contains the individual processing steps must be logged e.g. through a history file on the operating system.
Log data must not provide information on the contents of deleted or processed traffic data. It must be saved in secured storage devices specifically provided for this purpose. Thus, replies to authorised agencies or expenses on data storage queries may not be contained in the log data.
Log data may be deleted with the normal protection level pursuant to the IT baseline protection. This deletion process must likewise be logged as follows:
1. date and time the log data were deleted;
2. processor of the party subject to the requirements or the person appointed by that party.
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Annex
Security concept (§ 113g)
The party subject to the requirements under § 113a(1) TKG must present the security concept pursuant to § 113g TKG to the Federal Network Agency immediately after storage starts in accordance with § 113b and again immediately in the event of any modification to the concept.
In this respect it is recommended that the security concept pursuant to § 109(4) TKG is expanded with a coherent, specific part pursuant to § 113g TKG (e.g. ‘Security concept for technical arrangements and other measures for storage obligations and maximum storage periods for traffic data pursuant to § 113g TKG’) to describe the protective measures to ensure the particularly high requirements in terms of data quality and data security in Chapters 4 and 5 of the catalogue of requirements. It is assumed that the proprietary traffic data storage system pursuant to §§ 113a et seq. TKG will be executed in a secure environment with an existing security concept to describe basic protection.
If this is not the case, the measures taken to achieve basic protection pursuant to § 109(4) TKG must be documented. For the procedure, reference is made to the catalogue of security requirements pursuant to § 109(6) TKG and to the relevant descriptions in the BSI baseline protection.
The measures taken to meet the particularly high requirements under Sections 4 and 5 of the catalogue of requirements must be presented as follows in the security concept:
1. Determination of the relevant security subsystem
To identify and differentiated hazards in the overall system in respect of the storage, processing and transmission of traffic data subject to obligatory storage under §§ 113b to 113e TKG, security subsystems (see Graph below) e.g. network elements with log data systems (call data records, interconnection interface with call data records), data filter, data storage, query and access system, must be form and described in the security concept both graphically and in written form.
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Figure 3: Implementation example of basic architecture
2. Allocation of particularly high requirements (Sections 4 and 5 of the catalogue of requirements)
2.1 Hazard analysis
The potential hazards of the protection levels defined in §§ 113b to 113e TKG must be identified and described. In addition, individual circumstances that could cause additional relevant hazards and hence require supplementary measures to achieve a particularly high standard of data security and data quality must be taken into account (where appropriate in the form of additional subsystems). These individual circumstances must take into account facts caused in the specific environment of the individual party subject to the requirements. The risk analysis may be conducted for example pursuant to BSI-Standard 100-3 [BSI2].
2.2 Allocation of protective measures under Sections 4 and 5 of the catalogue of requirements to security subsystems
The security measures to be taken to meet the statutory requirements in line with Sections 4 and 5 and the additional measures identified pursuant to Chapter 2.1 must be allocated to the respective security subsystems and described.
The documentation can be provided in the form of tables with the allocation ‘Requirement, hazard, protective measure’, comparable to the procedure under the catalogue of security requirements pursuant to § 109(6) TKG.
3. Assessment of the overall system
Even when each individual security subsystem meets the statutory requirements under §§ 113b to 113e TKG (Sections 4 and 5), residual risks may remain in respect of the security of the overall system. For this reason, a separate assessment of the high protection level of the overall system is necessary, until such time as it corresponds to the planned individual measures of the above-mentioned statutory requirements. How any remaining ‘residual risk’ is handled must be demonstrated.
� Notified in accordance with Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of information in the field of technical regulations and of rules on Information Society services (OJ L 241 of 17 September 2015, p. 1).





