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RESOLUTION NO 209/25/CONS

AMENDMENT OF THE REGULATION CONCERNING THE PROTECTION
OF COPYRIGHT ON ELECTRONIC COMMUNICATION NETWORKS AND
IMPLEMENTING PROCEDURES IN ACCORDANCE WITH LEGISLATIVE
DECREE NO 70 OF 9 APRIL 2003, REFERRED TO IN RESOLUTION
NO 680/13/CONS

THE AUTHORITY

AT the Council meeting held on 30 July 2025;

HAVING REGARD TO Law No 249 of 31 July 1997 on the ‘Creation of the
Communications Regulatory Authority and rules relating to telecommunications and
radio-television services’ and in particular Article 1(6)(b)(3) and (4-bis), and (c)(2);

HAVING REGARD TO Law No 481 of 14 November 1995, ‘Rules relating to
competition and the regulation of public utility services. Establishment of regulatory
authorities for public utility services’;

HAVING REGARD TO Directive 2001/29/EC of the European Parliament and of
the Council of 22 May 2001 on the harmonisation of certain aspects of copyright and
related rights in the information society;

HAVING REGARD TO Directive 2004/48/EC of the European Parliament and of
the Council of 29 April 2004 on the enforcement of intellectual property rights;

HAVING REGARD TO Directive (EU) 2019/790 of the European Parliament
and of the Council of 17 April 2019 on copyright and related rights in the Digital Single
Market and amending Directives 96/9/EC and 2001/29/EC;

HAVING REGARD TO Directive 2000/31/EC of the European Parliament and of
the Council of 8 June 2000 on certain legal aspects of information society services, in
particular electronic commerce, in the Internal Market (‘Directive on electronic
commerce’);

HAVING REGARD TO Regulation (EU) 2022/2065 of the European Parliament
and of the Council of 19 October 2022 on a single market for digital services and
amending Directive 2000/31/EC (hereinafter also the ‘Digital Services Act’ or ‘DSA’)
and, in particular, Articles 4, 5, 6, 8 and 9 thereof;



(‘\\) AUTORITA PER LE
‘ GARANZIE NELLE
COMUNICAZIONI

HAVING REGARD TO Decree-Law No 123 of 15 September 2023 on ’Urgent
measures to combat youth distress, educational poverty and juvenile crime, as well as
for the safety of minors in the digital field’ and, in particular, Article 15 designating the
Digital Services Coordinating Authority in implementation of Article 49 of the Digital
Services Act;

HAVING REGARD TO Legislative Decree No 259 of 1 August 2003 on the
‘Electronic Communications Code’;

HAVING REGARD TO Legislative Decree No 208 of 8 November 2021 on the
‘Implementation of Directive (EU) 2018/1808 of the European Parliament and of the
Council of 14 November 2018 amending Directive 2010/13/EU on the coordination of
certain provisions laid down by law, regulation or administrative action in Member
States concerning the Consolidated Act for the provision of audiovisual media services
in view of changing market realities’ (hereinafter referred to as ‘Consolidated Act’ or
‘Consolidated Act of audiovisual media services’);

HAVING REGARD TO, in particular: (i) Article 4 of the aforementioned
legislative decree, which provides that ‘The system of audiovisual media services and
radio broadcasting shall comply with the following principles, in order to guarantee
users: (...) e) protection of copyright and intellectual property rights’; (ii) Article 32(1),
which provides that: ‘The provisions of this Consolidated Act shall not prejudice the
principles and rights referred to in Law No 633 of 22 April 1941 concerning the
protection of copyright and other related rights, and the penalties provided for in
Chapter III of Title III of that Law. Audiovisual media service providers shall ensure
full compliance with the principles and rights set out in ((...)) Law No 633 of 22 April
1941, irrespective of the platform used for the transmission of audiovisual content’, as
well as paragraph 2(b), which provides that: ‘Audiovisual media service providers shall
ensure full respect for the principles of copyright and related rights, regardless of the
platform used for the transmission. More specifically, by: (...) b) refraining from
transmitting or retransmitting, or otherwise making available to users, on any platform
and whatever the type of service offered, programmes covered by the intellectual
property rights of third parties, or parts of such programmes, without the consent of
right holders, and without prejudice to the provisions on short news reports’; (iii)
Article 67(1), which provides that‘The Authority shall, in accordance with the
procedures laid down in its own regulation, apply, on the basis of the principles of
proportionality, appropriateness and observance of the adversarial procedure,
penalties for infringement of the obligations relating to programming, advertising and
broadcasting content, and in particular those provided for: (...) p) concerning
infringements of the copyright rules referred to in Article 32(2)’ and paragraph 2,
which provides that ‘the Authority, applying the rules set out in Sections I and II of
Chapter I of Law No 689 of 24 November 1981, taking into account, in particular, the
seriousness of the event and the consequences thereof and the duration and possible
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repetition of the infringements, shall decide to impose an administrative fine of: (a)
EUR 10,329 to EUR 258,228, in the event of non-compliance with the provisions of
paragraph 1 (...) and p)’;

HAVING REGARD TO Legislative Decree No 177 of 8 November 2021 on the
‘Implementation of Directive (EU) 2019/790 of the European Parliament and of the
Council of 17 April 2019 on copyright and related rights in the Digital Single Market
and amending Directives 96/9/EC and 2001/29/EC’;

HAVING REGARD TO Legislative Decree No 50 of 25 March 2024 on
‘Supplementary and corrective provisions to Legislative Decree No 208 of
8 November 2021, laying down the Consolidated Act of audiovisual media services in
view of changing market realities, implementing Directive (EU) 2018/1808 amending
Directive 2010/13/EU’;

HAVING REGARD TO Law No 633 of 22 April 1941 on the ‘Protection of
copyright and other rights related to its exercise’ (hereinafter also the ‘Copyright Law’
or ‘LDA’);

HAVING REGARD TO Law No 93 of 14 July 2023 laying down ‘Provisions for
the prevention and enforcement of the unlawful dissemination of content protected by
copyright through electronic communications networks’ (hereinafter also the ‘Anti-
piracy law’);

HAVING REGARD TO Law No 159 of 13 November 2023, on ‘Conversion
into law, with amendments, of Decree-Law No 123 of 15 September 2023 on urgent
measures to combat youth distress, educational poverty and juvenile crime, as well as
for the safety of minors in the digital sphere’ and, in particular, Article 15-ter which
amended and supplemented some specific provisions of the aforementioned
Law No 93/2023;

HAVING REGARD TO Decree-Law No 113 of 9 August 2024 on ‘Urgent fiscal
measures, extensions of regulatory deadlines and economic measures’ (hereinafter also
referred to as ‘Omnibus Decree’), converted, with amendments, into Law No 143 of
7 October 2024, which amended the Anti-piracy law;

HAVING REGARD TO Legislative Decree No 70 of 9 April 2003 on the
‘Implementation of Directive 2000/31/EC on certain legal aspects of information
society services, in particular electronic commerce, in the Internal Market’ (hereinafter
also the ‘Decree’);

HAVING REGARD TO Law 167 of 20 November 2017 on ‘Provisions for the
fulfilment of the obligations arising from Italy’s membership of the European
Union — European Law 2017’ (hereinafter ‘European Law 2017’) and in particular
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Article 2, titled ‘Provisions on copyright. Full compliance with Directive 2001/29/EC
and Directive 2004/48/EC’°, which sets out that ‘1. For the implementation of the
provisions of Article 8 of Directive 2001/29/EC of the European Parliament and of the
Council of 22 May 2001, and Articles 3 and 9 of Directive 2004/48/EC of the European
Parliament and of the Council of 29 April 2004, upon application of the right holders
the Communications Regulatory Authority may order, as a precautionary measure,
information society service providers, to immediately put an end to infringements of
copyright and related rights, if these infringements are identified on the basis of a
summary assessment of the facts and there is a threat of an imminent and irreparable
detriment to the right holders. 2. Using its own rules, the Authority regulates the
procedures with which the precautionary measure referred to in paragraph 1 is adopted
and communicated to the parties involved, as well as the parties entitled to lodge a
complaint against this provision, the terms within which to lodge a complaint, and the
procedure whereby the Authority’s final decision is adopted. 3. By the Regulation
referred to in paragraph 2, the Authority shall identify appropriate measures to prevent
the recurrence of infringements already established by the Authority’;

HAVING REGARD TO the European Parliament resolution with
recommendations to the Commission on ‘Challenges of sports events organisers in the
digital environment’ (2020/2073(INL)) of 19 May 2021 (hereinafter also referred to as
the ‘Resolution’);

HAVING REGARD TO the European Commission Recommendation on
combating online piracy of sports and other live events (C (2023) 2853 final) of 4 May
2023 (hereinafter also the ‘Recommendation’);

HAVING REGARD TO the jurisprudence of the Court of Justice of the European
Union and the European Court of Human Rights and Fundamental Freedoms on the
protection of copyright and related rights, as well as on electronic commerce;

HAVING REGARD TO Resolution No 680/13/CONS of 12 December 2013 on
the ‘Regulation on the protection of copyright on electronic communications networks
and implementing procedures pursuant to Legislative Decree No 70 of 9 April 2003’
(hereinafter the ‘Copyright Regulation’ or ‘Regulation’) and subsequent amendments
and additions;

HAVING REGARD TO, in particular, Resolution No 189/23/CONS of
26 July 2023 on ‘Amendments to the Regulation concerning the protection of copyright
on electronic communications networks and implementation procedures in accordance
with Legislative Decree No 70 of 9 April 2003, as referred to in Resolution
No 680/13/CONS’;

HAVING REGARD TO Resolution No 321/23/CONS of 5 December 2023
laying down ‘the technical and operational requirements for the single technological
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platform with automated operation for the execution of Decision No 189/23/CONS
implementing Law No 93 of 14 July 2023’;

HAVING REGARD TO Resolution No 47/25/CONS of 18 February 2025 on the
‘Start of a public consultation on the draft resolution amending the Regulation
concerning the protection of copyright on electronic communication networks and
implementing procedures in accordance with to Legislative Decree No 70 of 9 April
2003, referred to in Resolution No 680/13/CONS’;

HAVING REGARD TO Resolution No 48/25/CONS of 18 February 2025
entitled *Update of the technical and operational requirements of the single automated
technology platform known as Piracy Shield’;

HAVING REGARD TO Resolution No 223/12/CONS of 27 April 2012, entitled
‘Adoption of the new Regulation governing the organisation and operation of the
Authority’, as last amended by Resolution No 58/25/CONS of 6 March 2025;

Having REGARD TO Decision No 410/14/CONS of 29 July 2014 laying down
“Rules of procedure on administrative penalties and commitments and public
consultation on the document entitled ‘Guidelines on the quantification of
administrative fines imposed by the Communications Regulatory Authority’”and, in
particular, Annex A thereto on ‘Text of the rules of procedure on administrative
penalties and commitments’, as last amended by Decision No 286/23/CONS;

HAVING REGARD TO Resolution No 107/19/CONS of 5 April 2019 on
‘Regulation on consultation procedures in proceedings falling under the Authority’s
competence’;

HAVING REGARD TO Directive 2015/1535/EU of the European Parliament and
the Council of 9 September 2015 laying down a procedure for the provision of
information in the field of technical regulations and of rules on Information Society
services;

WHEREAS the aforementioned Resolution No 47/25/CONS launched a public
consultation on the amendments and additions to the Regulation made necessary in the
light of the most recent national and EU-wide legislative provisions;

WHEREAS the draft regulation annexed to Resolution No 47/25/CONS was
notified to the European Commission by the Central Notifications Unit of the Ministry
of Enterprises and Made in Italy, in accordance with Directive (EU) 2015/1535, on 12
March 2025, under number 2025/0148/1T;
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HAVING REGARD TO the request for additional information made by the
European Commission pursuant to the aforementioned Directive (EU) 2015/1535, and
received through the aforementioned Central Unit, on 2 April 2025 (ref. No 0085912);

HAVING REGARD TO the comments made by the European Commission,
pursuant to the aforementioned Directive (EU) 2015/1535, received through the
aforementioned Central Unit on 19 June 2025 (ref. No 0152751);

HAVING REGARD TO the contributions received in the context of the public
consultation by the following stakeholders: Italian Association for ICT (ANITEC —
ASSINFORM) (ref. No 0089195 of 7 April 2025), Italian Publishers’ Association (AIE)
(ref. No 0087894 of 4 April 2025), Italian Internet Service Providers’ Association
(AIIP) (ref. No 0087674 of 4 April 2025), Italian telecommunications industry
association (ASSTEL) (ref. No 94494 of 11 April 2025), Italian Independent Internet
Service Providers’ Association (Assoprovider) (ref. No 84545 of 1 April 2025),
Computer & Communications Industry Association — CCIA (ref. No 0087776 of 4
April 2025), Italian Broadcasting Industry Association (CRTV) (ref. No 0087740 of 4
April 2025), Dazn Limited (ref. No 0087190 of 3 April 2025), eBay GmbH (ref. No
0087877 of 4 April 2025), EOLO S.p.A. (ref. No 0087709 of 4 April 2025), Federation
for the Protection of the Audiovisual and Multimedia Content Industries (FAPAYV) (ref.
No 0089232 of 7 April 2025), Fastweb S.p.A. (ref. No 0087762 of 4 April 2025),
Federation against Music and Multimedia Piracy (FPM) (ref. No 0086517 of 3 April
2025), Google Ireland Limited (ref. No 0087671 of 4 April 2025), Iliad Italia S.p.A.
(ref. No 0087855 of 4 April 2025), Motion Picture Association EMEA — MPA (ref.
No 0087921 of 14 April 2025), Open Fiber (ref. No 0086484 of 3 April 2025), PostePay
S.p.A. (ref. No 0088043 of 4 April 2025), RTI — Reti Televisive Italiane S.p.A. (ref. No
0087050 of 3 April 2025), Italian Society of Authors and Publishers (SIAE) (ref. No
0088148 of 4 April 2025), Sky Italia S.r.l (ref. No 0087921 of 4 April 2025), Telecom
Italia S.p.A. (ref. No 0087805 of 4 April 2025), Vodafone Italia S.p.A. (ref. No
0087895 of 4 April 2025), Wind Tre Spa (ref. No 0083172 of 31 March 2025);

HAVING EXAMINED the comments made during the hearings by the following
stakeholders who so requested: Italian Association for ICT (ANITEC — ASSINFORM)
(ref. No 0123435 of 19 May 2025), Italian Internet Service Providers’ Association
(AIIP) (ref. No 0123430 of 19 May 2025), Italian Independent Internet Service
Providers’ Association (Assoprovider) (ref. No 0123524 of 19 May 2025), Computer &
Communications Industry Association — CCIA (ref. No 0123454 of 19 May 2025),
Dazn Limited (ref. No 125393 of 20 May 2025), Federation for the Protection of the
Audiovisual and Multimedia Content Industries (FAPAV) (ref. No 0123459 of 19 May
2025), Federation against Music and Multimedia Piracy (FMP) (ref. No 123477 of 19
May 2025), Motion Picture Association EMEA — MPA (ref. No 125238 of 20 May
2025), PostePay S.p.A. (ref. No 0123481 of 19 May 2025), RTI — Reti Televisive
Italiane S.p.A. (ref. No 125381 of 20 May 2025), Sky Italia S.r.I (ref. No 125257 of 20
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May 2025), Vodafone Italia S.p.A. (ref. No 0123492 of 19 May 2025), Wind Tre Spa
(ref. No 0123508 of 19 May 2025);

WHEREAS the Regulation annexed to Resolution No 680/13/CONS of
12 December 2013, as subsequently amended and supplemented, is considered to be a
best practice at European level, as a valid instrument for the protection of copyright and
related rights, and that the same Regulation has received the endorsement of the
Constitutional Court, from which the rulings of the Lazio Regional Administrative
Court and the Council of State rejecting the appeals concerning the same Regulation
followed, which confirmed the powers and right of the Authority to take action on
copyright matters. It is also recalled that the appeals initiated by an association of
providers against Resolutions Nos 490/18/CONS and 189/23/CONS, concerning the
precautionary measure and, in particular, that concerning live sports events carried out
by using the Piracy Shield platform, were, following their meeting and joint hearing,
rejected by the Lazio Regional Administrative Court (judgment No 1223/2024).
Following the recognition of the full legitimacy of the Communications Regulatory
Authority (AGCOM) measure and of the Authority’s powers as the competent
administrative authority in matters of online copyright protection, the Authority’s role
in this area was further strengthened through primary legislation conferring new
powers, most recently through the Anti-piracy law;

WHEREAS in the application of the legislation introduced concerning the
protection of copyright on electronic communication networks, the Authority operates
in compliance with the fundamental rights of the individual by implementing a balance
between opposing interests, ensuring, in particular, the freedoms of communication,
expression and expression of thought, reporting, comment, criticism and discussion, as
well as compliance with the system of exceptions and limitations referred to in the
Copyright Law, and in light of the provisions of European Union law and, in particular,
the Charter of Fundamental Rights of the European Union;

HAVING ACKNOWLEDGED, as a preliminary step, the amendments made to
the EU-level reference legislation and, in particular, the amendments made to the e-
Commerce Directive by the Digital Services Act;

NOTING in particular the following:

- the approval of Regulation 2022/2065 of the European Parliament and of the
Council of 19 October 2022 on a Single Market for Digital Services and
amending Directive 2000/31/EC introduces significant changes in combating the
online dissemination of illegal content;

- Article 89 of the DSA, amending Directive 2000/31/EC, provides that Articles
12 to 15 of that directive are to be deleted and that references to those articles
shall be construed as references to Articles 4, 5, 6 and 8, respectively, of the
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Digital Services Act. Legislative Decree No 50 of 25 March 2024 therefore
repealed Articles 14 to 17 of Legislative Decree No 70 of 9 April 2003;

the aforementioned articles 4, 5 and 6, on the basis of the definition of
‘intermediary service’ pursuant to Article 3 of the same DSA, define the liability
regime, services of ‘mere conduit’, ‘caching’ and ‘hosting’, respectively,
without making, as far as is of interest for the purposes of this provision,
significant changes to the previous definitions. Moreover, Article 8 confirms the
exemption of liability for the same subjects, understood as the absence of
general obligations to monitor or establish facts actively;

those provisions provide that a judicial or administrative authority having
supervisory functions may require, even as a matter of urgency, the provider, in
the exercise of its activities as defined therein, to prevent or put an end to the
infringements committed, by acting immediately to remove illegal information
or disable access thereto;

Article 9 of the DSA provides that ‘Upon the receipt of an order to act against
one or more specific items of illegal content, issued by the relevant national
judicial or administrative authorities, on the basis of the applicable Union law
or national law in compliance with Union law, providers of intermediary
services shall inform the authority issuing the order, or any other authority
specified in the order, of any effect given to the order without undue delay,
specifying if and when effect was given to the order’;

the Digital Services Act is without prejudice to the rules on copyright protection
and, in particular, to the derogations from the principle of the country of
establishment of the service provider provided for in Article 3 of Directive
2000/31/EC;

also, according to Article 4 of Legislative Decree No 70 of 9 April 2003,
‘copyright’ and ‘assimilated rights’ are excluded from the application of the
specific provisions pursuant to Article 3(1) and (2) concerning the prohibition,
in the so-called ‘regulatory scope’, to ‘limit the free circulation of information
society services originating from a provider based in another Member State’;

in addition, as the Digital Services Act makes clear, the Authority may issue
removal orders for illegal content to intermediary services providers established
in another Member State. The Authority has also been designated as the Digital
Services Coordinator in implementation of Article 49 of the DSA;

the Commission Recommendation on the fight against online piracy of sports
and other live events confirms the particular attention paid at the European level
to copyright protection through appropriate and effective action to combat all
forms of online piracy and, specifically, of that relating to live events with
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respect to which the resulting damage in employment and economic terms is
known. The European Commission pointed out that ‘It is important to ensure
that remedies available to holders of rights allow prompt action, which takes
into account the specific nature of the live transmission of an event, in particular
its time sensitive element’;

the Recommendation, recalling the binding provisions deriving from other
European regulatory frameworks (Directives 2000/31/EC, 2001/29/EC,
2002/58/EC, Regulation (EU) 2022/2065, Directive (EU) 2019/790 and
Directive 2004/48/EC), aims to encourage Member States (and for these,
competent national authorities, right holders and providers of intermediary
services) to adopt ‘effective, appropriate and proportionate measures to counter
unauthorised retransmissions of sports and other live events, in accordance with
the principles set out in this Recommendation and in full compliance with Union
law, including the Charter of Fundamental Rights of the European Union’;

in particular, the Recommendation pursues, inter alia, the objective of
minimising the damage caused by the unauthorised retransmission of live events
through timely intervention (during retransmission) by the provider of
intermediary services. To this end, right holders and providers of intermediary
services cooperate on ‘the development and use of technical solutions to
facilitate the processing of reports, such as application programming
interfaces’. To ensure maximum effectiveness for the intervention, the
Recommendation provides that orders are ‘dynamic’ in nature;

NOTING the following with regard to the national regulatory framework:

9

Article 2 of the European Law 2017 extended the tools available to the
Authority to combat copyright infringements on electronic communications
networks by granting the power to issue, at the request of right holders,
administrative injunctions of a precautionary nature against information society
service providers aimed at ‘immediately’ ending infringements of copyright and
related online rights, as well as specific powers in the event of repeated
infringements already established by the Authority;

that power was based on Article 8(3) of Directive 2001/29/EC (Directive
‘InfoSoc’) of the European Parliament and of the Council of 22 May 2001 on the
harmonisation of certain aspects of copyright and related rights in the
information society, according to which ‘Member States shall ensure that right
holders are in a position to apply for an injunction against intermediaries whose
services are used by a third party to infringe a copyright or related right’.
Directive 2004/48/EC (the so-called ‘Enforcement’ directive) has also expressed
itself in this sense;
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- in implementation of the aforementioned European law, on 16 October 2018, the
Authority approved, following a detailed public consultation phase, Resolution
No 490/18/CONS by which significant amendments were made to the Copyright
Regulation (Articles 8-bis and 9-bis) to introduce provisions concerning
precautionary measures and measures against repeated infringements. At that
time, the Authority decided to interpret the adverb ‘immediately’ as a time frame
then deemed sufficiently effective, namely three days from receipt of the
application;

- since that date, in exercising this precautionary power, the Authority has
effectively adopted numerous precautionary orders which have become
definitive pursuant to Article 9-bis(5), since no complaint has been received
from the interested parties;

- following the amendments made to the DDA Regulation by
Resolution No 189/23/CONS, on the basis of the provisions of the Resolution of
the European Parliament and the Recommendation of the FEuropean
Commission, with the introduction of paragraphs 4-bis, 4-ter, 4-quater, 4-
quinquies and 4-sexies to Article 9-bis, the precautionary procedure has also
been applied to audiovisual works concerning sports events or similar events,
i.e. parts of the event, such as summaries or highlights (the
‘highlights’) — works which, pursuant to Article 78-quater of LDA, and in the
light of settled case-law (Criminal Court of Cassation, Section III, 4 July 2006,
No 33945), are protected by copyright law;

- the Anti-piracy law, which entered into force on 8 August 2023, strengthens the
powers already attributed to Agcom in the field of online copyright protection
and combating piracy. In particular, Article 2 provides that the Authority shall
adopt ‘dynamic orders’ in so far as the measure by which it orders service
providers to disable access to illegally disseminated content by blocking the
DNS resolution of domain names and blocking the routing of network traffic to
IP addresses uniquely intended for illegal activities is also extended ‘to any
other future domain name, subdomain name or IP address, where technically
possible, to anyone attributable, including changes in name or simple
declination or extension (so-called top level domain), which allows access to the
same illegally disseminated content and content of the same nature’. However,
the law does not specify the method by which the content is illegally
disseminated (IPTV or online streaming sites), meaning that all such methods
fall within its scope;

- where ‘gravity and urgency’ conditions apply to the provision of live broadcast
content, the Authority, by means of a precautionary measure, adopted with an
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abbreviated procedure without adversarial proceedings at the request of the
entitled parties, orders service providers to disable access to illegally distributed
content by blocking domain names and IP addresses. This is without prejudice
to the right to lodge a complaint against this decision;

- the object of the protection is not only sports events broadcast live but, more
generally, ‘live broadcast content, first viewings of cinematographic and
audiovisual works or entertainment programmes, audiovisual content, including
sports content, or other similar intellectual works, sports events as well as
events of social interest or of great public interest pursuant to Article 33(3) of
Legislative Decree No 208 of 8 November 2021°;

- the list of domain names and IP addresses through which the illegally
disseminated content is made available, which the holder indicates in the
application and which are indicated in the precautionary measure, may be
updated by the right holder or his/her successors in title and ‘communicated
directly and simultaneously by the Authority to the subjects to whom the
measure is addressed, who must promptly remove or disable it, in any case
within a maximum period of 30 minutes from the communication’;

- the full unfolding of the effects of the precautionary procedure in question, as
provided for by the anti-piracy law, is linked to the implementation of a platform
that uses technological measures that allow automated management of notices
following the precautionary order so that the service provider can disable access
to the electronic addresses covered by the notice in time to ensure effective
protection;

- Pursuant to Article 2(5) of the Anti-piracy law, service providers ‘shall
implement the Authority’s decision without delay and, in any event, within no
more than thirty minutes of notification, either by disabling the DNS resolution
of the domain names and the routing of network trdffic to the IP addresses
indicated in the list referred to in paragraph 4 or, in any event, by taking the
necessary technological and organisational measures to make the content
disseminated illegally non-usable by end users’;

- the Omnibus Decree, converted with amendments by Law No 143 of 7 October
2024, made significant amendments to Law No 93 of 14 July 2023 and Law No
633 of 22 April 1941;

- firstly, the Omnibus Decree amended paragraph 1 of Article 2, replacing the
word ‘unequivocally’ with ‘predominantly’. Under this amendment, flaggers are
no longer required to demonstrate that reported domain names and IP addresses
are unequivocally intended to infringe copyright or related rights of the
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audiovisual works owned by them. The predominance requirement must be
interpreted in the light of the criteria of proportionality and reasonableness,
assessing it on a case-by-case basis. In any event, rights holders are required to
submit notices with the utmost diligence and rigour and to exclude resources
that pose a high risk of overblocking, such as content delivery networks. In the
event of non-compliance with the requirements and conditions governing the
operation of the Piracy Shield platform, the Authority shall suspend
accreditation;

- closely linked to the amendment referred to in Article 2(1) of the Anti-piracy
law is the new provision referred to in the last sentence of paragraph 3, which
provides that ‘any individual who demonstrates a qualified interest may request
the lifting of access inhibition measures on the grounds of documented failure to
meet the legal requirements, including the occurrence thereof’. Arguably, the
rationale of the rule — which appears to broaden the range of individuals entitled
to lodge a complaint, a matter already governed by the Regulation — lies in the
need to free up resources when these are no longer intended for illegal activities
(for example, where a hosting provider transfers a resource to another party);

- in addition, Article 2 of the Anti-piracy law has been amended by introducing an
explicit reference to VPN and DNS service providers publicly available
wherever they are resident and wherever they are located, as recipients of the
Authority’s orders;

- it being understood that the standard, in its previous wording, referred to service
providers involved in any capacity in the accessibility of the illegal website or
services, the explicit mention of VPN and publicly available DNS service
providers enabled the Authority to accelerate the engagement activities of these
entities, which had already been initiated previously, primarily through the
adoption of Resolution No 401/24/CONS, by which the Authority recalled VPN
and publicly available DNS service providers, wherever resident or located,
search engine service providers and, more generally, information society service
providers involved in any capacity in the accessibility of the website or illegal
services to implement, in execution of the aforementioned regulatory provisions,
all necessary activities to ensure the full functioning of the Piracy Shield
platform through its final and full accreditation;

- in addition, Article 2(5) provides that search engine operators and information
society service providers, in cases where they are not involved in the
accessibility of the illegal website or services, shall ensure, within thirty minutes
of the notification of the disabling measure, that all technical measures are taken
to hinder the visibility of the infringing content, including in any case the de-
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indexing from the search engines of domain names that are the subject of the
Authority’s blocking orders, including domain names that have been reported
through the platform;

- the Piracy Shield platform is the technological tool made available by AGCOM
to enable service providers to follow up on the regulatory provisions within the
deadlines laid down therein;

- The Omnibus Decree then added paragraph 5-bis to Article 2 of the Anti-piracy
law, providing that ‘Providers of IP address assignment services, the Italian
Registry for the country code Top Level Domain (ccTLD) .it, providers of
domain name registration services for ccTLDs other than the Italian one and for
generic Top Level Domain names (gTLDs), shall periodically rehabilitate the
resolution of domain names and the routing of network traffic to IP addresses
blocked pursuant to this Article, at least six months after their blocking, and
which are not used for illegal purposes’. Without prejudice to the fact that the
provision does not require the involvement of the Authority and that in this case
too the rationale for the provision is to be seen as the need to free up resources,
notes that the legislator has called on persons who had not hitherto been
involved in actions to combat piracy and that, in order to release them, they will
have to carry out substantive checks on the content of domain names and IP
addresses subject to previous blocking in order to verify that they are no longer
used for illegal purposes;

- with reference to the unblocking activity, the legislator introduced paragraph 7-
bis in Article 2 by providing that ‘The Authority, in order to ensure the most
efficient start of the operation of the platform and the effective execution of
inhibition orders, sets, limited to the first year of operation of the platform,
maximum quantitative limits of IP addresses and of Fully Qualified Domain
Name (FQDN) which may be blocked at the same time. After the first year of
operation of the platform, no quantitative limit shall be permitted. The
Authority, in order to ensure the proper functioning of the process of obscuring
FQDNs and IP addresses, on the basis of reaching the maximum capacity of the
blocking systems implemented by Internet Service Providers (ISPs) according to
the technical specifications already defined or also on the basis of reporting the
subjects referred to in paragraph 4, orders to rehabilitate the DNS resolution of
domain names and to unblock the routing of network traffic to IP addresses
blocked for at least six months, by publishing the updated list of IP addresses
and DNS domain names on the single technological platform with automated
operation, referred to in Article 6(2)’;
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- the Authority, within the technical panel established pursuant to Article 6 of the
Anti-piracy law, has defined the maximum limits relating to the resources to be
blocked based on the indications formulated by ISPs on the basis of technical
reasons presented by them on several occasions. The release of resources
blocked for at least six months shall therefore take place in accordance with the
platform’s capacity and subject to the limits imposed by ISPs which have
already been expanded once in line with the roadmap defined by the technical
panel itself;

CONSIDERING, therefore, in light of the above, that it is consistent with EU and
national law to provide, in the case of infringements concerning events broadcast live as
defined by the law, for a specific precautionary measure aimed at the adoption by the
Authority of an order to disable access to content disseminated illegally online, by
which the audiovisual works concerning live and similar sports events disseminated
illegally online, in which the applicants — having proven ownership of the rights to the
aforementioned content, having identified the electronic addresses authorised to
broadcast and those that, on the other hand, disseminate content illegally, as well as
having proven the existence of the fumus boni iuris and of the periculum in mora being
proved — simultaneously request that the same order be carried out by the recipients also
in relation to the other electronic addresses that are the subject of subsequent notices.
For subsequent notices, disabling must be carried out immediately and in any case no
later than thirty minutes from receipt of the communication. In fact, this procedure, in
addition to allowing for the issuance of a measure that immediately inhibits
infringements already committed through the sites, allows the prevention of subsequent
and further unlawful conduct, since the electronic addresses subsequently identified
convey content equivalent to those already subject to an injunction, without the provider
being burdened by any surveillance burden. The notices following the first request, due
to the automated procedure through which they are managed within the stringent time
frame for ensuring adequate protection to right holders, are not communicated to the
uploader and the page and website operators, or in any case to the subjects to whom the
electronic address can be traced back, which can be traced. However, in order to ensure
full compliance with the procedural guarantees in this case, too, the redirection page
referred to in Article 8(5) of the Regulation in this case contains the notice of the
possibility to lodge a complaint, also via a link that refers to the Authority’s website
where the relevant modalities are detailed;

CONSIDERING that the full unfolding of the effects of the precautionary
procedure in question is linked to the implementation of the Privacy Shield platform
that uses technological measures that allows automated management of notices
following the precautionary order so that the service provider can disable access to the
electronic addresses covered by the notice in time to ensure effective protection;
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HAVING REGARD TO Article 18 of the DDA, which contains a reviewability
clause whereby the Authority may ‘review the Regulation on the basis of the experience
resulting from its implementation, as well as in the light of technological innovation and
market developments, after hearing the interested parties’;

With reference to the amendments and/or supplementary proposals made by the
participants in the consultation on the substance of the proposals for amendments to the
Regulation, the main positions represented are reconstructed below, providing, on a
case-by-case basis, an indication of the reasons that led to one solution rather than
another as incorporated in the final text of the Regulation.

On comments of a general nature

Main positions of the interested parties

Several parties (Wind Tre, Eolo, Fastweb) have expressed their appreciation for the
proposed amendments to the Regulation and for the work carried out by the Authority
in combating audiovisual piracy. One of these (Fastweb) hopes that the proposed
amendments will enhance the effectiveness of the new regulatory measures introduced
at national and EU level to combat illegal content on public electronic communications
networks and that they will provide all operators in the sector with a regulatory
framework that is both certain and suited to the new challenges.

Another respondent (ASSTEL) notes that it has proactively collaborated with the
Authority with the aim of ensuring that the digital environment increasingly adheres to
the principle of legality, ever since the adoption of the Regulation on the promotion of
legal content and the protection of copyright on electronic communications networks in
2013. It highlights how the implementation of the Piracy Shield within the challenging
time frame set out in Law No 93/2023 was made possible thanks to the enormous
commitment of operators and the fruitful dialogue with the Authority to address, as
effectively and promptly as possible, the numerous issues raised by the implementation
activities.

One party (Assoprovider) acknowledges the importance of measures to combat digital
piracy, but highlights the need for such measures to be fair, proportionate and
sustainable and for attention to be paid to the impact on small and medium-sized
enterprises operating in the telecommunications sector.

Similarly, another party (Iliad), while taking into account the spirit of the Regulation,
considers that some of the proposed amendments to the text are excessively onerous,
disproportionate and, in some cases, impossible to implement, given both the liability
placed on operators and the nature of the activities they carry out or may carry out in
relation to the transmission of content.
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Another respondent (Anitec-Assinform) believes that the scope of the Regulation is too
broad, with definitions that fail to clearly identify the parties required to comply with
the legislation, and that this would be contrary to EU law. The scope should, therefore,
be detailed both with regard to infringements and with regard to the parties, established
within Italian territory, who actually have the capacity to block (IP/DNS), and also in
light of the Omnibus Decree. It also argues that some of the proposed provisions could,
if adopted, breach the country of origin principle enshrined in the e-Commerce
Directive 2000/31/EC, extending certain obligations to all ISPs, regardless of the
Member State in which they are established.

One party (AIE) points out that the proposed amendments to the Regulation represent
an important step in the fight against piracy, bringing them into line with recent
legislative changes. That party (AIE) offers some observations on the academic and
professional book and journal publishing sector. Firstly, it considers it appropriate for
the Regulation to respect the underlying rationale on which the legislature based Law
No 93/2023, which is designed to combat online piracy relating to events broadcast live
in a timely manner (types of content specified in Article 2(3) of the Anti-piracy law). In
particular, it considers that the new measures cannot apply to the book and publishing
sector, as content infringements take place over several seconds (the time required to
download the files and, therefore, not live). (AIE) believes it is useful to strengthen the
measure in place, extending the IP block to the DNS block commonly used.

Another party (FPM) also considers that the amendments introduced to the Regulation
must comply with the underlying rationale of Law No 93/2023, namely the criteria of
gravity and urgency. Therefore, while agreeing on the need to intervene in real time on
the illegal dissemination of live sports and non-sporting events (urgency criterion) and
the need to intervene with the same measures on pre-releases, i.e. on works illegally
disseminated before their launch on the market (gravity criterion), the party considers
that particular attention should be paid to an excessive enlargement of cases falling
within the scope outlined in Article 10.

In summary, according to both parties (AIE and FPM), an overly broad interpretation
of the types of content eligible for protection would deprive Articles 8 and 9 of the
Regulation of much of their meaning, rendering them meaningless and ineffective.

Again, in general terms, one party (FPM) believes it is advisable to take into account
the technical limitations imposed by the procedures for submitting notices via the Piracy
Shield platform. It highlights that the experience gained in the first year of operation,
which concerned only notices concerning live sports events, has shown the sensitivity of
the system in terms of technological requirements and limits imposed on the volumes of
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infringements that were reported. Extending it to a large number of other potential
infringements would risk causing an exponential increase in the number of blocked
resources and jeopardising the stability and proper functioning of the system. That party
(FPM) believes that it is essential to strike the right balance between the forms of
protection afforded to the various industrial sectors. It stresses that the law precisely
identifies the industries that may benefit from the protections provided for in Article 10
of the Regulation; within the limits imposed by the specific characteristics of the works
on which the identified owners have rights and the specific characteristics of their
commercial exploitation, (FPM) considers that the greatest effort should be made to
standardise the levels of protection.

Finally, the same party (FPM) requests that the new Regulation remain flexible and that
the Authority be available and ready to amend its provisions. It specifies that this need
stems from rapid changes in the business models of copyright-based industries and,
above all, from the rapid evolution of forms of infringement. It adds that the categories
of infringements penalised under the Regulation may soon appear outdated due to the
revolution brought about by artificial intelligence, making it necessary to include in the
Regulation provisions for real-time intervention or, at the very least, intervention within
a very short time frame regarding phenomena such as deepfakes or other infringements
related to the use of Al

Another party (CRTYV) also welcomes AGCOM’s initiative and the work carried out to
strengthen the protection of copyright online. It stresses the importance of rapid and
effective tools to counter infringements, at no cost to the injured parties, but only to the
infringers and reiterates the need to prevent the reposting of content that has already
been removed or prohibited. Accordingly, while welcoming the proposed scheme, it
states that it endorses: the extension of the dynamic blocking measure to include film
premieres and live broadcasts; the application of injunctions to all service providers, not
just ISPs; and the involvement of search engines in measures to combat piracy.

One party (MPA) states that it supports the progress made by the procedure utilising the
Piracy Shield and the results achieved by AGCOM and welcomes the clarifications
provided in Resolutions Nos 47/25/CONS and 48/25/CONS. In expressing appreciation
in relation to the proposed amendments to the Regulation, it considers the system of the
administrative blocking of websites a pioneering example on a global level. It considers
that dynamic live blocking and the use of the Piracy Shield represent an evolution of
this system through the use of an automated platform initially — and currently — limited
to the protection of live sports events. It considers that this (semi-)automatic tool may
have a significant potential in protecting ‘time-sensitive’ VOD content, i.e. first
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viewings and programmes broadcast live, addressing the challenge that all rights holders
face, known as domain hopping, i.e. the phenomenon whereby pirate websites
constantly move (‘hopping’) from one domain to another to circumvent the blocking
orders on the original websites (in this regard, it cites the example of the
‘Eurostreaming’ website). In general, (MPA) is in favour of the proposed amendments
and the expansion of the procedure for the live blocking of websites to a broader
spectrum of live content and first viewings of cinematographic and audiovisual works.
It argues that giving audiovisual rights holders access to this tool, via the Piracy Shield
platform, could potentially ease the burden on the courts by handling routine tasks and
streamlining communication with Internet Service Providers (ISPs) and other
intermediaries. In this regard, it states that the platform should provide immediate
updates on the resources to be blocked, integrating seamlessly with the systems of ISPs
and intermediaries to ensure greater efficiency.

That party (MPA) supports a targeted and proportionate website blocking procedure
designed to avoid consequences such as overblocking, emphasising that website
blocking is a shared responsibility, based on the principle of due diligence (rather than
fault), among all stakeholders. It considers that website blocking should be targeted and
applied with care to avoid impacting legitimate services and that, where possible,
technical tools should be used to identify and map shared IP addresses. It adds that,
especially in the rapidly evolving context of live blocking, it is crucial that CDN
providers take measures to make the targeted blocking of websites possible. A key
example of a proportionate and targeted measure taken by content delivery network
providers is blocking at the CDN level. In order to avoid overblocking and maintain a
balance between speed and due process principles, (MPA) considers that certain
amendments or clarifications should be considered to optimise the process and ensure
that it is in line with industry best practices.

Two parties — (RTTI and FAPAV) — emphasise the need to consistently use ‘DSA’ as the
acronym for the Digital Services Act throughout the text of the Regulation.

Comments by the Authority

Firstly, it should be noted that the amendments proposed by the Authority incorporate
the new legislative provisions aimed at strengthening the tools to combat the illegal
transmission or dissemination of content protected by copyright and related rights on
electronic communications networks, with the aim of providing all stakeholders in the
sector with a clear and appropriate regulatory framework. With specific reference to

18
209/25/CONS



Q AUTORITA PER LE
GARANZIE NELLE
COMUNICAZIONI

measures to combat digital piracy, while referring to the more detailed explanations
provided in the comments on Article 8 regarding the measures adopted with respect to
service providers, it is reiterated that the Authority’s intervention is consistently guided
by the most rigorous and careful balancing of the interests involved, in accordance with
the principles of graduality, proportionality and adequacy, so as to respond to the
rationale underpinning the legislation on copyright and related rights, without prejudice
to compliance with the principles enshrined for the protection of fundamental rights and
freedom of expression. It seems appropriate to also point out that the new Regulation
fully and completely implements the Anti-piracy law — which, as is well known,
requires the use of the gravity and urgency requirements for intervention through the
Piracy Shield technological platform — by extending the range of content that can be
protected.

With regard to the sustainability of the measures and the comments received concerning
their scope, please refer to the clarification provided in Article 8. With regard to the
blocking of IP addresses, please also refer to the comments on Article 8.

In response to a request from one of the interested parties, it is confirmed that the new
measures envisaged by the Authority do not apply to the book and publishing sector.

With regard to the comments made by various parties, it should be noted that, in
accordance with the rationale behind Law No 93/2023, the Authority’s actions are
aimed at striking the right balance between the forms of protection afforded to the
various industrial sectors.

While agreeing with the comments made by one of the participants, it is confirmed that
the Regulation remains flexible and that the Authority reserves the right at any time
from now to intervene again where the rapid changes in the business models of
copyright-based industries and, above all, rapid technological developments make this
necessary.

On the transposition of the DSA

Main positions of the interested parties

One party (eBay), while sharing the objectives of combating piracy, has expressed
concerns about certain provisions which it considers to be overly broad and potentially
at odds with the Digital Services Act, particularly regarding the inclusion of e-
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commerce platforms among those subject to the measures, despite the fact that they are
not directly involved in the distribution of pirated content.

Two respondents (Open Fiber and ASSTEL) highlight the need for further
clarification regarding the coordination between the provisions of the DSA (in
particular, with regard to the scope of implementation, the content of the obligations
placed on operators and the formal requirements that must be met for the eligibility of
orders to act against illegal content and to provide information pursuant to the DSA)
with the national legislation and the Copyright Regulation. They therefore seek
clarification from AGCOM, in its capacity as Digital Services Coordinator, regarding
the applicability of the provisions of the DSA in the context of copyright protection so
that operators may take the most appropriate measures to ensure the proper management
of the obligations set out in the DSA, thereby enabling them to establish the correct
processes for managing these obligations.

One party (Google) states that the DSA is now an indispensable reference point for the

regulation of combating illegal content and of the related obligations of ISPs, as well as
of the competent authorities, ensuring a harmonised and uniform approach between the
different Member States. In fact, under Article 9, the DSA allows national authorities to
take action against illegal content, including in relation to ISPs not established in Italy,
albeit with certain limitations. However, it prohibits the introduction of obligations that
are additional to or overlap those already laid down by the Member States.

It therefore considers that the alignment of the Regulation with the DSA must be carried
out in full compliance with the DSA itself and the procedural safeguards laid down
therein, as well as with the principle of proportionality, the country of origin principle
(CoOP), the freedom to conduct a business, and the fundamental rights protected by
Directive 2000/31/EC (ECD), the Treaty on the Functioning of the European Union
(TFEU) and the Charter of Fundamental Rights of the European Union (Charter).

The same party (Google) emphasises that such an adjustment must comply with the
principles and safeguards laid down by the DSA, including the principle of
proportionality and the CoOP. In its view, the amendments proposed in the draft
regulation do not comply with these principles and could impose a disproportionate
burden on ISPs, including those not established in Italy, over which AGCOM has no
jurisdiction. In particular, it argues that the CoOP is a fundamental principle of the
European Union’s legal framework and the proposed amendments openly breach this
principle by imposing general measures on ISPs not established in Italy.

Article 3(3) of the ECD provides for certain limited exceptions to that principle,
including copyright and related rights. As they constitute a ‘derogation from the general
rule laid down in Article 3(2) of Directive 2000/31°, such exceptions must be
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interpreted strictly and in the light of their purpose and practical effect (CJEU, judgment
of 21 March 2024, Liberi editori e autori (LEA), C-10/22, EU:C:2024:254, paragraph
67). The copyright sector is indeed excluded from the CoOP on a horizontal basis, but
that exclusion does not cover measures that are only indirectly linked to copyright, such
as the imposition of general and abstract measures requiring ISPs not established in
Italy to adopt a technical infrastructure capable of complying with orders from a
national authority within tight deadlines not provided for by EU legislation. It follows
that the possibility for the Authority, stipulated in the same Resolution, to adopt orders
aimed at ISPs not established in Italy and relating to specific illegal content does not
allow the simultaneous introduction of general and abstract measures not provided for in
the DSA in the absence of the safeguards provided for by the ECD and Legislative
Decree 70/2003. Nor can such measures be justified by AGCOM on the grounds that
the Authority has powers under the DSA and that ‘copyright’ is excluded from the
CoOP. It therefore calls for an amendment to the draft regulation to ensure that it is
effectively brought into line with the framework introduced by the DSA.

Comments by the Authority

As will be explained in greater detail below, it should be noted that the Digital Services
Act is without prejudice to the rules on copyright protection and, in particular, to the
derogations from the principle of the country of establishment of the service provider
provided for in Article 3 of Directive 2000/31/EC. Likewise, the national legislation
and, in particular, Article 4 of the Legislative Decree No 70 of 9 April 2003 establish
that copyright and assimilated rights are excluded from the application of the specific
provisions pursuant to Article 3(1) and (2) concerning the prohibition, in the ‘regulatory
scope’, to ‘limit the free circulation of information society services originating from a
provider based in another Member State’.

Furthermore, as one respondent correctly pointed out, the Authority may issue removal
orders for illegal content to intermediary service providers established in another
Member State.

Given the above, it is clarified that the Authority applies the provisions set out in this
Regulation in full compliance with EU legislation and, in particular, with the DSA. In
this regard, it should be noted that the European Commission has been notified of this
Regulation and, in its comments regarding the transposition of the DSA, the
Commission highlighted the need to ensure that orders are translated into the language
chosen by the provider or into the language agreed with the Authority, as provided for
in Article 9(2)(c) of the DSA.
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With regard to the alleged imposition of general and abstract measures requiring ISPs
not established in Italy to adopt a technical infrastructure capable of complying with
orders, it should be noted, as will be clarified below, that where the conditions are met,
notices submitted via the Piracy Shield platform are also sent via the same platform to
the contact points and legal representatives designated by information society service
providers not established in Italy, in accordance with Articles 11 and 13 of the DSA.

On the costs incurred by operators

Main positions of the interested parties

One party (MPA) examines the issue of fees payable as a contribution for the use of the
platform, which for 2025, pursuant to Resolution No 481/24/CONS, were set at 0.04%
of the annual revenue generated by rights holders in Italy, whereas in 2024 they stood at
0.03% pursuant to Resolution No 282/23/CONS. It specifies that these costs are
imposed on a very broad selection of rights holders, many of whom contribute even if
they cannot use the platform, which is currently limited to live sports events. While
acknowledging that current legislation does not give AGCOM much scope to resolve
the issue directly, it asks the Authority to take the necessary steps within its remit to
raise the matter in the appropriate forums, endeavouring to identify alternative and
related funding sources so that rights holders — who are already victims of piracy and
have suffered financial losses — do not have to bear an unreasonable and discriminatory
burden on their business in Italy. Several respondents (AIIP, ASSTEL, Wind Tre,
Vodafone, Fastweb, PostePay, Iliad, Open Fiber), as already highlighted during the
technical panel’s proceedings, stress the need to establish a mechanism for reimbursing
the necessary investments and the costs incurred and to be incurred in carrying out all
the activities required to comply with the new legislative provisions. Two respondents
(Wind Tre and Open Fiber) point out that they have already submitted the
documentation certifying the investments made and the associated operating costs of
managing their systems in a timely manner; however, no compensation has yet been
provided.

Three parties (AIIP, Vodafone, Iliad) ask that the Regulation provide for the
reimbursement of costs incurred, by means of specific amendments to Articles 9-bis and
10 in order to provide, for authorised parties, for the funding of operating costs incurred
by service providers. In particular, one of these (Vodafone) believes that, given the
expansion of the number of flaggers, as well as all the developments that have taken
place in the past, it is now imperative to establish a legislative mechanism for the
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remuneration of operators who incur costs in implementing anti-piracy regulations,
emphasising that these costs must be sufficient to ensure the sustainability of the
enforcement of anti-piracy regulations, must be documented and must be negotiated
between providers of network access service and parties accredited as flaggers within
Piracy Shield on fair and reasonable terms. It therefore proposes that legislation should
be introduced to require all parties accredited as flaggers within Piracy Shield to pay
remuneration to operators accredited within Piracy Shield, covering: (i) investments and
costs for the interconnection of the operator’s network and the integration of its systems
with the technological platform, and any other costs incurred for the operation of the
aforementioned platform and its developments, including any investments and costs
related to its replacement that may be incurred (such costs must be documented); (ii)
costs that providers of access services will incur for routine maintenance and any costs
other than those referred to in point (i) above, as well as for the management of the flow
of blocking and unblocking requests sent via the platform.

In this regard, the aforementioned party (Vodafone) adds that the reimbursement of
costs may be negotiated, respectively, between providers of network access services and
parties accredited as flaggers within Piracy Shield on fair and reasonable terms. In
particular, it requests clarification, with reference to the requested regulatory measures,
that if no agreement is reached on the amount of such costs within 30 days of the
request to commence negotiations, either party may refer the matter to the Authority for
it to determine the costs, specifying the amount in question. If a party has not responded
within 60 days of the request, the Authority shall determine the amount that the flaggers
are required to pay to the IAPs, based on the investments and costs declared by the
access provider under its own responsibility. If the parties fail to reach an agreement on
the contract, either party may bring the matter before the ordinary court specialising in
commercial matters and/or initiate proceedings for non-compliance before that same
Authority.

A number of parties (ASSTEL, Open Fiber and Wind Tre) have expressed concern
that the new measures could result in additional costs for operators.

One of these (ASSTEL) calls on the Authority to take responsibility for verifying the
costs and investments reported by each platform operator (ISP), determining the total
cost of the platform (in terms of investment and operational management costs) borne
by all participants and to recommend the necessary additions to the primary legislation
to the legislator and the Government.
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The same party points out that since ISPs are called upon, pursuant to a law, to
implement the required blocks on the platform in order to protect interests that are not
their own, they must necessarily be compensated. In this regard, it emphasises that the
Electronic Communications Code (Article 57(1) and Article 57(6)), in relation to the
judicial assistance requested by the judicial authorities and national security agencies
for the purpose of preventing, investigating or putting an end to criminal offences,
including the most serious ones such as acts of terrorism and organised crime, provides
for remuneration of the provider, in this case the ISP. It also refers to Resolution
85/21/CIR concerning the use of the 455 numbering scheme for charitable fundraising.
In that decision, AGCOM reiterated the principle whereby telecommunications
operators may impose charges ‘on parties requesting the use of numbers’ for charitable
fundraising, based on ‘the costs incurred for configuration and management, and those
relating to the telephone traffic generated’. This principle had already been recognised
in Resolution 17/17/CIR. Two parties (ASSTEL and Wind Tre) point out that,
pursuant to Article 2(7) of the Anti-piracy law, which led to the signing of a
memorandum of understanding with the Public Prosecutor’s Office, the Authority could
require ISPs to provide the aforementioned Public Prosecutor’s Office not only with
details of the activities carried out in compliance with the blocking measures, but also
with a range of additional information, and as such, this can only be classified and
included, as provided for under Article 57 of the Electronic Communications Code, in
the list of mandatory services; all the more so considering that the outcome of the
checks ordered must be reported not to AGCOM but rather to the Public Prosecutor’s
Office. Such activities would therefore effectively amount to ‘new mandatory services’,
the cost of which should not be borne by ISPs. One of these (Wind Tre) considers that
the provisions contained in Resolution No 48/25/CONS would also impose additional
costs and investments on operators, with the required activities effectively constituting
‘new mandatory services’.

One party (PostePay) believes that, at the regulatory level, solutions should be favoured
that take into account the technical and operational structures of MVNOs and suggests
that regulatory solutions should emphasise the obligation to negotiate, in good faith,
fair, reasonable and non-discriminatory terms and conditions, both for the cooperative
fulfilment of obligations and for the management of associated costs and expenses. It
also requests further details regarding the criteria for allocating the costs and expenses
incurred in implementing the measures necessary for the operation of the Piracy Shield
platform.

Another party (AIIP) proposes using the Piracy Shield platform to identify the
resources to be disabled and/or made inaccessible, for all orders, including those not of
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a precautionary nature, with a view to efficiency and minimising the costs incurred by
intermediary service providers who are not responsible for the infringement and who, to
date, have not been reimbursed in any way for the work they have carried out in the
interests of rights holders, raising serious doubts as to constitutional legitimacy.

Comments by the Authority

With regard to the findings concerning the costs incurred for the implementation of the
Piracy Shield platform, it should be noted that the Authority has borne the costs
associated with its development and continues to bear those relating to the operation and
maintenance of the platform, which makes it possible to minimise the need for human
intervention by service providers and the associated resources, through the contribution
payable by rights holders, media service providers and collective management
organisations and independent management entities referred to in Article 2 of
Legislative Decree No 35 of 15 March 2017, as provided for in Article 7 of the Anti-
piracy law.

Therefore, proposals aimed at making rights holders bear the costs incurred by ISPs
cannot be accepted, given that the latter are already subject to the contribution laid
down by law.

However, taking note of the requests made within the framework of the technical panel,
ISPs, including through their associations, were invited by the Authority to provide
details of the costs incurred. Numerous ISPs, and their respective associations, have
therefore provided detailed evidence of the costs incurred for all activities related to the
operation of the Piracy Shield, reiterating their request for compensation and
highlighting the impact — particularly on smaller providers — on their respective
turnover.

In this regard, it should be noted that the law does not confer on AGCOM the power to
provide, by means of a regulatory provision, for the reimbursement of the costs
incurred. However, the Authority reserves the right to take whatever appropriate action
is within its power (including, where necessary, reporting to the Government’s
attention) in order to draw the Government’s attention to the evidence provided and to
highlight the fact that such activities could constitute ‘new mandatory services’.

Chapter I
General principles
Article 1
(Definitions)
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Main positions of the interested parties

Two parties (RTI and FAPAYV) emphasise the need to replace ‘Regolamento sui servizi
digitali’ (Digital Services Act) with ‘DSA’. This change serves to make the subject
matter immediately clear, in accordance with EU law, thereby avoiding any confusion
with other regulations, including domestic ones. In particular, RTI suggests mentioning
the reference in any other part of the text of the Regulation.

One party (Google) calls for an amendment to the draft Regulation to ensure that it is
effectively aligned with the framework introduced by the DSA, which would require,
amongst other things, the removal of the outdated definitions currently included in
Article 1, such as ‘digital works’ or ‘website providers’, and repeated in subsequent
articles.

Four respondents (RTI, DAZN, FAPAV and MPA) consider it necessary to include in
the definition of ‘service provider’ not only providers of mere conduit and hosting
services but also providers of caching services, as provided for in Article 3 of the DSA.

In particular, one party (FAPAYV) considers that this amendment is necessary as it is in
line with the relevant legislation referred to, which, specifically under Article 3(g) of the
DSA, covers all three activities (mere conduit, caching and hosting). In this regard, that
respondent (FAPAV) together with another party (DAZN) suggests adding, in
paragraph (f), in addition to the reference to the caching service provider, a reference to
Article 5 of the Digital Services Act in order to ensure consistency between the draft
Regulation and the EU legislation.

In this regard, the latter respondent (DAZN) points out that Article 3(g) of the Digital
Services Act lists caching services among intermediary services, alongside mere conduit
and hosting services. It specifies that, similarly to the provisions of Articles 4 and 6 for
mere conduit and hosting service providers, Article 5 of the DSA also subjects caching
service providers to a liability exemption regime. (DAZN) also points out that the DSA
includes caching services as an intermediary service, providing that caching service
providers implement specific actions to remove the information stored once they have
become aware that the information does not comply with Union law and it has been
removed from the network or access to it has been disabled. It adds that, also with
regard to operators providing caching services, the exemption of liability pursuant to
Article 5(1) is without prejudice to the possibility that ‘a judicial or administrative
authority [may] require the service provider to terminate or prevent an infringement’
(see Article 5(2)).
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One party (AIIP), with reference to the definition of ‘service provider’ set out in
paragraph (f), considers it necessary to include a reference to Article 2(5) of the Anti-
piracy law in order to more clearly broaden the scope of the persons who may
potentially be subject to orders.

With regard to the identification of the parties subject to the obligations to act and, in
general, to the urgent and precautionary measures referred to in the provisions on
copyright in electronic communications networks, one party (PostePay) points out that
Article 2(1) of the Anti-piracy law identifies a very broad range of parties subject to the
urgent and precautionary measures that may be adopted by AGCOM, including service
providers and network access providers. However, it considers that the regulation does
not take into account the situation of MVNOs, which are technically unable to manage
notifications or block the DNS resolution for domain names and the routing of network
traffic to IP addresses, as these operations are carried out by the infrastructure operators
on behalf of the virtual operator. It therefore points out that the current definition may
give rise to uncertainty and calls for this complexity and the distinction between roles to
be taken into account in the draft Regulation under consultation, noting that it would be
appropriate to propose amendments to the provision to clarify these issues.

One party (AIIP) considers that the reference, although pre-existing, to information
society service providers referred to in Article 195-bis(1) of Decree-Law No 34 of
19 May 2020, converted with amendments by Law No 77 of 17 July 2020, that use,
even indirectly, national numbering resources, does not appear to be correct since it
relates to interpersonal communication services, such as messaging services, which do
not play a role in the accessibility of websites and should not fall within the scope of the
provision.

With reference to the definitions of the website operator [and] the internet page
manager, two parties (FAPAV and RTI) believe that a clearer definition of the
categories of entities identified is required, given that the one provided is the same for
both; alternatively, they believe that the definitions could be merged.

With regard to the definition of ‘live broadcast audiovisual content’, three parties
(FAPAYV, SKY, MPA) have submitted a number of comments. In particular, one party
(FAPAV), while welcoming AGCOM’s initiative to extend the swift and effective
blocking of websites infringing copyright to the first viewings of films and audiovisual
works, highlights that the damage caused to the sector by piracy is very significant
(according to data from the FAPAV/Ipsos survey on audiovisual piracy, films are the
most pirated content, accounting for 30% of cases, followed by series/dramas at 22%).
It specifies that Ipsos estimates the potential damage in terms of turnover lost directly
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due to the lack of legal consumption of pirated films and series/dramas in 2023 at
EUR 767 million. The same party (FAPAYV) also points out that the first three to four
days of a film’s theatrical release constitute a highly profitable period for
cinematographic works. It highlights that, according to Cinetel data, it is clear that for
films released in cinemas, 57.7% of total box office takings are generated by the end of
the first week following the theatrical release, and this figure rises to almost 80% by the
end of the second week. Consequently, (FAPAV) considers that the timing for the
definition of ‘first viewing of cinematographic works’ should be a period of at least four
weeks from the date of a film’s release in cinemas. Similarly, it points out that, in the
case of films and audiovisual works distributed directly on physical and/or digital
media, the first few days of release are when the highest number of viewers is recorded.
In this regard, it adds (a point also made by SKY) that the Auditel model, recognised as
the most advanced internationally, involves the collection of television viewing data
both in real-time, i.e. as programmes are being broadcast by the broadcaster, and on a
time-shifted basis. (FAPAYV) specifies that the Time Shifted Viewing (TSV) criterion,
i.e. viewing at a later time than the live broadcast, is taken into account in the
consolidated Auditel data and calculated up to a limit of 28 days for editorial analysis.
The Video On Demand (VOD) metric, which allows content to be viewed even a long
time after its initial broadcast, is also included in Auditel’s consolidated data. (FAPAYV)
considers, therefore, that the timing for the definition of ‘first viewing of audiovisual
works’ and for direct-to-video (e.g. DVD, Blu-ray, 4K Ultra HD) and direct-to-digital
(e.g. VOD, EST, TVOD, SVOD and satellite) audiovisual content should be a period of
four weeks from first publication. To this end, it proposes amending the definition of
live broadcast audiovisual content to specify that first viewings of cinematographic and
audiovisual works are those distributed in cinemas and via direct-to-video (e.g. DVD,
Blu-ray, 4K Ultra HD) and direct-to-digital (e.g. VOD, EST, TVOD, SVOD and
satellite) channels.

With a view to ensuring effective protection of the interests of intellectual property
rights holders in relation to various types of audiovisual content, another respondent
(SKY) proposes specifying that the concept of ‘first viewing’ encompasses any making
available of the content, whether on a linear or on-demand basis, occurring up to at least
28 days after the content was first made available (without prejudice to what is
subsequently clarified regarding programmes consisting of multiple episodes, such as
television series and talent shows). The same party (SKY) points out that that proposal
is based on considerations that take into account market dynamics within the
audiovisual sector. Firstly, (SKY) states that the architecture of illegal IPTV systems
involves making available not only live channels owned by third parties, but also on-
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demand content catalogues that are normally accessible in separate sections of the
illegal service. This requires a protection model that safeguards content not only during
linear transmission but also when it is made available on demand. That party (SKY)
echoes the views expressed by another respondent (FAPAV) in response to Auditel’s
governance model, while also pointing out that the consolidated data includes
measurements of content consumed via video-on-demand services. Furthermore, it
specifies that, in the case of previews, the 28 days are extended by the number of days
during which the content is available as a preview via on-demand services. It therefore
highlights that the criteria for measuring audience figures demonstrate that the
commercial exploitation of audiovisual content enables the rights holder to maximise
revenue generation for at least 28 days following the first broadcast. It then points out,
with regard to programmes consisting of a run of episodes belonging to the same series,
as is usually the case with entertainment programmes (e.g. talent shows), that protection
via the Piracy Shield should cover at least the entire period between the ‘live’ broadcast
of the first episode and the 28th day following the ‘live’ broadcast of the final episode.
Subsequently, this respondent (SKY) draws attention to television series, in view of the
special characteristics that distinguish this type of content. It explains that the
scheduling of a new season of a television series boosts the popularity of previous
seasons and that this phenomenon is also reflected in piracy. Therefore, (SKY)
considers that, for television series, the Piracy Shield should be permitted to protect the
title in its entirety, regardless of the episode or season; more specifically, the
precautionary measures referred to in Article 10 should apply to the entire run of a
television series (including all its seasons), up to the 28th day following the ‘live’
broadcast of the final episode. In this regard, it specifies that, where the pirated content
is not accompanied by a synopsis, it is not possible to clearly identify the episode
number and the season of the television series made available illegally as a ‘first
viewing’ and that, therefore, the protection can only refer to the ‘title’ of the series,
including all of the seasons that make it up. [(SKY) presents an analysis of the
number of infringements detected since the first broadcast of a programme, which
show a time frame similar to, or in some cases far exceeding, 28 days. In
particular, with regard to television series, the analysis shows that in the interval
between 30 and 60 days from the first broadcast of the first episode, the presence
of pirated content on the different platforms is still high, and then begins to
decrease. In the case of talent shows, the period during which the highest number
of infringements is recorded extends as far as 90 days after the first episode is
broadcast live.] In light of the above, that party (SKY) proposes revising the definition
of ‘live broadcast audiovisual content’ to take account of the comments set out. The
same party (SKY) considers that ‘first viewing’ refers to the period between the first
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and the twenty-eighth day on which the audiovisual content is made available. With
regard to programmes consisting of a run of episodes, it points out that the 28th day is
calculated from the date on which the final episode was first made available. With
regard to television series, the term ‘first viewings of audiovisual content’ covers the
entire series, including all its seasons.

Another respondent, (MPA) suggests ensuring consistency in the wording of the Anti-
piracy law regarding the definition of ‘live broadcast audiovisual content’ by including
all content broadcast in real time, in addition to first viewings and live sporting events,
or at least clarifying whether live content other than sport is included within the
category of ‘other similar intellectual works’. The same party (MPA) also suggests
clarifying the meaning of ‘same content’ so as to make it clear that the update
mechanism explicitly applies to television series and/or programmes broadcast live
throughout the entire season of the series, and how this concept applies to the first
viewings of films, not only in cinemas but also on legal streaming platforms. It might be
useful to introduce the reference not only to the ‘same content’ but also to ‘content of
the same nature’, as indicated in the Anti-piracy Law (Article 2(2) .

Another party (CRTYV) proposes removing the reference to first viewings which, in its
view, could cause confusion by excluding from protection works that are broadcast as
repeats or that have already had a brief theatrical run. This is to ensure that the text
better reflects the objectives being pursued.

One respondent (SIAE) proposes specifying that it refers to first viewings, such as
audiovisual works concerning music events or other intellectual works broadcast live, in
their entirety or only in part.

More specifically, another respondent (FPM) points out that the Anti-piracy law
unequivocally defines the parties who may benefit from the specific measures provided
for in the regulation itself, by identifying them as the holders of film rights, rights to a
television format, rights to live sports events and rights to musical works, imposing on
them, moreover, the payment of a financial contribution for the proper functioning and
maintenance of the protection system. In its opinion, therefore, the new regulation also
aims to protect musical products and, considering the fundamental importance of the
correct balance of forms of protection for the different industrial sectors, it considers it
necessary to specify that the measures provided for must apply to musical works that are
similar to premieres of films and audiovisual works and to other protected content (the
law itself mentions other similar intellectual works). The same party (FPM) considers
that the law appears strongly deficient in the definition of the specific content that may
benefit from the new measures provided for the protection of rights and that,
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consequently, it is necessary for the new Regulation to introduce elements of clarity in
order to avoid misinterpretation and excessive discretion. It therefore proposes a number
of definitions relating to the music industry, in the hope that a more precise definition
can also be arrived at for other sectors. In particular, it suggests specifying which other
similar intellectual works are covered, such as cinematographic, audiovisual and
musical works that have been illegally distributed prior to their official release on the
market and new musical works for a period of 15 days following their official release on
the market.

Finally, still on the subject of definitions, one party (SIAE) requests that a definition be
included, by inserting a specific sub-paragraph p-ter), for ‘unpublished sound content’,
which is to be understood as the publication of intellectual works, in their entirety or in
part, of a sound nature which have not yet been made available to the public by the
rights holders.

With reference to the definition of ‘live broadcast audiovisual content’ set out in point
p-bis), one party (AIIP) emphasises that there is a need for precautionary protection in
the case of first viewings or live broadcasts of protected content and therefore suggests
specifying that sports events must be broadcast live.

Another party (Open Fiber) expresses concerns about the consequences of this
extension in terms of increasing the workload for the platform. In particular, it believes
that managing non-sporting content would increase the workload, requiring more
frequent blocking and unblocking. It therefore suggests taking into account the capacity
limits already established and the additional effort required of operators as a result of
the anticipated need to extend these limits beyond those originally envisaged.

Comments by the Authority

In response to requests from certain parties, the acronym DSA is hereby inserted into
the definition of ‘Digital Services Act’. However, it is not considered necessary to
include the reference in any other part of the text of the Regulation.

With regard to the suggestion made by one respondent to amend the Regulation to bring
it into line with the framework introduced by the DSA, thereby removing the outdated
definitions currently included in Article 1, such as ‘digital works’ or ‘website
providers’, the following points should be noted. Firstly, the definition of ‘digital work’
and, consequently, the categorisation carried out by the Authority of the list referred to
in Article 2 of the Copyright Law stems from considerations made during the public
consultation that preceded Resolution No 680/13/CONS, with a view to providing
adequate protection for works, or parts thereof, disseminated via electronic
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communications networks, of a sound, audiovisual, photographic, video game, editorial
or literary nature, including computer applications and operating systems. In addition,
with regard to the definition of ‘illegal content’, the DSA does not preclude the adoption
by Member States of more specific definitions since it clarifies in recital 12 that ‘it is
immaterial whether the illegality of the information or activity results from Union law
or from national law that is in compliance with Union law and what the precise nature
or subject matter is of the law in question’.

With specific regard to the request to amend the definition of ‘website provider’, it
should be noted that this definition does not appear in the draft Regulation currently
under consultation.

With regard to the request, received from various parties, to include within the
definition of ‘service provider’ not only mere conduit and hosting providers but also
caching service providers, as provided for in Article 3 of the DSA, the Authority
considers this addition appropriate as it is in line with the relevant provisions of the
legislation. In this regard, in response to the comments made by two parties, a reference
to Article 5 of the Digital Services Act is being inserted into Article 1(1)(f), in addition
to the reference to the caching service provider, in order to ensure consistency between
this Regulation and the EU legislation. The provision in question, in fact, subjects
providers of caching service providers to a liability exemption regime similar to that
provided for in Articles 4 and 6 for providers of mere conduit and hosting services.

It is not considered possible to accept the request, received from one party, to include in
the definition of ‘service provider’ referred to in paragraph (f) a reference to Article 2(5)
of the Anti-piracy law, with a view to more clearly broadening the scope of the persons
who may potentially be subject to orders. This is not appropriate as the Authority’s
orders are addressed to all categories of service providers identified in the various
paragraphs of Article 2 of the Anti-piracy law. Furthermore, the legislation may be
amended over time, as has already been the case with the revisions made to the
Omnibus Decree (whereby providers of VPN services and publicly available DNS
services were explicitly included within its scope).

With regard to the comments submitted by one respondent concerning the situation of
MVNOs, which are technically unable to manage notifications and to block the DNS
resolution for domain names and the routing of network traffic to IP addresses, please
refer to the Authority’s comments set out in Article 10.

With regard to the objection raised concerning the reference to information society
service providers — as set out in Article 195-bis(1) of Decree-Law No 34 of 19 May
2020, converted with amendments by Law No 77 of 17 July 2020 — that use, even
indirectly, national numbering resources which are not considered to fall within the
scope of the measure, it should be noted that Article 195-bis of Law No 77 of 17 July
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2020 (the ‘Relaunch Decree’) has expanded the tools available to the Authority
regarding the protection of copyright on electronic communications networks, extending
the subjective scope of application of the Regulation to ‘information society service
providers that use, for this purpose, even indirectly, national numbering resources’. In
this regard, the Authority intervened by adopting amendments to the Regulation
concerning the protection of copyright on electronic communication networks by means
of Resolution No 233/21/CONS.

In response to the request received from two respondents to provide further clarification
on the categories of parties identified in relation to the website operator and the internet
page operator, or, alternatively, to merge the two definitions, a number of clarifications
are required. The role of the website operator, who, under general law, may be held
directly liable for any online copyright infringements in accordance with the provisions
of the Copyright Law, has been further clarified since Resolution No 680/13/CONS. On
that occasion, in addition to the various concerns raised at the time during the
consultation, the European Commission also highlighted the need to prevent potential
sources of uncertainty regarding the definition of the various liability regimes; this
aspect has resulted in a clearer definition of the roles that the various parties are likely to
play. Consequently, the role of the operator is divided into two categories: on the one
hand, the website operator, who is responsible for managing a space on the internet and
has data storage agreements with the hosting provider; on the other hand, the internet
page operator, who is responsible for managing a space within a website.

In relation to the definition of ‘live broadcast audiovisual content’, it is clarified that
‘live’ means the transmission of real-time content. However, the Anti-piracy law and
the Regulation, with the definition in question, also bring within the scope the first
broadcasts of recorded content since reference is made to the ‘first viewings’ of
cinematographic and audiovisual works or entertainment programmes. In response to
the numerous comments received from multiple parties — supported, in addition, by the
submission, by one respondent, of Cinetel data and consolidated Auditel data — as well
as the considerations taking into account the market logic of the audiovisual sector in
general, it is considered that the timing for the definition of ‘first viewing of
cinematographic works’ and ‘first viewing of audiovisual works’, including for
audiovisual content distributed direct to video (e.g. DVD, Blu-ray, 4K Ultra HD) and
direct to digital (e.g. VOD, EST, TVOD, SVOD and satellite) should be the period of
four weeks from the date of the release of the work in cinemas or its first publication. In
this regard, it is considered that first viewings of cinematographic and audiovisual
works are those distributed in cinemas and via direct-to-video (e.g. DVD, Blu-ray, 4K
Ultra HD) and direct-to-digital (e.g. VOD, EST, TVOD, SVOD and satellite) channels.
Therefore, with a view to ensuring effective protection of the interests of intellectual
property rights holders in relation to various types of audiovisual content, it is
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considered appropriate to specify that the concept of ‘first viewing’ encompasses any
making available of the content, whether on a linear or on-demand basis, occurring up
to the 28th day after the content was first made available.

Furthermore, with regard to programmes comprising a run of episodes belonging to the
same series (entertainment programmes such as, for example, talent shows), in response
to a request from one respondent, it is considered that Piracy Shield protection covers
the entire period between the ‘live’ broadcast of the first episode and the 28th day
following the ‘live’ broadcast of the final episode. With particular regard to the points
raised concerning television series and the specific characteristics of this type of
content, where the scheduling of a new season sometimes boosts the popularity of
previous seasons (a phenomenon that also has an impact on piracy), it is considered that
the protection afforded through the platform should cover the title in its entirety,
understood as the ‘title’ of the series, comprising all the seasons which it is composed
of; this is because infringements may constitute a continuous course of conduct
throughout the entire run of the programme, regardless of the specific episode or season.
Therefore, in light of the comments made by one respondent, it is considered
appropriate to accept the suggestion that the precautionary measures referred to in
Article 10 should apply to the entire run of a television series (including all its seasons),
up to the 28th day following the live broadcast of the final episode.

In light of the above, ‘first viewing’ refers to the period between the first and the
twenty-eighth day on which the audiovisual content is made available. In the case of
programmes consisting of a run of episodes, the 28th day is calculated from the date on
which the final episode was first made available. With regard to television series, the
term ‘first viewings of audiovisual content’ covers the entire series, including all its
seasons.

In any event, it should be clarified that, where an application is made to the Authority
requesting it to issue a precautionary order requiring service providers to cease
infringing copyright or related rights in respect of live broadcast audiovisual content,
the rights holder is required to provide evidence of the time at which the protected
content was made available to the public. In this regard, it is also clarified that, in the
case of programmes comprising a run of episodes, the making available to the public of
the live broadcast audiovisual content refers to the first time the final episode is made
available; in the case of television series, however, the first time the final episode of the
season is made available must be documented.

There is no intention to accept the proposal received from one respondent to remove the
reference to ‘first viewings’, as this is already covered by the Anti-piracy law.

34
209/25/CONS



% S\ AUTORITA PER LE
,i GARANZIE NELLE
COMUNICAZIONI

With regard to the information provided by one party concerning music events, it
should be clarified that the term ‘first viewings’ also refers to audiovisual works
featuring music events or other intellectual works broadcast live, either in full or in part.

With regard to works comparable to live sports events, it is clarified that these may
consist of ancillary events, such as the opening or closing ceremonies, award
ceremonies or interviews.

With particular reference to audio works, it should be noted that, as one respondent
correctly pointed out, the Anti-piracy law provides a very broad definition of the content
that may be protected. Furthermore, Article 7 provides that a contribution — to cover the
costs arising from the application of that law and the costs associated with the
development, operation and maintenance of the Piracy Shield platform — is to be borne,
among others, by the holders of the rights to musical works.

Consequently, in light of the above, it is considered appropriate to grant the request
submitted by two parties to extend the scope of application to include musical works,
where these are comparable to cinematographic and audiovisual works and other
content protected by the Anti-piracy law, that is to say, musical works made available
illegally prior to their official release on the market (such as pre-releases and
unpublished sound recordings). For such works, protection via the Piracy Shield
platform may be provided for a period of 15 days from their official release on the
market, in view of the financial damage caused, taking into account the time taken to
bring them to market and the fulfilment of the criteria of gravity and urgency required
by the Anti-piracy law itself. With regard to the concerns expressed about the
consequences of extending the provision to other live events in addition to live sporting
events, in terms of an increased workload for the platform, please refer to the comments
made in relation to Article 10.

Finally, the definition of the ‘Piracy Shield platform’ is introduced; this refers to the
single, automated technological platform whose technical and operational requirements
were identified by the technical panel.

Article 2
(Purpose and scope of application)

Main positions of the interested parties

One respondent (Anitec-Assinform) believes that the scope of application should be
specified in detail both with regard to infringements and with regard to the parties
concerned, which should be limited to those established in Italy that are actually capable
of implementing a block (IP/DNS), particularly in light of the Omnibus Decree. It also
considers that service providers which use national numbering resources, even
indirectly, should not fall within the scope of this Regulation.
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Comments by the Authority
In this regard, please refer to the explanations provided in the comments of a general
nature, the definitions and the comments to be made regarding Articles 8 and 10.

Chapter I1

Measures favouring the development and protection of digital works
Article 3

(General principles)

Main positions of the interested parties

One party (AIIP) emphasises that the reference should remain to the broader category
of information society service providers referred to in Article 2(1)(a) of the Decree,
which has not been repealed or replaced by the DSA. With a view to updating the text,
it proposes referring directly to the definition in Article 1(f), as amended pursuant to
Article 2(5) of the Anti-piracy law. It also notes that the DSA provides for the Code of
Conduct for VLOPs and VLOSEs and therefore does not consider an extension such as
that provided for in paragraph 3 of the article in question to be appropriate or useful for
the intermediaries referred to in Articles 4, 5 and 6 of the DSA.

Comments by the Authority

With regard to the request received from one respondent to retain, in paragraph 3, the
reference to the broader category of information society service providers referred to in
Article 2(1)(a) of the Decree, we are unable to accept this suggestion, as the relevant
legal reference has been updated following the entry into force of the Digital Services
Act. With regard to the comments made concerning the Code of Conduct for VLOPs
and VLOSEs already provided for in the DSA, it should be clarified that there is no risk
of the codes of conduct overlapping, not least because the provision in question does not
impose any obligations on service providers but clearly states that the Authority may
encourage measures aimed at developing codes of conduct.

Article 4
(Committee for the development and protection of the legal offer of digital works)

Main positions of the interested parties

One party (AIIP) points out that, in order to ensure a balanced composition in terms of
the interests at stake, the Committee should include representatives from each of the
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various categories of intermediary service providers referred to in Article 1(f),
particularly as these parties do not represent entirely homogeneous interests.

Another party (Wind Tre) proposes involving representatives of ISPs, and not just trade
associations, whenever matters are discussed that may have an impact on their systems
or the way they interact with the Piracy Shield platform.

Comments by the Authority

With regard to the requests to expand the membership of the Committee for the
Development and Protection of the Legal Offer of Digital Works, as referred to in
Article 4 of the Regulation, received from two parties, it should be noted that, at
present, the Authority, in light of the new legislation, has been heavily engaged in
activities necessary for the establishment and operation of the technical panel provided
for by the Anti-piracy law, with the aim of defining the technical and operational
requirements for the full implementation of the Piracy Shield technology platform. It is
understood that, where the Committee referred to in Article 4 intends to discuss matters
that may have an impact on the systems or methods of interaction with the Piracy Shield
platform, the Authority intends to involve additional participants with various interests
in the issue.

Chapter III

Protection measures for copyright online
Article 5

(Methods of intervention)

No comments have been received regarding this article, which therefore remains
unchanged.

Article 6
(Application to the Authority)

Main positions of the interested parties

One party (SIAE) proposes including the reference to ‘unpublished sound content’ in
the context of online copyright protection procedures, with reference to the application
to the Authority referred to in Article 6. In particular, it considers that such an
application may be made both in relation to the availability of live broadcast audiovisual
content and in relation to previously unpublished sound content.
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One respondent (AITP) proposes that, for the sake of clarity, explicit reference be made
to the provision to which the definition of live broadcast audiovisual content relates. As
for the replacement of ‘available on the net’ with ‘available on electronic
communications networks’, the same respondent (AIIP) notes that, in reality, the
measures provided for in the Regulation are limited to measures relating to the internet.

Comments by the Authority

With reference to the request to include a reference to unpublished sound content,
please refer to the clarifications in the definitions.

In relation to the request received from one party to replace, in paragraph 1, the
reference to availability ‘on electronic communications networks’ with availability ‘on
the internet’, it should be noted that the Authority, in the text submitted for consultation
with Resolution No 47/25/CONS, intentionally amended that paragraph for the sake of
greater clarity, inserting the more explicit reference to ‘electronic communications
networks’, as defined in Article 2(1)(vv) of the Electronic Communications Code.

Article 7
(Procedure of inquiry before the Directorate)

Main positions of the interested parties

One respondent (DAZN) proposes that, in Article 7(5), a 10-day time limit be
introduced for extensions that may be granted by the Authority where there is a need for
further investigation or in light of the complexity of the case. This is to ensure greater
certainty in the administrative procedure.

Comments by the Authority

With reference to the request received from one party to introduce, in Article 7(5), a 10-
day time limit, it should be specified that the Authority’s choice to avoid the inclusion
of a specific time limit in relation to the extension that may be ordered in the event of
preliminary inquiries or in the light of the complexity of the case is intentional, as it is
considered that the timing should be determined according to the needs of the different
circumstances and therefore on a case-by-case basis, in compliance with the principles
of reasonableness and proportionality.

Article 8
(Copyright protection measures)

Main positions of the interested parties
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One party (FPM) points out that the general obligation to disable access to such sites, as
provided for therein, has always been implemented by requiring intermediaries
(specifically ‘mere conduit providers’) to block the sites at DNS level only. With the
addition of Article 10 (dedicated to proceedings for infringements relating to live
content), a specific reference to IP-level blocking the websites covered by the
application has been introduced. Therefore, the party considers that, in order to avoid
potential unequal treatment, it is appropriate for the Authority to clarify that IP-level
blocking is also provided for in the proceedings covered by Article 8, where possible.

Another party (DAZN) suggests adding, in paragraph 2, a reference to Article 5 of the
Digital Services Act in order to ensure maximum consistency between the draft
Regulation and EU legislation. In this sense, it suggests introducing a paragraph ‘3-ter’,
after paragraph 3-bis, on caching providers and also amending paragraph 2-bis by
adding a reference to paragraph 3-ter. (DAZN) specifies that caching service providers
should not be excluded a priori, particularly given that some of them, such as, for
example, ‘CDNs’ (Content Delivery Networks), while being used for legitimate
purposes, are often employed to facilitate the illegal distribution of content in breach of
copyright law, thereby contributing, albeit indirectly, to the spread of digital piracy. It
clarifies that the use of such services for illegal purposes is also recognised by the DSA
(recital 5). Finally, (DAZN) believes it is worth noting that the proposed amendment
would allow authorised parties to request the Authority’s intervention only in respect of
the proceedings referred to in Articles 8, 8--bis, 9 and 9--bis of the new Regulation,
excluding caching service providers as subjects of precautionary procedures for
infringements relating to live broadcast audiovisual content pursuant to Article 10, as
the latter is expressly reserved for ‘service providers engaged in mere conduit activities,
as well as the information society service providers referred to in Article 2 of the Anti-
piracy law’, the latter being understood to mean providers of publicly available VPN
and DNS services. It therefore agrees that caching service providers should be excluded
from the scope of the procedures reserved for live events, as this is likely to
significantly reduce the risks associated with overblocking.

Another party (MPA) also agrees that caching providers should be included in the
definition of service providers to whom AGCOM may issue orders and considers that
the text could incorporate the very same list of providers mentioned in the procedure for
live dynamic site blocking introduced by the Anti-piracy law, thereby avoiding mere
cross-references and ensuring full alignment with the definitions contained in the DSA.

One party (DAZN) suggests adding, in paragraph 8, after the words ‘digital services’

the words ‘as well as that given to the obligations provided for in Article 174-sexies of
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Law 633/1941°. This is because Article 174-sexies of the Copyright Law, introduced by
Decree-Law No 113 of 9 August 2024, requires the parties referred to in paragraph 1 of
that article to immediately report to the judicial authorities or the judicial police when
they become aware that acts constituting criminal offences under the Copyright Law are
being committed, have been committed or have been attempted, providing all available
information, and to notify AGCOM of a contact point enabling direct electronic
communication for the purposes of implementing the provisions of the Copyright Law.
In particular, (DAZN) believes that the inclusion in the draft Regulation of an explicit
reference to the action taken by service providers to comply with their obligations under
copyright law facilitates the exchange of information between the various authorities
responsible for combating piracy, encouraging active participation and collaboration in
upholding the law by all parties involved in any capacity in the illegal dissemination of
content in breach of copyright. It specifies that the following are subject to the
obligation laid down in Article 174 sexies ‘network access service providers, search
engine operators and information society service providers, including providers and
intermediaries of Virtual Private Networks (VPNs) or, in any case, of technical
solutions that hinder the identification of the source IP address, content delivery
network operators, providers of internet security and distributed DNS services, which
act as intermediaries between website visitors and hosting providers acting as reverse
proxy servers for websites’. For these reasons, the party considers that nothing would
appear to preclude that reference being included, since in the abstract the subjects of the
Authority’s order may be the same as the subjects of the obligation in question.

One party (Assoprovider) considers that the term website is too generic and proposes
replacing it with domain name (FQDN), which is more technically precise.
Furthermore, it highlights the technical limitations of ISPs in blocking specific URLs or
content and proposes that the list of blocked items should be based solely on domain
names, not on IP addresses or URLs (paragraph 4).

With regard to orders, one party (AIIP) believes that both ordinary and precautionary
measures should be better tailored to the diverse range of parties now involved (e.g.
disabling versus de-indexing). In this sense, it proposes amending Article 8(4) and
referring to it in the provisions on precautionary measures. It believes that the measures,
whether ordinary or precautionary, should be applied ‘by service’ rather than ‘by party’
(for example, if the service is a content search platform, de-indexing will be chosen; if
the services are access services, DNS services, VPNs or content delivery platforms,
disabling will be chosen). It also points out that it is not uncommon for the same party
to provide several different services. It therefore emphasises that, in including parties
other than the ‘mere conduit’ providers originally envisaged, the obligation must be
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tailored to the type of activity carried out by each such party and to the measures
necessary to combat unlawful activities in accordance with the service provided, in
accordance with the principle of proportionality of measures and in line with what has
already been proposed in Article 10(6) of the draft Regulation under consultation.

One respondent (Anitec-Assinform) believes that Article 8(2) should be amended to
comply with the principles of proportionality, graduality and accuracy enshrined in the
DSA. In particular, in its opinion, the proposed amendments do not take into account
the wide range of digital services to which they would apply nor their operational
capabilities, thus countering the content of the EU Regulation which, on the other hand,
promotes a targeted, gradual and proportionate approach. On this point, it emphasises
that the DSA stipulates that such requests must first be directed to providers with the
technical expertise to deal with specific content, in order to avoid blanket measures that
may restrict access to lawful content.

Another party (ASSTEL), on the other hand, considers that the breakdown of the
procedures for executing blocking orders by type of digital service provider, as
proposed in the draft Regulation, correctly clarifies that ‘mere conduit’ operators may
carry out the blocking order exclusively by disabling access (and not by removing
specific content, for example within web pages).

With reference to paragraph 3-bis, which attributes to AGCOM the power to issue
orders for the removal of content from servers hosted in other EU Member States, one
party (CCIA) proposes including a specific reference to the procedures and rules that
are considered to establish this extra-territorial power, given the importance of this
development, as well as the emerging issues regarding AGCOM’s jurisdiction.
Alternatively, it believes that it should be specified how this new power is to be
coordinated with AGCOM’s existing authority (Article 8(4) of the draft) to order
internet service providers operating in Italy to block access to alleged infringing
websites. It is a power that was previously envisaged, with specific reference to the case
of servers located beyond national borders, as a substitute for the direct removal order.

In particular, AGCOM’s power to issue orders against hosting service providers
established abroad should mean that any order issued against mere conduit service
providers is dependent on the hosting providers not being identified or identifiable. This
is based on the logic underlying the previous regulatory framework, according to which,
while AGCOM could order the removal of content (given that the servers were located
within national territory), no such order was envisaged for ‘mere conduit’ providers.
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Two parties (eBay and Google) point out that extending the obligations regarding
selective removal to hosting providers not established in Italy (paragraph 3-bis) may
conflict with the DSA (Article 8), which prohibits general monitoring obligations. In
particular, according to one of these (Google), this would constitute a breach of Article
8 of the DSA insofar as such orders may also require the adoption of ‘measures
necessary to prevent the uploading of such content’, in direct contrast to the prohibition
on imposing monitoring or active search obligations on intermediary service providers,
introduced by Article 15 of the ECD and reiterated by Article 8 of the DSA.

Furthermore, according to one party (eBay), the three-day deadline set for fulfilling the
aforementioned orders does not appear to be in line with the provisions of the DSA,
which (in Article 6) requires action to be taken ‘expeditiously’, without specifying
precise time frames, precisely because it is impossible to establish a single deadline
applicable to all providers, regardless of the case in question (for example, where
multiple pieces of content have been reported).

Finally, with reference to paragraph 8, it points out that the penalties provided for in
Article 1(32-bis) of Law No 249 of 31 July 1997 (up to 6% of turnover) appear
disproportionate in relation to the provisions of Article 52(3) of the DSA, according to
which such penalties are reserved exclusively for the most serious infringements.

Comments by the Authority

With reference to the observations relating to the blocking of IP addresses, it is clarified
that this is not limited to notices submitted via the Piracy Shield platform. In this regard,
it should be noted that the Regulation already provides for the possibility that the
Authority may order, where the conditions are met, an IP block upon the conclusion of
any proceedings initiated under the Regulation. The definition of ‘disabling access’
referred to in Article 1(1)(gg) provides for ‘disabling access to digital works or to a
website unequivocally identified by one or more domain names (DNS) or by the IP
addresses associated with them’ (emphasis added).

This measure, indeed, could be necessary for infringements for which the DNS blocking
measure alone is insufficient. Since 2014 (the year the Regulation came into force),
56% of the websites subject to access-disabling orders have regenerated as alias
websites by changing their domain names and have continued to make protected works
available to users unlawfully, thereby undermining the effectiveness of the measures
adopted by the Authority to protect copyright. Evidence gathered by the Authority
during the years in which the Regulation was in force shows that some sites, as a result
of the measures taken, have regenerated dozens of times, through aliases corresponding
to the same IP address, the same identity of the parties who registered the domain name
and the same graphic layout.

42
209/25/CONS



% S\ AUTORITA PER LE
,i GARANZIE NELLE
COMUNICAZIONI

In this sense, the evidence of effectiveness provided by enforcement practice, to which
the Authority, in 2013, made the application of IP address blocking conditional,
suggests that AGCOM may proceed with the adoption of an order to disable access to a
site by blocking the IP address. On the other hand, the European Commission, in the
aforementioned Recommendation of 2023, in the definition of dynamic injunctions as ‘a
useful remedy to tackle the resilience strategies developed by pirate services’, also
refers to switching to different IP addresses to circumvent blocking measures, assuming
that the block can be not only of the domain name, but also of the IP address. The Anti-
piracy law, then, explicitly provides that the Authority may order ‘disabling access to
illegally disseminated content by blocking the DNS resolution of domain names and
blocking the routing of network traffic to IP addresses unequivocally intended for
illegal activities’.

In any case, the Authority’s intervention remains guided by the need to reconcile the
principles of graduality and proportionality with that of adequacy so as to respond to the
rationale underlying the regulation on copyright and related rights.

The nature of the implementation measures for orders to cease infringement issued by
the Authority against service providers is likely to change in relation to the
characteristics and seriousness of the infringements established and in application of the
criteria of graduality, proportionality and adequacy. In support of the intervention
measures identified by the Regulation, namely the selective removal of content and the
disabling of access to the site, it should be noted that the European framework provides
the same range of options. Without prejudice to the prohibition on establishing general
monitoring obligations, in fact, in order to benefit from the exemption from liability, the
service provider must act immediately to remove or disable access to illegal
information, as soon as it is actually aware that the activity or information is illegal,
safeguarding the proportionality of the injunctions with regard to the seriousness of the
infringements and ensuring, at the same time, compliance with the principle of freedom
of expression and the procedures established for that purpose at national level. In
compliance with the provisions of Article 8 DSA, already contained in Directive
2000/31/EC, the Regulation does not lay down any general monitoring obligation on
intermediary service providers, which are required to implement the measures identified
by the Authority only and exclusively after the adoption of an order, including a
precautionary one.

That said, in order to reconcile the different interests involved and taking utmost
account of EU case-law, in the choice between the abstractly possible measures, the
Authority will always give preference, since the adoption of the Regulation, to those
that are best suited to achieving the aim pursued by affecting as little as possible the
freedom of expression. Recital (27) of the DSA further explains that ‘where it is
necessary to involve information society services providers, including providers of
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intermediary services, any requests or orders for such involvement should, as a general
rule, be directed to the specific provider that has the technical and operational ability to
act against specific items of illegal content, so as to prevent and minimise any possible
negative effects on the availability and accessibility of information that is not illegal
content’. The scope of the Authority’s powers in the field of copyright on electronic
communications networks is, in compliance with the principle of proportionality of the
measures in relation to infringements, a graduation of the interventions, which are more
selective and directed solely at the content where occasional infringements of copyright
occur on the internet page, while, where the infringement is massive, they are the
expression of a more incisive action such as disabling access, while always giving
priority to the less restrictive measures among the various measures that can be adopted
in the abstract.

With regard to the comments concerning the need to tailor measures to the diverse range
of parties subject to them, it should be noted that, since the Regulation came into force,
the individual orders issued by the Authority have been directed at service providers
possessing the technical and operational capacity to act against the specified and
identified illegal content, and also specify the measures that the recipient provider is
required to take. For example, in the case of an order directed at a mere conduit service
provider, the measure will be to disable access to the website, whereas in the case of
hosting providers and infringements affecting a limited number of works, the measure
will be selective removal. In any case, the possibility of ordering a hosting provider to
disable access in the event of mass infringements remains unaffected. Furthermore,
where digital works made available in violation of copyright or related rights are
disseminated to the public through service providers that use national numbering
resources, either directly or indirectly, the Authority shall take the measure deemed
sufficiently effective to ensure effective protection of the aforementioned rights, taking
into account the action that each provider can technically carry out.

In this regard, it should be noted that the Regulation indicates the type of intervention,
leaving it to service providers to identify the technical methods for implementing it.
This not only complies with the CJEU’s ruling in Case C-314/12 UPC Telekabel
(judgment of 27 March 2014), but also responds to the European Commission’s finding
in the context of the first notification procedure of the Regulation regarding the need to
avoid generic orders that could conflict with the prohibition of general monitoring
obligations. In this regard, it should be noted that as early as 2016, following
discussions with service providers, the Authority, through its guidelines on service
providers’ compliance with the Authority’s orders regarding copyright pursuant to the
Regulation annexed to Resolution No 680/13/CONS, shared operational guidelines with
providers concerning the implementation of orders adopted in relation to copyright
protection. Those guidelines identify the measures, in addition to the technical
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intervention that providers may implement depending on the service offered, in relation
to the characteristics and seriousness of the infringements established and in accordance
with the criteria of graduality and proportionality. In light of recent regulatory changes
and, in particular, the Omnibus Decree which has broadened the scope of the measures,
the Authority reserves the right to update the aforementioned guidelines following
consultation with industry stakeholders.

As regards the comments on the new paragraph 3-bis, which introduces the possibility
of issuing selective removal orders even against service providers engaged in hosting
activities established in another Member State, it should be noted that recital (34) of the
Digital Services Act clarifies that ‘Relevant national authorities should be able to issue
such orders against content considered illegal or orders to provide information on the
basis of Union law or national law in compliance with Union law, in particular the
Charter, and to address them to providers of intermediary services, including those
established in another Member State’ (emphasis added). Furthermore, as noted above,
the DSA is without prejudice to the rules on copyright protection and, in particular, to
the derogations from the principle of the country of establishment of the service
provider provided for in Article 3 of Directive 2000/31/EC.

Given the above, the DSA lays down the cooperation procedures between Member
States for the purpose of sharing information and executing orders adopted pursuant to
Article 9 of the DSA, first of all the obligation imposed on the Digital Services
Coordinator from the Member State of the issuing authority to transmit a copy of the
orders to all other Digital Services Coordinators.

In this regard, it is clarified that the Regulation provided that, in the event of
infringements concerning a limited number of works, and where there were also works
distributed in compliance with copyright law, the Authority could proceed, where
possible — that is, in the case of servers located in Italy — as a rule, with the selective
removal or disabling of access solely to works distributed illegally and, in the event that
the server was located outside the national territory, with the disabling of access to the
website, as this was the only measure compatible with the prohibition on filtering using
deep packet inspection tools. The disabling measure is always considered a possible
measure, rather than an automatic one, as it must obviously meet the criteria of
graduality, proportionality and adequacy expressly set out in the article in question.
Consequently, in practice, in such cases the Authority has dismissed the proceedings on
the grounds that the disabling measure was disproportionate and has subsequently
notified the judicial police authorities in accordance with Article 182-bis of the LDA.
By introducing the new paragraph 3-bis, on the other hand, the Authority may adopt a
selective removal order against the hosting provider even in the event that the website is
located outside the national territory, in order to put an end to the infringement
concerning a limited number of works.
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With regard to the possibility of requesting that a hosting service provider take the
necessary measures to prevent the uploading of illegal content reported by rights
holders, it should be noted that, as clarified in the introduction, the Regulation is
without prejudice to the prohibition on imposing general monitoring obligations, given
that Article 8 of the DSA confirms that service providers are exempt from liability,
meaning they are not subject to general obligations of monitoring or actively
ascertaining the facts. Nevertheless, on the basis of the provisions contained in the e-
commerce, Infosoc and Enforcement Directives, in the light of which the rules of
national law must be read, and in the light of the case-law of the Court of Justice, the
Authority, as the competent administrative authority, is therefore a party entitled to
issue injunction orders against intermediaries identified by Articles 4, 5 and 6 of the
DSA: injunction orders aimed not only at ‘ending’ infringements already underway, but
at ‘preventing’ future infringements. The DSA itself, then, clarifies that there is a duty
of diligence for providers of intermediary services. Furthermore, Directive (EU)
790/2019 (the Copyright Directive) has also been introduced in the field of copyright
protection. In particular, the Copyright Directive establishes that providers of content-
sharing services should make their best efforts in accordance with high industry
standards of professional diligence to avoid the availability on their services of
unauthorised works and other subject matter, as identified by the relevant rights holders.

With regard to the three-day time limit, it should be noted that this is intended to ensure
the swift enforcement of online copyright protection and is designed to guarantee, in
grave and urgent situations, the rapid prosecution of infringements which, by their very
nature, require prompt action. Every second that an infringement persists on electronic
communications networks has the potential to spread and, consequently, to cause harm,
making it essential to take action as quickly as possible. Moreover, the DSA itself does
not set a deadline for complying with orders to act against illegal content, as the Digital
Services Act does not provide a legal basis for issuing such orders but merely
harmonises certain specific minimum conditions that such orders must meet in order to
trigger the obligation for intermediary service providers to inform the relevant
authorities of the action taken in response to those orders (recital (31)).

With reference to the comments made regarding definitions, and in response to the
request put forward by some respondents, it is proposed that a new paragraph 3-ter be
introduced to extend the scope of application to include providers of caching services,
who will therefore be required to adopt the measures provided for under the EU legal
framework, ensuring that these are sufficiently effective to guarantee the effective
protection of the aforementioned rights. It is understood that flaggers that make use of
the Piracy Shield platform are required to exclude resources that present a high risk of
overblocking, such as content delivery networks.
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Again with reference to orders, it is not considered possible to replace the term ‘site’
with FQDN because, as explained above, the Authority’s blocking orders can concern
both domain names and IP addresses.

With regard to the proposal put forward by one respondent to include a reference to
Article 174-sexies of the Copyright Law in relation to the obligation to report on the
action taken in response to orders, it should be noted that the aforementioned article,
introduced by the Omnibus Decree, establishes an obligation on various service
providers to designate and notify the Authority of a point of contact or, if they are not
established in the European Union but offer services in Italy, a legal representative who
enables them to communicate directly, by electronic means, with the Authority itself for
the purposes of enforcing the Copyright Law. This obligation does not relate to the one
introduced by Article 9(1) of the DSA concerning the reporting of information on the
action taken in response to orders to act against illegal content, but is comparable to
various provisions of the DSA, such as Articles 11 and 13. However, the Authority has
published a notice on its website addressed to all providers concerned for the purposes
of implementing the provisions of Article 174-sexies of the LDA and is compiling all
communications relating to contact points and legal representatives that have been
submitted to date. Any parties intending to make use of the contact points and/or legal
representatives already notified in accordance with Articles 11 and 13 of the DSA are
required to notify AGCOM accordingly. As regards the obligation referred to in Article
174-sexies(1) to immediately report to the judicial authorities or the judicial police,
providing all available information, when they become aware that acts constituting
criminal offences under the LDA are being committed, have been committed or have
been attempted, it is noted that such information falls within the criminal sphere and
must be reported not to AGCOM but to the judicial authorities or the judicial police.

It should also be noted that, pursuant to Article 2(7) of the Anti-piracy law, the
Authority shall forward to the Public Prosecutor’s Office at the Court of Rome the list
of disabling measures adopted pursuant to this Article, with an indication of the service
providers and other parties to whom such measures have been notified. At the request of
this Authority, the subjects of the measures shall inform the Public Prosecutor’s Office
without delay of all the activities carried out to comply with the aforementioned
measures and communicate any data or information available to them that may allow
the identification of providers of the illegally disseminated content. To this end, a
memorandum of understanding has already been signed between the Authority, the
Special Unit Command of the Guardia di Finanza and the Public Prosecutor’s Office in
Rome.

Finally, with regard to the penalties applicable in the event of non-compliance with the
obligation to report on the action taken in response to orders, it should be noted that
those provided for by the Italian legislator In Article 1(32-bis)1 of Law No 249 of 31
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July 1997, introduced by Decree-Law No 123 of 15 September 2023, converted with
amendments by Law No 159 of 13 November 2023, overlap exactly with those
provided for in Article 52(3) of the DSA, i.e. at most 6% of turnover in the event of
non-compliance with an obligation, such as that of Article 9(1) of the DSA, and at most
1% in the case of ‘supply of incorrect, incomplete or misleading information, failure to
reply or rectify incorrect, incomplete or misleading information and failure to submit to
an inspection’. It is understood that any penalty will be imposed following proceedings
conducted in accordance with the Authority’s Penalty Regulations.

Article 8-bis
(Repetition of infringements which have already been identified by the Authority)

Main positions of the interested parties

Some respondents submitted comments with reference to the obligation to communicate
the action taken in response to orders and the penalties provided for in the event of non-
compliance, which have already been described with reference to Article 8.

One respondent (DAZN), in light of the comments made regarding Article 8, suggests
adding to Article 8-bis(7), after the words ‘digital services’, the words ‘as well as that
given to the obligations provided for in Article 174-sexies of Law 633/1941°.

Comments by the Authority
In this regard, please refer to the explanations provided in relation to Article 8 and, with
regard to the action taken in response to orders, to the provisions set out in Article 10.

Article 9
(Abbreviated procedure)

Main positions of the interested parties

One party (Google) considers that the time limit of two days for complying with the
Authority’s orders should be changed to ‘immediately’.

Comments by the Authority

Please refer to the comments on Article 10 regarding the time limits.
Article 9-bis

(Precautionary procedure)

Main positions of the interested parties
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Some respondents submitted comments with reference to the obligation to communicate
the action taken in response to orders and the penalties provided for in the event of non-
compliance, which have already been described with reference to Article 8.

One respondent (DAZN) again in light of the points raised regarding the request to
include a reference to the obligations set out in Article 174-sexies of Law 633/194,
suggests adding to Article 9-bis(9), after the words ‘digital services’, the words ‘as well
as that given to the obligations provided for in Article 174-sexies of Law 633/1941°.

Comments by the Authority

Please refer to the explanations provided in relation to Article 8 and, with regard to the
action taken in response to orders, to the provisions set out in Article 10.

Article 10

(Precautionary measures for infringements relating to audiovisual content
broadcast live)

Main positions of the interested parties

On the precautionary measure

Two respondents (SIAE and FPM) consider that the precautionary measures provided
for in Article 10 should be extended to cover both infringements relating to live
broadcast audiovisual content and sound content; in one case (SIAE) with reference to
unpublished content, and in the other (FPM) to pre-releases.

In particular, according to one party (FPM), action taken against works that have been
distributed illegally prior to their official release on the market is justified on the
grounds of gravity and urgency, as expressly provided for by law. In this regard, it
emphasises that the majority of revenue is generated in the first two weeks following
launch and that any unauthorised publication prior to market launch can have
devastating consequences, thereby also jeopardising substantial investments in research,
development, communications and marketing. In order to ensure a fair balance with the
protections afforded to first viewings of cinematographic works, the protections
provided for in Article 10 regarding musical works should be extended to the first 15
days following the official release on the market. Such protection would prove crucial,
given that the majority of revenue is generated in the first few weeks following the
release of the work.

Another party, however, (TIM) highlights the need to establish clear rules to distinguish
between content to be protected via Piracy Shield and content to be protected via the
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other tools provided for in the Regulation. In relation to the expansion of the range of
content eligible for protection, it identifies 3 distinct groups. Firstly, it refers to first
viewings of cinematographic and audiovisual works, considering that this category
should be restricted to inaugural screenings of films or other audiovisual content. It then
focuses on the concept of a ‘first viewing’, clarifying that once a film is available on
streaming platforms, on home video or remains in cinemas for an extended period, the
urgency of blocking within 30 minutes ceases to apply (by way of example, it explains
that the first screening of a new film at the cinema falls into this category, but that the
same film, throughout its subsequent run in cinemas, loses its status as live content and
the protection afforded by the new Article 10 of the Regulation). Similarly, it considers
that a work included in standard programming, whether in cinemas or on on-demand
platforms (e.g. all T-VOD and S-VOD content, such as films and TV series, available
on streaming platforms), does not require blocking within 30 minutes, as its extended
availability reduces the impact of immediate piracy. With regard to the second group of
content, it makes a number of observations with regard to audiovisual works concerning
live broadcast sports events, where it clarifies that, by definition, the live sports event
(football, Formula 1, tennis, etc.) falls under the need for immediate blocking in order to
preserve the value of the broadcast. Finally, it suggests that rapid blocking may also be
justified in relation to sports events and events of social significance or of major public
interest within the meaning of Article 33(3) of the Consolidated Act.

One party (FPM) suggests that the Piracy Shield platform should be reserved solely for
cases of genuine gravity and urgency. It points out that Law No 93/2023, in Article
2(3), specifically mentions ‘gravity and urgency’ as the fundamental requirements for
the use of the ‘special’ measures on live broadcast events and similar events, provided
for in Article 10 of the Regulation.

One party (TIM) specifies that the interpretation of the criteria for gravity and urgency
must be made in the light of the following criteria: (i) the nature of the broadcast: live or
recorded. Live is a strong indicator of the need for rapid blocking; exclusivity and
distribution ‘window: if the content is offered to the public as a ‘first viewing’, then
blocking within 30 minutes can be justified. If the content is available for an extended
period (e.g. TV series, films in a catalogue), the use of the standard or abbreviated
procedure appears proportionate to (ii) the economic value and potential impact of
piracy: live sporting events and cinematographic ‘first viewings’ generate significant
economic value at the time of their broadcast and are therefore more severely affected
by piracy. For other types of content, the impact is less significant, so it is possible to
use either the standard or the abbreviated procedure.
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With particular regard to the precautionary order referred to in Article 10, one party
(DAZN) suggests deleting, in paragraph 1, the word ‘reasoned’ and inserting the words
‘without delay’ after the word ‘proceed’; in Article 10(2), adding, after the words ‘shall
be adopted’, the words ‘at most’.

One respondent (CCIA) believes that the territorial restriction already contained in the
Regulation should be reinstated, given that otherwise AGCOM would appear to have
jurisdiction over any party, including those outside the EU. It should also be noted that
the obligation to put an end to infringements is limited to measures that are technically
feasible, not least in light of the principle of proportionality set out in the Digital
Services Act. It emphasises that respect for the principle of freedom of thought and
expression, as set out in Article 2 of the Regulation, is also of paramount importance.
The party believes that in compliance with the subsidiarity criterion, owners of
copyright or related rights should self-equip themselves with technological tools to
prevent or make it more difficult to reproduce their content without authorisation.
Furthermore, according to the same party (CCIA), compliance should be ensured with
the formal requirements laid down for orders issued by the Authority, under Article 9 of
the Digital Services Act. Finally, the deadline for compliance with the precautionary
order should be based on the actual urgency of the provider’s activation, determined
from the moment of the start of the broadcast. In conclusion, it reiterates that the impact
of AGCOM’s orders is likely to be limited to Italy.

Another party (Google) considers that the orders provided for in Article 10 of the draft
Regulation do not fall within the scope of Article 9 of the DSA and, therefore, cannot be
addressed to providers not established in Italy. Furthermore, they cannot give rise to an
obligation to report on the action taken in response to such orders pursuant to Article
9(5) of the DSA.

One party (eBay) considers that the blanket inclusion of information society service
providers risks unduly broadening the scope of the provision, encompassing parties
such as e-commerce platforms that do not operate in sectors closely linked to the fight
against online piracy. It would be desirable, in its opinion, to adequately restrict the
scope of application so as to include only those service providers that are actually
relevant for the purpose of combating online piracy.

With regard to paragraph 3, one party (RTT) considers that it is necessary to insert ‘any’
before ‘websites’ managed or authorised by the right holder to broadcast the audiovisual
content live. This clarification is also requested by another party (FAPAV) which
specifies that the application should mention ‘any’ websites and ‘any’ platforms
managed or authorised by the right holder to broadcast the audiovisual content
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broadcast live. Both parties consider that the inclusion of the word ‘any’ is necessary
because there may be cases where no authorised parties exist. It adds that this situation
is quite common for film premieres, which are initially shown exclusively in cinemas.

On the liability of flaggers

Several respondents (AIIP, Open Fiber, eBay, CCIA, TIM) believe that greater
liability should be imposed on authorised parties that submit notices via the Piracy
Shield platform.

In particular, with regard to the evidence provided by right holders, one party (CCIA)
argues that the reference to ‘one’s own responsibility’, which lacks specific details and
concrete penalties, risks legitimising unfounded or superficial notices, thereby
undermining freedom of enterprise, freedom of thought and freedom of information. As
is the case in other legal systems, therefore, reference should be made to specific
criminal liabilities, such as those provided for in Article 76 of Presidential Decree No
445 of 2000.

According to the same party (CCIA), Piracy Shield appears to be an automated
platform for issuing blocking orders; it is therefore unclear how it could be used to
verify the validity of the requests received by AGCOM. It therefore considers it
essential for the Authority to investigate the validity of each of the notices received,
since otherwise unjustified blocks would be legitimised, to the detriment of freedom of
enterprise and freedom of expression.

One party (TIM) considers it appropriate for the Authority to make explicit reference in
the Regulation to the sanctions in cases where flaggers are liable.

Another organisation (AIIP) also considers that the Regulation should not be limited to
imposing sanctions on service providers who fail to comply promptly with the
Authority’s orders aimed at combating the availability of illegal content or who fail to
provide the required confirmation regarding such compliance; rather, it should also
provide for sanctions against flaggers where — following a complaint (and access) — it is
established that the conditions for the measures requested by the flagger were not met.
In accordance with the provisions of Article 22 of the DSA regarding ‘trusted flaggers’,
such measures could involve the suspension or exclusion of such individuals from the
group of persons authorised to use the Platform to protect their rights. It emphasises
that, in order to ensure the proper application of copyright protection legislation without
opportunistic behaviour on the part of parties who have proved to be untrustworthy, to
the detriment of civil society, it considers it appropriate, in line with the analogous
provisions of the DSA (Article 22(6)), to provide for a mechanism for submitting
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manifestly unfounded notices, with a view to taking appropriate measures against
authorised parties who prove to be untrustworthy flaggers (e.g. ranging from a six-
month suspension of access to the platform to exclusion from the list of parties
authorised as trusted flaggers).

Another party (AIIP) argues that the applicant must be ‘held liable’ for the
precautionary measure referred to in Articles 9-bis and 10, which requires the
production of appropriate documentary evidence in accordance with the provisions of
the Piracy Shield platform’s operating manual. In particular, in Article 10, given the
broader scope of application of the precautionary measures introduced by Article 2 of
the Anti-piracy law, it is considered appropriate to include a reference to respect for the
rights referred to in Article 2(2) of the Regulation, such as freedom of communication,
expression, reporting, comment, criticism and discussion, etc., and the exceptions to the
applicant’s rights.

One party (Assoprovider) objects to the proposal to automatically block future
domains, subdomains and IP addresses linked to and associated with illegal content,
arguing that there are no reliable technical tools available to automatically identify such
resources. The same organisation (Assoprovider) also points out that general and
preventive monitoring is legally impossible as it conflicts with Article 15 of the E-
Commerce Directive and the case-law of the CJEU, in particular the Scarlet judgment.
In this regard, the party stresses that the burden of proactively monitoring the network
to intercept new resources linked to illegal content would be equivalent to imposing a
general monitoring obligation.

One party (MPA) in relation to the liability of rights holders who submit notices
suggests clarifying what the potential consequences of a non-diligent notice submitted
by a rights holder might be. It believes that this clarification would enable the new
rights holders concerned — who wish to register on the Piracy Shield platform and
submit their first request for site-blocking in relation to a live event or first viewing — to
have a clear understanding of the rules in force.

On the predominance of illegal activity

Several parties (Assoprovider, Anitec-Assinform, TIM, eBay, CCIA, Google) have
submitted comments regarding the criterion of the ‘predominance’ of illegal activity and
expressed concerns about the risk of overblocking.

In particular, one party (TIM) considers it necessary to codify the ‘predominance’
criterion, providing, where appropriate, deterrent mechanisms in the event of the
continuous incorrect submission of notices by the same flagger.
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Another party (Assoprovider), highlighting the risk of overblocking and the breach of
the principle of proportionality, considers that each resource to be blocked must be
specified in detail by the authorised party so that those subject to the measure can act in
accordance with the principles of proportionality and technical certainty. Furthermore, it
highlights the technical impossibility of determining the predominance (a concept
which, in its view, is vague and unmeasurable) of illegal content on a domain/IP address
and therefore proposes replacing the term predominantly with exclusively to avoid
ambiguity and legal risks. In this regard, it highlights the technical impossibility of
verifying the extent and content, the high risk of overblocking, the very ambiguity of
the definition of ‘predominance’, and compliance with the principles of necessity and
proportionality.

Another party (eBay) also notes that the fact that rights holders are able to determine
entirely independently and at their own discretion what constitutes ‘predominantly’
illegal content and to report it automatically via the platform may result in a
disproportionate use of the tools granted to rights holders, as well as a risk of
overblocking and of infringing the rights of third parties.

Another respondent (Anitec-Assinform) points out that the DSA requires internet
service providers to take action only after they have actual knowledge of specific and
clearly identified illegal content; in their view, this would not be the case under the
proposed regulation, which would require the removal of entire websites or accounts
that could be considered ‘predominantly’ illegal.

One party (CCIA) points out that the provision of proxy server services on the Italian
and global internet services market means that a single IP address can sometimes
correspond to hundreds or thousands of websites, the vast majority of which are entirely
lawful and more or less necessary for their users. In order to avoid blocking legitimate
websites, as has recently occurred following orders issued via Piracy Shield, according
to this party (CCIA), provision should be made to ensure that IP address blocking
applies only to those addresses that are unequivocally used for illegal purposes. The
concept of predominance is vague and prone to problems of interpretation. It seems
necessary to establish a principle of unambiguity, particularly in light of the recent
blocking of perfectly legitimate websites via Piracy Shield.

Another party (Google) considers that the obligation under the Regulation to remove
sites that are ‘predominantly’ illegal — the removal of which, in its view, takes place
without an examination of the specific content uploaded, but which could also include
legal content — constitutes a breach of Article 9 of the DSA. This is particularly relevant
considering that this ‘predominance’ is assessed at the discretion of the right holders
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who submit a notice and not by the Authority. In particular, it points out that, on the
basis of the DSA, the national authorities have the possibility to adopt, only within
specific limits, orders against foreign ISPs, contrary to what is provided for in the
Regulation in application of the ‘predominance’ criterion.

One party (MPA) considers it necessary to ensure targeted and proportionate blocking
by clarifying the conditions under which rights holders can block IP/DNS addresses that
are ‘predominantly’ used for piracy content. In this regard, it states that it agrees with
the interpretation of the ‘predominance’ requirement for blocking resources that
primarily contain content in breach of the law with the clear intent and purpose of
combating piracy. It also agrees that shared IP addresses should be excluded from
blocking; however, as providers involved in the process of accessing a pirate website,
CDNs should take all necessary measures to ensure that targeted blocking is made
possible, selecting the best and most effective methods available to do so. It believes, in
fact, that this is an important element to make the Piracy Shield effective. Indeed, it
argues that, once CDN providers implement measures to enable targeted blocking, for
which they have various option, the blocking of shared IP addresses should no longer be
an issue.

It also suggests introducing further clarifications regarding the evidential standards
required under the new procedure for the protection of live content and first viewings of
audiovisual works. These could include examples that comply with the standards
established by Italian case law (e.g. timestamps, video recordings, screenshots, network
traffic logs, hash codes and digital signatures of the documents provided). This party
(MPA) , while acknowledging that details on this matter are already set out in the
platform’s operating manual, points out that this is currently only available once rights
holders have registered and that, therefore, clarifications in the Regulation or in a
resolution would provide greater certainty and clarity ex ante regarding the system made
available, particularly for those rights holders who have only recently become involved.

Still with reference to paragraph 4, another party (FAPAV) suggests, in relation to the
‘reliable documentary evidence’ referred to in the text, that a less stringent standard of
proof might be applied to parties identified by the Authority as trusted flaggers. One
respondent (DAZN), on the other hand, requests that the word ‘is’ be replaced by the
words ‘continues to be’ and that, after the words ‘audiovisual content’, the words ‘or the
same type of audiovisual content’ be added.

On the Piracy Shield platform

With particular reference to the Piracy Shield platform, several organisations (Eolo,
ASSTEL, Wind Tre) emphasise that they have actively participated in the work of the
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technical panel and have implemented on their internal platforms and systems
everything necessary to interface with the Piracy Shield in order to block customers’
access to the FQDNs and IP addresses published on it, in accordance with the legislative
provisions contained in Law No 93/23 and the terms defined by the technical panel
established by the Authority.

However, two of these parties (Eolo, ASSTEL) would like any new integrations of the
functionalities of the Piracy Shield platform to take into account the developments
shared within the technical panel and implemented by the operators.

In particular, one of these (ASSTEL) considers the extension of the categories of
service providers and protected content to be consistent with the latest legislative
amendments adopted, but notes that this extension could potentially have significant
implications for the operation of the Piracy Shield platform, which may require further
upgrades in the event of a significant increase in the number of blocking requests made
in compliance with the Anti-piracy law. In this regard, it considers it essential that these
‘upgrades’ do not exceed the capacity of operators’ platforms — a matter already brought
to the Authority’s attention — in order to minimise the additional effort required of, and
already undertaken by, operators as a result of the anticipated need to extend these
limits beyond those originally envisaged.

Another party (Colt) also requests that the efforts already made be taken into account
when assessing further amendments and that each new measure undergo a careful cost-
benefit analysis. It also points out that, given the transnational structure of this party’s
network (Colt), amendments such as those proposed in the draft Regulation cannot be
implemented until 12 months after the final text has been approved.

Another party (Wind Tre) requests that any update to the technical and operational
requirements of the Piracy Shield platform or the associated documentation always be
preceded by: (a) a consultation between the technical panel and operators and the
provision of a timeline for compliance agreed with operators; (b) the publication of a
news item on the AGCOM website; (c) an email from the anti-piracy technical panel to
operators; (d) the publication of the updates on the Piracy Shield platform.

According to one party (AIIP) , the Regulation should be amended to provide for the
possibility of access to notices by the subjects of the measures and by parties with a
legitimate interest, in order to ensure the proper protection of their rights.

Some respondents (AITP and Open Fiber) call for the resolution approving the new
text of the DDA Regulation to require all potential subjects of the measures, based or
operating in Italy, to register on the platform.
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In particular, one party (AIIP) believes that AGCOM must take an active role in
ensuring that this platform is extended to all operators registered with the ROC who fall
within the relevant categories, without exception. It follows that the technical panel
should be convened with the participation of all the parties who may be the subjects of
the measures provided for in the Regulation.

Similarly, another party (DAZN) explains that accreditation to the Piracy Shield
platform by providers of intermediary services and information society service
providers is the most effective and protective means of implementing ‘dynamic
blocking injunctions’. However, it points out that, at present, a number of parties subject
to the obligations set out in the Anti-piracy law have not chosen to register with the
aforementioned platform. Therefore, in order to ensure full compliance with the
provisions of the law, it is considered necessary to introduce an alternative channel to
the platform through which the Authority can inform such parties of notices made by
authorised parties in accordance with Article 10 of the new draft Regulation. It
considers this notification to be material both for the purposes of implementing the
provisions of the Anti-piracy law and for the purposes of the provisions of Article 174-
sexies of the Copyright Law.

Another party (Open Fiber) suggests specifying that all parties with a relationship with
end customers are required to register with the single, automated technology platform
known as Piracy Shield. It further requests clarification that, should the subjects of the
precautionary measure not possess the necessary technical resources, they must make
use of infrastructure owned by third parties. This is without prejudice to the fact that,
pursuant to the provisions of Resolution No 321/23/CONS, for the purposes of
accreditation to the platform, what matters is the relationship with the end user. It
considers this clarification necessary in light of the Authority’s clarification in
Resolution No 321/23/CONS and asks that account be taken of the fact that the
company has, on several occasions, observed retail operators who simply delegate the
task of implementing blocks to others, believing that there is a legal provision under
which responsibility for the correct performance of these activities lies with the party
that owns the DNS server. In this regard, it states that it has always worked closely with
operators and the Authority to comply with the relevant regulations and combat digital
piracy. Nevertheless, it points out that the Authority has repeatedly made it clear that the
responsibility for registering with the platform (and therefore for implementing blocks)
lies with the virtual operator that manages the relationship with the end user, a fact
which reinforces the need to include such a clarification within the regulatory
provisions. In this regard, the party considers that the provisions of the Regulation are
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clear and that, in the light of what is stated in Article 1 thereof, it applies to all those
who ‘use, even indirectly, national numbering resources’.

According to one party (AIIP), all orders should be transmitted via the platform, and
the technical panel should establish, within three months, the technical procedures
necessary for the platform to be used by the Authority to transmit all orders required by
the Regulation, including routine orders, to all potential subjects of such orders located
in Italy. According to the same respondent, the technical panel should also establish the
technical procedures necessary to ensure that the platform can be used by all those
required to carry out the measures set out in the Regulation in order to provide feedback
to the Authority regarding implementation, as well as defining procedures for managing
the ‘reauthorisation’ of IP addresses and FQDNs that take into account the coordination
requirements already highlighted to the technical panel by mere conduit providers.

With regard to the extension of protection to all live broadcast audiovisual content, one
party (Colt) highlights the need for the technical panel to examine the procedures by
which operators will receive blocking notices. Specifically, whether there will be a
single list for all audiovisual content or separate lists depending on the different types of
content. In its opinion, it will also be necessary to lay down rules for the management
of resources that were blocked outside the Piracy Shield platform and which will
therefore be blocked on the date of entry into force of the amendment in question. In
such circumstances, any requests for unblocking must be submitted and processed
outside the Piracy Shield platform.

Also in view of the expansion of the scope of action of the Piracy Shield platform to all
live broadcast audiovisual content, one party (Wind Tre) suggests requesting that all
operators provide technical email addresses at which they can be notified of any faults
with or unavailability of the Piracy Shield platform so as to be able to alert the
assurance departments of the various operators without delay.

Another party (Open Fiber) also requests that any platform malfunctions or
maintenance work be promptly communicated to operators and that AGCOM provide
operators with the option of designating additional points of contact for managing
communications relating to the platform.

Two parties (CCIA and Google) have expressed concerns and criticisms regarding the
Piracy Shield platform.

Firstly, one party (CCIA) has expressed concern regarding the Authority’s decision to
use the Piracy Shield as a tool for issuing orders to block websites. This is because,
according to that party, these requests are made by the rights holders without due
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process or any right of appeal. It therefore considers that the Piracy Shield poses a
significant risk to the principles of freedom of expression for businesses, as enshrined in
EU and Italian legislation. This is due to a number of factors, primarily relating to the
very way in which this tool was developed. According to this party (CCIA), the
technical specifications of the platform were never made public and were decided by a
technical committee which only a small number of operators from the digital sector
were invited to participate in. In particular, it argues that participation in the technical
panel was not open to the public, but was subject to an invitation that was sent only to a
small number of internet service providers operating in Italy. Furthermore, the technical
specifications of the Piracy Shield were not included in AGCOM Resolution No
321/23/CONS, which was issued following the conclusion of the technical panel’s
proceedings, but were set out only in the technical manual, which can only be accessed
upon registration with the Piracy Shield.

The same party (CCIA) also points out that this system has resulted in a number of
legitimate websites and internet services (such as Google Drive) being blocked for users
across Italy simply because these websites and services were protected from
cyberattacks by a proxy server service that shared its IP address with the websites
against which the Privacy Shield had issued a blocking order.

In addition, it stresses that, with the proposed amendments, Piracy Shield will be used
as a tool for handling stakeholder complaints without there being any legal obligation
for internet service providers to register on the platform, and this would be extremely
problematic. In this regard, it does not consider the Piracy Shield to be an essential tool
for submitting subsequent notices, given that these can be sent by email to the relevant
email address.

More generally, that party (CCIA) encourages AGCOM to reconsider its blocking
approach and instead focus its efforts on targeting the actual hosts and distributors of
pirated content and protecting content at source. In its view, network-level blocking not
only fails to remove content from the internet, but can also be easily circumvented and
is ultimately ineffective at combating piracy, reducing illegal content or deterring more
sophisticated piracy tactics.

Another party (Google) considers that the operation of the Piracy Shield platform and
the related operational practice exclude the compatibility of Article 10 of the draft
Regulation with Article 9 of the DSA. Although this rule provides for scrutiny by the
Authority with respect to the notices submitted by the rights holders after the first
precautionary order, it considers that this prior scrutiny is in fact non-existent. In this
regard, it emphasises that, as indicated by AGCOM itself in the numerous resolutions
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setting out how the Piracy Shield platform operates, this amounts to an automated
mechanism that enables the immediate blocking — and subsequent blocking for the
following 30 minutes — of ‘websites primarily intended for the infringement of rights’
flagged directly by rights holders. This makes it even clearer that the ‘notices’ referred
to in Article 10 of the draft Regulation cannot be equated with the ‘orders by national
authorities’ governed by Article 9 of the DSA, with all the consequences that this
entails. It therefore invites the Authority to amend the functioning of the regulated
proceedings in order to adapt them to Article 9 of the DSA. In its view, this can only be
achieved by clarifying (and ensuring) that notices submitted to AGCOM and/or via the
Piracy Shield platform will be assessed by the Authority before being shared with ISPs,
through the channels provided for in Articles 11 and 13 of the DSA, solely in relation to
specific illegal content.

Finally, one party (MPA) suggests clarifying the notification process for initial and
subsequent blocking requests arising from the Piracy Shield, particularly where such
orders involve VPN providers, alternative DNS services and search engines. It specifies
that, in addition to publishing on the AGCOM website orders blocking online resources,
the Authority should ensure that it communicates the orders and subsequent notices to
all intermediaries subject to the orders, for example via email and/or APIs (Application
Programming Interfaces) linked to the Piracy Shield platform.

On the time limits

As regards the duration of the block, two parties (TIM and Open Fiber) have submitted
comments arising from the extension of the scope of application to all live content.

In particular, one party (TIM) considers that the enlargement of the pool of rights
holders to be protected requires a particularly attentive consideration of the continued
applicability to the ‘new’ content of the conditions of gravity and urgency that require
blocking within 30 minutes as well as the technical and economic sustainability of the
technological solutions implemented by the subjects of the orders (and in particular
mere conduits) in order to meet the time limit provided for by national legislation.

Another party (Open Fiber) considers that, in order to allow operators to comply with
the time limit of 30 minutes from receipt of the order by the Authority, in light of the
integration of content pursuant to Article 1(p-bis), it is essential for the Authority to take
measures to make the Piracy Shield platform more efficient and well functioning. In this
regard, it proposes putting in place a mechanism whereby it processes only the
differences between the lists as and when they are submitted, instead of managing the
overall archive (which becomes increasingly large) as is currently the case.
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Furthermore, it stipulates that the 30-minute time limit should begin from the moment
the list of addresses to be blocked is made available to operators, and not from the
notification of the blocking order, as it is only once the list is available that operators
can actually begin blocking the illegal websites.

One party (CCIA), while pointing out that the overall functioning of the platform is
extremely problematic, considers that the 30-minute time frame for implementing
blocking orders not only precludes upstream providers from verifying AGCOM’s
orders, but is also not technically adhered to by downstream operators. In its opinion,
moreover, the time limit of 30 minutes is impossible to comply with for parties
established outside the national territory and, in particular, in areas with different time
zones.

One respondent (Anitec-Assinform) points out that the 30-minute time limit for
removing websites that breach the rules, which applies to all ISPs involved in the
distribution of live broadcast audiovisual content, is incompatible with EU legislation,
which uses the phrase ‘without undue delay’ without specifying any particular time
limits. In addition, the 30-minute time limit is inconsistent with the approach adopted
for other types of illegal content, such as terrorist content for which there is a 24-hour
time limit under Regulation (EU) 2021/784. Another party (Google) also points out
that the time limit imposed on all ‘information society service providers’ is particularly
disproportionate and discriminatory when compared with other EU legislation
governing content that poses a far greater risk to society than that covered by the draft
Regulation (for example, Regulation (EU) 2021/78 on combating terrorist content
online, which provides for a one-hour time frame for removal). According to this party
(Google), it is therefore paradoxical and unreasonable that copyright infringements,
while deserving of protection, should be subject to a time limit that is even more
restrictive than that applied to content that poses a direct threat to public safety and the
safety of individuals.

According to the respondent (Google), more generally, the time frames set out in the
draft Regulation for the fulfilment of orders are in many respects incompatible with the
DSA and with key principles of the national and EU legal systems, such as the principle
of proportionality, the CoOP and respect for fundamental rights such as freedom of
enterprise and freedom of expression. The deadlines of 3 days, 2 days and 30 minutes
for compliance with blocking orders addressed to service providers not established in
Italy are considered unreasonable and not in line with EU regulations. Such time frames
could also lead to discriminatory treatment of ISPs, as they would mean that
information society service providers whose services host content that infringes
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copyright would be subject to stricter treatment than all others whose services host other
types of ‘illegal content’. Furthermore, with specific reference to ISPs not established in
Italy, these time frames effectively constitute general and abstract measures that are in
clear breach of the CoOP. In order to comply with the disproportionate requirements set
out in the draft Regulation, these ISPs would in effect be forced to implement specific
technical and operational systems and procedures that are incompatible with a
harmonised regulatory framework at EU level.

On a separate point, the same party (Google) points out that, in terms of fundamental
rights, time-limited restrictions of this kind also have a significant impact on the
freedom to conduct business. The ISPs subject to AGCOM’s orders would in fact be
forced to implement excessively burdensome systems and procedures to ensure
compliance with these time frames, in breach of Article 56 TFEU. Furthermore, the
draft Regulation would also entail a risk of overblocking, potentially leading to the
removal of legitimate content and unduly restricting users’ freedom of expression and
right to information, as enshrined in Article 11 of the Charter. This risk would be further
accentuated by the actual operation of the Piracy Shield platform.

(Google) further argues that there is also a breach of Article 2(5) of the Anti-piracy law,
in that it provides that the 30-minute time frame for blocking applies to ‘domain names
subject to blocking orders issued by the Authority’ and, therefore, not in response to
notices submitted directly by rights holders.

Two parties (Google and eBay) emphasise that Articles 5 and 6 of the DSA provide
that caching and hosting service providers shall act ‘expeditiously’ once they become
aware of the existence of illegal content on their services, deliberately avoiding
imposing strict and predefined deadlines, so as to allow a certain flexibility. One of
these (eBay) proposes removing the 30-minute time limit in order to bring it into line
with the provisions of the Digital Services Act, given that it is impossible to establish a
single time limit applicable to all providers, regardless of the provider in question or the
specific case (for example, where multiple pieces of content have been reported).

On redirection

A number of parties (ASSTEL, Assoprovider, AIIP, Anitec-Assinform, Colt, Eolo,
Iliad, Open Fiber, Wind Tre and Vodafone) have submitted comments regarding the
automatic redirection to a web page created in accordance with the procedures set out
by the Authority following the DNS and IP blocking.

In particular, many of these highlight difficulties with regard to redirection following
blocking of the IP address.
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In this regard, only one respondent (Wind Tre) clarifies that it redirects its customers
to a page whose content is defined by AGCOM in the event of access being blocked
both for IP addresses and for FQDNs. However, it considers that this page could be
moved to the AGCOM website, with the content determined by the Authority itself,
and with the necessary technical notice to facilitate this change. Furthermore, it points
out that, in the event of a detailed request, the only information it would be able to
provide is the IP address of the customer who attempted, at a given time, to access an
IP address or FQDN for which a blocking request has been made, but not the IP
address or FQDN that the customer attempted to access. Such information would
require continuous monitoring of all customers’ traffic, which, as is well known, is not
permitted under the law and would not be technically feasible either. Furthermore, it
points out that IP addresses are assigned dynamically in most cases; therefore, an IP
address that attempted to access a blocked IP address or FQDN at a given time may, at
a later point, belong to a different customer. In fact, the reallocation of public IP
addresses issued to customers is immediate.

Another party (ASSTEL) also considers it preferable for the page containing
information on the block to be hosted on a server provided by the Authority: this
solution would, in fact, enable the most accurate information to be provided to
consumers affected by the block and ensure that it is updated promptly whenever
necessary, as the management of the information would be centralised and handled by
the Authority itself.

However, that same party (ASSTEL) points out that the request to redirect traffic
directed to an IP address differs from that concerning FQDNs; while the latter case does
not raise any particular issues, the feasibility of redirecting traffic directed to an IP
address depends on the technical characteristics of the various operators’ networks
(some networks are able to carry out such redirection, while others would require
significant modifications, involving associated investments, in order to support this
functionality, thereby nullifying the work already undertaken to adapt their systems to
the technical specifications originally defined by the Authority). It therefore considers
that this circumstance should be avoided and, if it were taken into account, that the
obligations should necessarily be graduated according to the specific situations of each
operator, and in any case only upon the outcome of a prior technical consultation.

Another party (Assoprovider) also highlights the technical limitations of automatic
redirection, particularly for HTTPS domain names and IP addresses, and proposes
distinguishing between complete blocking (i.e. no redirection) for IP addresses and
automatic redirection for domain names only.
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One respondent (AIIP) argues that the measures should not include redirecting, as this
is not provided for in the Anti-piracy law; alternatively, it should at least be limited to
cases involving the disabling of FQDNs. It points out that, given the current state of
technology, almost all of which relies on the delivery of content via SSL-encrypted
channels, any redirection measure would effectively prevent the display of any content
(including the ‘landing’ pages requested by the Authority). It also clarifies that it is
generally understood that redirection takes place to a web page (port 80 — HTTP
protocol), whereas the service may use any port or protocol, and it is clearly impossible
to set up a server for any protocol that is not known in advance. From a legal
perspective, it highlights the lack of a primary legislative basis to justify the provision,
as well as the issues surrounding the processing of IP data, which would be prohibited
under privacy legislation, as it involves the modification of data packets — an activity
that would be equivalent to interception.

Another party (Anitec-Assinform) points out that this is technically feasible for Fully
Qualified Domain Names (FQDNSs), but is not a viable option for IP addresses, as the
former are unique and specific domain names, whereas IP addresses can be ambiguous.
Given this limitation, it asks to clarify how the Authority intends to design the landing
page and provide further details in order to ensure that operators understand the
technical and operational impacts of this measure with sufficient notice to ensure its
effective and compliant implementation.

Another party (Colt) points out that automatically redirecting blocked IP addresses to a
web page is not, at present, immediately feasible, as it would require a radical overhaul
of the network architecture and entail an unsustainable burden. Furthermore, in its
view, this practice does not ensure transparency regarding blocking actions, given that
the redirection would not allow the IP address owner to immediately understand which
resource has been blocked (FQDN or IP address).

One respondent (Eolo) pointed out that this functionality has so far only been
implemented for FQDNSs; it believes that redirecting IP addresses would be complex to
implement and would require very costly network adjustments. In its view, however, it
is possible to check which resources have been blocked via the Piracy Shield by visiting
the dedicated page provided by the Authority. It therefore calls on the Authority to
regard searching the relevant page as a sufficient measure to ensure full compliance
with procedural safeguards, without the need to impose further obligations.

Another party (Iliad) argues that implementing an automatic redirect is technically
complex because it requires the creation and maintenance of a custom redirect page, for
which each operator would need to acquire a dedicated web domain, with the associated
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costs. This party also states that, while redirection is theoretically feasible with regard to
FQDNs, the same cannot be said with regard to IP addresses; in fact, the network
architecture does not allow redirection to be set up on the basis of an IP address, and to
do so would necessarily require a complete redesign of part of its network, deploying
changes on a network serving millions of end users without interrupting service —
activities that are extremely burdensome in terms of design, network equipment costs
and development time. Therefore, it proposes introducing the redirection obligation on
the condition that it is limited to FQDNs and does not include IP addresses and that the
landing page is provided directly by the Authority in a standardised format (e.g. ‘.txt’)
and is hosted on a secure server managed by the Authority with access credentials for
individual operators. Furthermore, the landing page URL should contain only a single
authority (IP or FQDN) without any additional steps.

Another party (Open Fiber), while confirming that redirection is not feasible for IP
addresses given the current configuration of its systems, states that it has verified that IP
traffic could be redirected to the AGCOM landing page only through further
development of its systems and it is not possible, at present, to provide an estimate of
the time and costs that would be involved in such a scenario. It therefore asks to be
provided with an indication as to when this web page will be available, considering the
implications this will have for the necessary developments (and therefore the related
costs incurred) by operators.

Another party (Vodafone) highlights the technical difficulties arising from the fact that
data packets are blocked by a router (a device that manages data packets based on a
specific destination indicated by the IP address). According to this party, the router —
based on the routing table — can discard data packets destined for a specific IP address,
which means that an IP address (for example, the one subject to a blocking order) will
be unreachable because the traffic has no destination. He adds that, alternatively, the
router can send the data packet to a ‘next hop’ — that is, to a network node connected to
it — which will forward the traffic to a further final destination. Therefore, it clarifies
that IP packets can only be redirected to a platform that is directly connected to the
router, for example a local server, while they cannot be redirected to a platform that is
located on another network, such as AGCOM’s server. It therefore states that it is
working on a solution to route traffic to a local server which, for HTTP/HTTPS traffic
only, can return the URL of the redirect page specified by AGCOM. In this regard, it
makes clear that this adaptation process requires specific technical developments and a
dedicated financial investment. It therefore requests that the implementation of the
provision on IP redirection be applied from six months after the approval of the
Regulation, in order to allow all operators to correctly comply with the legislation.
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One respondent (MPA) considers that the landing page should not only inform third
parties of the reasons for the block (copyright infringement) and the Authority
imposing it, but should also include a reference to information on how third parties
with legitimate interests may lodge an appeal against the block, as well as the
procedure for doing so, given the short five-day deadline for lodging such an appeal. It
points out that this is already provided for in the Regulation and can also be achieved
by replacing the general link to the Authority’s official website with a link containing
specific information on the Piracy Shield and explaining how it works.

Finally, another respondent (FAPAYV) stresses that the landing page, in addition to
serving as a tool for measuring internet traffic diverted as a result of the access block
ordered by the Authority, can also act as a useful educational tool for users accessing
content not authorised by the rights holders and, therefore, may also include information
on legitimate sources of audiovisual content, in line with international best practice. In
this regard, it cites the example of Denmark, where the page that users land on when
visiting websites blocked for copyright infringement offers the option to browse the
‘Share With Care’ website (a communication campaign that informs users about the
consequences and risks of the illegal use of audiovisual content) and also a customised
search engine for films and TV called ‘Film Finder’ (which offers blocked users the
chance to easily find legal alternatives), as well as the example used by the PIPCU
(Police Intellectual Property Crime Unit) of the City of London Police, which provides
access to the ‘Find Any Film’ website (where film enthusiasts can book tickets, watch,
buy or rent films from a wide range of legal sources in the UK).

On service providers not involved in the accessibility of the website

One party (Assoprovider), with reference to Article 10(6), contests the obligation for
ISPs to de-index content from search engines, arguing the technical and regulatory
impossibility for ISPs to interact with search engines as well as the competence which is
inconsistent with the function of network operator, since this obligation would go
beyond the technical function of ISPs by introducing a general obligation to control
third-party content, contrary to Article 15 of Directive 2000/31/EC and Article 8 of the
DSA.

Another party (Open Fiber) points out in this regard that it is only once the list has
been made available that operators can actually begin blocking illegal websites. It
therefore considers that paragraph 6 should specify that subjects of the precautionary
order who are not involved in providing access to the website or illegal services must
nevertheless comply within 30 minutes of the list actually becoming available on the
Piracy Shield platform, and not from the time of notification.
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Another respondent (SKY), on the other hand, points out that the timely de-indexing
from search engines of domain names involved in piracy activity is an important
measure to combat the dissemination of illegal content online. However, it considers
that, in order to promote awareness of the law regarding the use of digital works, the de-
indexing process, besides strictly ensuring compliance with the 30-minute deadline,
should also be accompanied by the adoption, by the search engines themselves, of a
procedure to automatically redirect search queries for internet pages on which the
presence of illegally distributed digital works has been ascertained to a notice informing
users that the domain/IP address being searched for has been blocked following an
infringement of copyright or related rights, in a manner similar to the provisions
regarding the blocking of access to pirate websites and IPTV services by ISPs.
Therefore, it proposes reformulating Article 10(6) of the draft taking into account these
comments.

Still with reference to paragraph 6, two parties (RTI and FAPAV) request that the
phrase ‘after it becomes aware of the disabling order’ be inserted in place of ‘after
notification of the disabling order’ with a view to ensuring immediate disabling action
which, therefore, cannot take effect from a notification in the technical sense, but from
the date on which the subjects become aware of the precautionary order. One of these
(FAPAYV) adds that this is all the more necessary where the order is directed at subjects
that are not members of the Piracy Shield platform. It cites, by way of example, the
notification to be sent to public DNS service providers that do not participate in the
platform: in its view, their failure to participate in the platform will force flaggers to
handle notifications independently; however, to ensure a timely response, such notices
will be submitted by email, as the standard time frames for formal notification are
entirely incompatible.

On _complaints

With regard to the right to lodge a complaint, three parties (AIIP, CCIA and Google)
consider the five-day time limit to be too short; one of these (CCIA), in particular,
considers it too short for parties governed by foreign law. In the same sense, with
reference to the possibility for interested parties to lodge a complaint as referred to in
Articles 9-bis and 10, one party (Google) proposes extending the deadline to 10 days for
service providers not established in Italy.

One party (AIIP) considers that the time limits should start from the expiry of the time
limits for implementing the measure. It specifies that the grounds for the notice must be
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documented by the flagger, whereas the complaint may also be based on the lack of
grounds or of the documentation provided in support of the notice. According to this
party (AIIP), the measure should remain appealable as long as it remains in force.
Finally, it considers it necessary to grant full access to notices in order to ensure that the
rights of the parties referred to in paragraph 7 are fully protected, in accordance with
Article 24 of the Constitution (including, for example, to hold the flagger liable for
notices that breach the applicable legislation). It considers it inappropriate to treat a
provisional measure as final, as it cannot serve as definitive proof of the infringement
since it was adopted without a hearing and without a proper investigation. In the
absence of a complaint, the provisional measure should, in its view, remain in force
until it is revoked by AGCOM after six months, in accordance with the subsequent
paragraph 11; to this end, it considers it sufficient to regulate the complaint.

One respondent (CCIA) considers it appropriate to provide for the immediate
unblocking of domain names and IP addresses subject to an upheld complaint, as well
as the publication of the list of currently blocked domain names and IP addresses. In
order to ensure the maximum awareness of this list, in compliance with the transparency
criteria, it should be published on the Authority’s website, not on the Piracy Shield.

On failure to comply with orders

With reference to Article 10(10), one party (AIIP) proposes removing the requirement
to notify the judicial police, as the precautionary measures are governed by the Anti-
piracy law, which provides solely for an administrative fine, whereas the offence is not
relevant for criminal purposes, which would be the prerequisite for notifying the police.

On the restoration of resources

With reference to paragraph 11, in general terms, one party (AIIP) considers that the
Piracy Shield platform should be enhanced to improve the management of ‘removals’. It
also emphasises that the revocation of the measures must apply to all subjects of those
measures, otherwise, for example, the search engine would remain obliged to de-index
websites that have become accessible again following an update to the list.

One party (ASSTEL) points out that, although the precautionary procedure recognises
the fundamental role of authorised parties as flaggers of infringements of the intellectual
property rights protected by the Regulation, the proposed amendment under
consultation subsequently grants them merely the right to request that the Authority
reinstate resources that have been disabled on the basis of their notices. Given that the
restoration of disabled resources is of fundamental importance for maintaining the
system’s functionality over time, particularly in anticipation of an increase in the
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volume of notices to be processed, this party (ASSTEL) considers it desirable to
strengthen this aspect, ensuring that authorised parties do in fact proceed with such
requests, given, on the one hand, that these parties necessarily monitor their own content
online (on the basis of which they can submit notices) and, on the other hand, that the
entire system has been designed to protect their economic rights in live content
protected by copyright.

Another party (Anitec-Assinform) considers that, although the six-month deadline
stems from the Anti-piracy law, it is technically flawed and disproportionate, given the
dynamic nature of IP address allocation within cloud infrastructure. This is because,
when an IP address is blocked, the party carrying out illegal activities usually abandons
that IP address immediately. A six-month suspension therefore primarily affects users
engaged in legitimate activities, rather than those who break the rules, and exposes the
provider to unforeseeable damage, including a loss of trust among customers. It
therefore considers that the period must be significantly shorter with reference to the
unblocking of IP addresses. It suggests that the review should take place after seven
days and that an automatic unblocking mechanism should be implemented if the IP
address is no longer associated with the original infringing service, as well as an
emergency review procedure for cases where legitimate services are inadvertently
affected. The system, in its opinion, should also include defined paths for reviewing and
removing the blocks, in particular when a blocked IP address is re-inserted into the
general pool, so as to prevent new legitimate services from inheriting the restrictions
imposed on previous users. In this regard, the party considers that the proposed
amendment to Article 6(1), by extending the scope of the Regulation, increases the risks
described above. Consequently, the obligations imposed on suppliers become more
onerous, potentially jeopardising full compliance with the Authority’s orders.

Finally, it highlights the need to ensure that anti-piracy blocks do not inadvertently
disrupt essential services or critical infrastructure. To this end, it suggests creating a
system in which digital service providers can report in advance the IP addresses of their
critical infrastructure, which would then be excluded from automatic blocking. It
therefore suggests extending the system already available for the parties registered with
the Piracy Shield to all operators, even those that are not accredited, to ensure greater
security and stability in the Italian digital ecosystem. Another respondent (TIM) focuses
its attention on the technical and economic sustainability of the technological solutions
adopted, asking the Authority to lay down stricter and clearer rules on the blocking and
unblocking of internet resources in order to mitigate the need to increase the number of
blocks by ISPs without limit. In particular, with regard to the proposal to ‘restore DNS
resolution for domain names and unblock network traffic routing to IP addresses that
have been blocked for at least six months’, it considers it necessary to establish a
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variable schedule for the unblocking of IP addresses and FQDNs and therefore the
publication of the updated list of IP addresses and FQDNs to be blocked (i.e. excluding
IPs/FQDNs blocked for more than six months) should take place at fixed intervals (e.g.
on a weekly or monthly basis, IPs/FQDNs blocked for more than six months are
automatically unblocked). It also considers it necessary to enshrine in law the provision
that unblocking may take place only at the express request of the flaggers, specifying
precise time frames, so as to place an active responsibility on rights holders and to take
action against flaggers who fail to unblock content. In this regard, it considers it
necessary to put in place deterrent mechanisms to prevent rights holders from failing to
act following the submission of a notice (namely, unblocking) as this may no longer be
of interest to the flagger. With regard to notices relating to FQDNs linked to a single IP
address that has already been blocked, it suggests that the Authority introduce a
procedure (again, on a weekly or monthly basis) to unblock FQDNs linked to the same
IP address where the IP address and the FQDNs are flagged by different rights holders
or by the same rights holder but at different times. As for the possibility for flaggers to
use unblocking procedures within 24 hours of the notice in the event of an error, it is
considered appropriate to ensure that this ‘reasonable’ opportunity to correct an error
does not lead to a proliferation of notices motivated solely by the possibility of
rectifying them at a later stage.

Another party (Fastweb) considers that the expansion of the pool of flaggers authorised
to be accredited on the platform should be accompanied by measures, in addition to the
provision for unblocking, designed to prevent the maximum limits on resources to be
blocked, as established by the technical panel, from being reached (e.g. establishing
procedures for flaggers to prevent requests to block resources that are already blocked
(the burden of verification lies with the flaggers) or applying the unblocking to all
resources that are no longer used for the illegal dissemination of content on the internet,
even if they have been blocked for less than six months (this burden of verification
should not, in any case, fall on operators). It also calls for the establishment of a
predictable roadmap regarding future increases in the maximum limits on the resources
to be blocked in order to enable operators to plan the necessary technical measures and
investments effectively, within reasonable maximum limits in accordance with the
principles of graduality, proportionality and adequacy.

Another respondent (Open Fiber) proposes that AGCOM establish a structured,
iterative and permanent process for managing blocking and unblocking, making the
platform more efficient and functional (e.g. it suggests that the platform process only
the differences between the list being processed at any given time and the previous one,
rather than the entire file each time) so as to ensure that operators can implement blocks
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within the stipulated 30 minutes. It proposes that AGCOM proceed with the ‘updating’
of the lists by unblocking the addresses six months after the lists have been submitted
by the flaggers. In this regard, taking into account the capacity limits of the operators’
systems and in the interest of efficient management of the AGCOM platform, it
considers it appropriate for the Authority to prepare a structured process. It also
considers that, while acknowledging the commitment on the part of service providers to
take all necessary measures to combat digital piracy, the Authority should likewise
require flaggers to adopt a collaborative approach in order to facilitate the process and
the proper management of blocking and unblocking activities, thereby ensuring that
service providers are not required to make an excessive effort where this is not
adequately justified.

Another party (Wind Tre), on the other hand, welcomes the implementation of
‘unblocking’ measures designed to prevent the maximum capacity of the blocking
systems — implemented by service providers in accordance with the technical
specifications defined by the technical panel — from becoming saturated, but , it believes
that the ‘unblocking’ of IP addresses and FQDNs that have been blocked for more than
six months should also be a regular and ongoing automatic process. This party (Wind
Tre), although it has indicated its willingness to proceed with two possible stages of
capacity expansion [(first proposed stage of expansion: 25 000 FQDNs and 20 000 IP
addresses; second proposed stage of expansion: 36 000 FQDNs and 30 000 IP
addresses)] reiterates that any increase in capacity must necessarily be accompanied by
‘unblocking’ on the part of the AGCOM platform and highlights that it is currently
impossible to assess the impacts and costs of capacities exceeding those indicated above,
given the need to overhaul the entire internal blocking architecture and replace the main
equipment.

It therefore does not consider an amendment leading to values higher than those
indicated above to be feasible and points out that any increase, within the specified
limits, must be discussed at the dedicated technical panel meeting between the Authority
and operators.

Another party (MPA) emphasises the need to keep the ‘whitelist’ up to date to prevent
the blocking of critical infrastructure services, including essential communications,
emergency services and government resources, by engaging the National Cybersecurity
Agency.

With regard to the application of these rules to time-sensitive content (MPA) argues that
blocks should be aligned with the duration of events, ensuring that action is taken during
periods of peak infringement and that regular updates and reviews help to maintain the
accuracy and relevance of the block. The same party (MPA) also considers that blocks
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should be maintained for as long as necessary, ensuring that they remain relevant to the
objectives pursued and, where applicable, reviewed and lifted when they are no longer
necessary. Furthermore, (MPA) specifies that, where possible, the providers involved
and the website operators may be notified prior to enforcement action and that users
attempting to access blocked websites must be informed of the restriction and of the
points of contact for any enquiries or complaints. In particular, it suggests clarifying that
the blocks should be maintained as long as they remain relevant and proportionate. In
this regard, it welcomes the introduction of the system for the automatic unblocking of
FQDNs and IP addresses after six months, while retaining the option for any rights
holder to specifically request, at any time, the unblocking of the resources they have
flagged.

Finally, one party (DAZN) states that, in the interests of transparency in the
administrative procedure, it would be helpful for service providers to provide adequate
documentation of the maximum capacity of their blocking systems. Therefore, it asks
that, after the words ‘blocking systems’, the words ‘which are adequately documented
and’ be added.

On the action taken in response to orders

Several respondents (ASSTEL, AIIP, Anitec-Assinform, eBay, Fastweb, Vodafone,
Wind Tre, Colt, Eolo, Iliad, Open Fiber, CCIA, Google) submitted comments
regarding the transposition of Article 9(1) of the DSA, specifically concerning the
obligation to provide information on the action taken in response to orders. These
comments refer not only to paragraph 12 of the article in question but also to the similar
provisions contained in Articles 8, 8-bis and 9-bis.

In particular, one party (ASSTEL) considers the guidelines regarding the party to whom
such information must be transmitted to be unclear and therefore requests clarification
from the Authority as to who the recipients are of the information to be transmitted
concerning the action taken in response to orders pursuant to Article 9 of the DSA. It
also considers that this requirement, although formally in line with the provisions of the
EU Regulation, risks imposing a disproportionate burden on ‘mere conduit’ operators as
it effectively amounts to monitoring compliance with the Regulation itself. In this
regard, it considers that monitoring compliance with the Authority’s orders is not the
responsibility of telecommunications operators and, therefore, the burden of such
monitoring cannot fall on them. It therefore considers it necessary to adopt
presumptions established by law regarding compliance with that obligation, focusing on
the effectiveness of the blocking systems put in place, as has already been agreed for
orders relating to the precautionary procedure under the Piracy Shield. Another party
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(Open Fiber) also notes that the proposed amendments to Articles 8, 8-bis, 9-bis and 10
of the Regulation are unclear as to the party to whom information regarding the
execution of the Authority’s orders must be sent.

Another party (Anitec-Assinform) also considers that the amendments made to Articles
8(8), 8-bis(7), 9-bis(9) and 10(12) of the Regulation are unclear and risk violating
fundamental principles of EU law in some parts, as well as contradicting Article 9 of the
DSA. In particular, in its opinion, these provisions are likely to infringe the ‘Principle of
Primacy’, since, as pointed out by the European Commission in a recent opinion
delivered through the TRIS procedure to Italy, Member States are prohibited from
adopting national laws regulating areas already regulated by EU law.

Several parties (AIIP, Wind Tre, Eolo, Iliad, Vodafone, Fastweb) suggest that
compliance with the obligation in question should be facilitated via the Piracy Shield
platform.

In particular, one party (Wind Tre) has requested clarification as to whether this is to be
carried out by means of the set processed data on the Piracy Shield platform or by
means of a certified email reply once the blocking order has been received by the
operator via certified email from AGCOM.

Two other parties (Vodafone and Fastweb) also propose that this obligation be
fulfilled by the service providers accredited to the platform via the interface already
present on the platform itself, in accordance with the technical and operational
requirements established by the technical panel. According to one of these (Vodafone),
the imposition of different modes of communication could lead to a non-essential
burden on operators, as well as imposing developments that are not proportionate to the
purpose and are of limited effectiveness.

The other party (Fastweb) proposes amending the article in question accordingly,
clarifying that the rationale behind this proposed amendment lies in formalising the
current procedure, which allows for the simplification of information flows by
harnessing the potential of the automated system. More specifically, it adds that the use
of the API already implemented in the Piracy Shield platform enables the automated
transmission of the information required by the DSA, as it includes both confirmation
that the order has been carried out (i.e. the ‘if’) and details of the time taken to carry it
out (i.e. the ‘when’), namely confirmation that the block was implemented within thirty
minutes. In this regard, it clarifies that, although the transmission of the aforementioned
information takes place almost simultaneously with the block via the automated system,
the obligation to transmit it should allow for a time frame of at least 48 hours from the
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notification, which is the time required for the operator to identify any technical issues.
In the event of a failure to block access or a block outside the SLA, the operator would
still be obliged to report such circumstances within the following forty-eight hours, in
accordance with the provisions of the Piracy Shield Operating Manual. Conversely, it
considers that a solution involving specific notifications for each item blocked via the
single automated technology platform would risk creating significant operational
impacts for the company, which would not be justified from a proportionality
perspective, given the possibilities offered by the automated solution. Finally, it clarifies
that, evidently, the obligation to provide information on the action taken in response to
orders received through non-automated channels other than the Piracy Shield would
remain unaffected.

Similarly, another party (Eelo) considers that such transmission should take place via
certified email only in relation to orders communicated by the Authority via that
medium or by other non-automated means. For orders communicated via the automated
platform, it notes that the technical specifications currently shared with operators
stipulate that ISPs are required to report any non-compliance within 48 hours of the
blocking order. In the absence of such notification, the order shall be deemed to have
been correctly carried out.

The solution currently implemented by this provider (Eolo) does not include an
automated notification indicating the ‘completed/not completed’ status. It therefore
requests that this arrangement be maintained even following the proposed amendments.
In its opinion, the implementation of a new ‘feedback’ function also appears
burdensome and not proportionate in view of the fact that it would in any case be
non-"certified’ feedback. It also adds that, through the platform, it is possible to verify
whether the operator has received the order through the download log of the file
containing the items to be blocked.

One respondent (Iliad) proposes clarifying, in the text of the Regulation, that the
notification obligation shall be deemed to have been fulfilled upon the Authority’s
receipt of the blocking order, as evidenced by the delivery receipt for the notification
sent via certified email (PEC) or by the acknowledgement of receipt referred to in the
Piracy Shield, in the absence of a reasoned notification of non-compliance within 48
hours of receiving the order.

One respondent (Open Fiber) also suggests retaining the obligation to report the
implementation of a block only in relation to blocking orders that are not carried out
promptly and removing the paragraphs requiring a report to AGCOM even for blocks
that have been carried out, on the grounds that this would be excessively burdensome
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for operators. It also considers that this interpretation is supported by the provisions of
the Manual currently in force, under which operators are required to report only those
blocks that have not been processed correctly. In its opinion, otherwise, there would be
a clear inconsistency between the provisions of the Regulation and the operational
instructions provided in the Manual. Finally, it also considers this provision necessary
in view of the need to avoid overloading the interactions between operators’ systems
and the platform itself. It adds that the Regulation appears to require service providers
to publish information on unsuccessful blocks within 48 hours and that this provision
raises concerns regarding blocks that might be attempted (and that might not be
successful) over the weekend. It points out that, in such a case, it would not be possible
to ensure compliance with the 48-hour deadline without deploying additional human
resources at the weekend, which would place a further burden on the already significant
costs incurred by operators.

One respondent (Colt) points out that, for orders processed via the Piracy Shield
platform, the amendment to the Regulation appears to be significantly burdensome to
implement, both in terms of cost and the time required, particularly if one were to
consider providing a detailed response for each individual ticket processed. The party
also considers that the notification must not be sent in the same way and at the same
time as the legislation in force requires for blocking activities. It is proposed that daily
feedback be provided on the orders carried out so that a record is also kept of any
unblocking carried out.

Still on the subject of time frames, one party (CCIA), in emphasising that compliance
should be ensured with the formal requirements laid down for the Authorities’ orders in
Article 9 of the Digital Services Act, referred to in this very provision as the source of
the obligation to provide information, considers that, as no specific deadline is set for
the submission of information, the wording of Article 9(1) of the Digital Services Act
should be reproduced.

In this regard, another party (Google) points out that Article 9 of the DSA stipulates that
ISPs must notify the competent authority ‘without undue delay’, again using flexible
wording.

With particular reference to the penalties provided for in the event of non-compliance,
one party (Iliad) considers the measures relating to failure to report compliance, as set
out in Articles 9-bis of the Regulation, to be excessive and disproportionate, as these
penalties can amount to as much as 2% of the non-compliant party’s annual worldwide
turnover, given the nature of the breach, the role of operators who already carry out this
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activity without cost coverage and the principle of proportionality on which the
imposition of sanctions must necessarily be based.

Other parties (Anitec-Assinform, eBay and Google) also consider the proposed
penalties to be disproportionate.

In particular, one party (Anitec-Assinform) considers the penalties provided for to be
disproportionate and inconsistent when compared with the provisions of other EU and
national legislation. In particular, it refers to the penalty of 6% of worldwide turnover
imposed ‘for breach of reporting obligations’. In its view, penalties of this magnitude
should be reserved for the most serious breaches, as provided for in the DSA, where
failure to disclose information is subject to a maximum penalty of 1% of annual
turnover. Finally, the party considers that the penalties provided for are also inconsistent
with those introduced by the Anti-piracy law, which provides for different and lower
penalties than those contained in the draft Regulation. It therefore considers it essential
to establish clear criteria, or rather to provide for different consequences in the event of
non-compliance with the articles in question and those relating to the Authority’s
orders. In addition, the proposed amendments would allow AGCOM to impose
penalties on ISPs established in other Member States, and this would be in conflict with
the DSA, which grants the Digital Services Coordinator the authority to impose fines or
to require judicial authorities to do so only on service providers in their jurisdiction.

Another respondent (Google), while noting that the draft Regulation reiterates the
obligation to provide information regarding the action taken in response to AGCOM’s
orders, considers this to be redundant in relation to Article 9 of the DSA and an
improper extension of the reporting obligation. The penalties for the infringement of
this obligation are judged by that party (Google) to be excessive, constituting an
infringement of ISP rights, since, with regard to the possibility for AGCOM to also
impose penalties for an infringement of Article 9(5) of the DSA on ISPs not established
in Italy, the provision is in open conflict with Articles 51(2)(c), 52, 56(3) and 58 of the
DSA. It emphasises that, under these provisions — in particular the combined provisions
of Article 51(2)(c) and Article 58 of the DSA — AGCOM, in its capacity as Digital
Services Coordinator (DSC) for Italy, has the power to impose sanctions only on ISPs
established within the national territory. For ISPs not established in Italy, AGCOM
must limit itself to cooperating with the DSC of the Member State where the ISP in
question is established. Furthermore, it emphasises that, with regard to very large online
platform operators (VLOPs) and very large online search engines (VLOSE), Article
56(3) of the DSA confers on the European Commission the power to supervise and
enforce the DSA in relation to such parties. Therefore, in its view, AGCOM cannot use
the draft Regulation to improperly extend the powers conferred upon it. It therefore
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hopes that AGCOM will amend the draft Regulation to remove the reference to Article
9 of the DSA and/or to limit any penalties arising from non-compliance with that
provision or with the Authority’s orders issued to ISPs established in Italy and subject
to its jurisdiction. Furthermore, it considers that these penalties are disproportionate, as
the provision allowing Member States to impose penalties of up to 6% of turnover is
specified as the maximum penalty for the most serious infringements. Applying this
maximum threshold for mere breaches of reporting obligations is manifestly excessive
and disproportionate.

Similarly, one party (eBay) considers that the penalties do not appear to be in line with
the provisions of Article 52(3) of the DSA, according to which penalties of 6% are
reserved exclusively for the most serious infringements. Furthermore, it points out that
Article 51 of the DSA confers on Digital Services Coordinators the authority to impose
sanctions or to request the judicial authorities to do so only in respect of providers
subject to their jurisdiction and in accordance with Article 52 of the DSA; the
provisions of paragraph 12 should, therefore, apply only to service providers established
in Italy.

Finally, by virtue of the points raised regarding the request to include a reference to the
obligations set out in Article 174-sexies of Law 633/1941, one party (DAZN) suggests
adding, after the words ‘digital services’, the words ‘as well as that given to the
obligations provided for in Article 174-sexies of Law 633/1941°.

Comments by the Authority

On the precautionary measure

In light of the comments submitted during the consultation, it is clarified that the use of
the precautionary procedure provided for in Article 10 is limited to cases of a grave and
urgent nature, as provided for in the Anti-piracy law.

Generally speaking, the grounds for the precautionary procedure must be systematically
traced back to the well-established and broad general principles of fumus boni iuris and
periculum in mora. In order to apply for the precautionary procedure, therefore, the
applicant must provide sufficient evidence of the manifest nature of the infringement of
their rights and of the existence of a threat of imminent, serious and irreparable harm to
the lawful use of their digital works or to their economic interests. The competent
authority retains the right to assess whether the conditions for applying precautionary
procedure have been met, taking into account the harm caused and the nature of the
broadcast, as suggested by one respondent. In any case, it is considered necessary to
formulate some indications below (of a purely illustrative nature) in order to describe
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the scope of the precautionary measure. For example, with regard to the clause fumus
boni iuris, this is demonstrated by the applicant’s ownership of the rights and the
resulting illegal dissemination via the website or web address that is the subject of the
application. Also relevant are direct and indirect forms of encouragement to access
digital works illegally, including through the provision of technical instructions on how
to access illegally distributed works, the display of messages that misleadingly suggest
that the use of digital works is lawful in that instance and the profit-making nature of
the illegal offering of such works. As regards the periculum in mora, the quantity of the
digital works illegally disseminated online, the damage to the value of the work, due to
the typical time frames and methods for placing such works on the market, and the
economic value of the infringed rights and the consequent damage to the owner are all
of relevance.

The use of a specific precautionary order and, consequently, the use of the Piracy Shield
platform, as opposed to that referred to in Article 9-bis, is justified by the nature of the
subject matter to be protected, which must correspond to live broadcast audiovisual
content, as defined in Article 1 and clarified in the comments on the definitions. In the
case of infringements concerning live broadcast audiovisual content, the economic
value of the infringed rights lies precisely in the live broadcasting with respect to the
event.

It is not considered possible to accept the proposal to remove the word ‘reasoned’ since,
as mentioned, the request from the authorised party must be supported by the existence
of the fumus boni iuris and the periculum in mora. Nor does it consider relevant the
inclusion of the term ‘without delay’ since the precautionary order is adopted by the
Directorate within three days of receiving the application, i.e. a maximum period of
three days.

With reference to the comments relating to the territorial limitation of the precautionary
order and to technically feasible measures, it should be noted that the precautionary
order referred to in the article in question complies with the principles and criteria
adopted by the Authority for the adoption of all the orders referred to in this Regulation.
In this regard, please refer to the detailed explanation provided in relation to Article 8.

The orders referred to in Articles 8, 8-bis, 9-bis and 10 of the Regulation constitute
orders to act against illegal content within the meaning of Article 9 of the Digital
Services Act insofar as they comply with the conditions laid down therein, in particular
paragraph 2 thereof. Indeed, it should be noted that all orders issued by the Authority
already complied, prior to the entry into force of the DSA, with the conditions set out in
Article 9(2), as they were already laid down in Law No 241 of 7 August 1990 on ‘New
rules on administrative procedure and the right of access to administrative documents’.
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This is because the orders adopted by the Authority contain: a reference to the legal
basis of the order under Union or national law, the reason why the information
constitutes illegal content, by means of a reference to one or more specific provisions of
Union law or national law in conformity with Union law, information identifying the
issuing authority (i.e. Agcom), clear information enabling the intermediary services
provider to identify and locate the illegal content in question, such as one or more exact
URLs and, if necessary, additional information, as well as information on the redress
mechanisms available to the intermediary services provider and the recipient of the
service that provided the content.

Furthermore, the territorial scope of orders issued in the field of copyright protection is
limited to what is strictly necessary to achieve its objective. In this regard, it should be
noted that all orders issued by the Authority concerning copyright and related rights
apply exclusively within Italian territory, firstly because AGCOM is the competent
national authority for copyright protection and, secondly, because the copyright and
related rights protected are those held by rights holders within Italian territory. Suffice it
to say that orders to disable access to sites issued in respect of mere conduits have effect
exclusively on Italian territory.

As regards the language in which orders are transmitted, the Authority adopts its orders
in Italian but, in the event of their transmission to providers established in another
Member State, AGCOM also transmits the courtesy translation in the English, as has
recently been the case with the orders issued against Cloudflare Inc. and Microsoft
Ireland Operations Limited (Resolutions Nos 49/25/CONS and 50/25/CONS).
However, in light of the European Commission’s comments, it is considered necessary
to specify in the Regulation that orders will be transmitted in the language declared by
the service provider or in another official language of the Member States agreed
between the Authority and the provider, in accordance with the provisions of Article
9(2)(c) of the DSA.

Pursuant to the amendments that are the subject of the present measure, the orders
adopted by the Authority concerning the protection of copyright will also contain
information as to which authority should receive the information relating to the action
taken in response to orders. In this regard, it should be noted that, in general, this
authority will be AGCOM, in its capacity as the competent national administrative
authority and as the Digital Services Coordinator.

With reference to the remaining requirements referred to in Article 9, it should be noted
that, as is known, Decree-Law No 123 of 15 September 2023 and, in particular,
Article 15 has designated the Authority as the digital services coordinator in
implementation of Article 49 of the Digital Services Act and that the office of the digital
services coordinator is located within the same Directorate of AGCOM responsible for
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the protection of copyright and related rights, for which there is no need to transmit the
orders in question within the same structure of the Authority.

As regards the transmission of orders to the other digital service coordinators through
the system established pursuant to Article 85 of the DSA (AGORA), the Authority has
already had the opportunity to share with the other DSC the two aforementioned orders
recently adopted pursuant to the Regulation and Article 9 of the DSA. Therefore, the
Authority’s action is moving in full compliance with the provisions of the DSA.

Finally, as regards the requirement set out in paragraph 5, pursuant to which
intermediary service providers must inform the recipient of the service in question about
the receipt of the order and the follow-up given to it, it should be noted that already with
the resolution adopting the Regulation (No 680/13/CONS) the Authority provided that
in the event that the measure of disabling access to the website is adopted, the provider
must redirect the user to a web page drafted in accordance with the methods identified
by the Authority. This redirection page responds precisely to the need to inform the
recipient of the service that the site blocking was carried out in execution of an order of
the Authority for infringement of copyright and related rights.

In addition, on the occasion of the amendments introduced by Resolution No
189/23/CONS concerning the precautionary measure and the implementation of the
Piracy Shield platform, the Authority has established that the redirection page also
contains a notice of the possibility of lodging a complaint by interested parties,
including by means of a link to the Authority’s website detailing the relevant
procedures.

One party expressed concern with regard to the hypothetical inclusion of e-commerce
platforms as subjects of the Authority’s orders. In this regard, it should be noted that the
orders are addressed to intermediary service providers who are actually able to prevent
or put an end to infringements of copyright or related rights, and are therefore relevant
for the purposes of combating online piracy.

Furthermore, it is considered that the suggestion put forward by some respondents
regarding the inclusion of the word ‘any’ in relation to platforms managed or authorised
by the rights holder to broadcast live audiovisual content cannot be accepted, in order to
avoid any uncertainty. It should be noted that for film premieres, which are initially
shown exclusively in cinemas, reference may be made to the cinema circuit.

On the liability of flaggers

As a general rule, it should be noted that the concept of ‘authorised parties’, as defined
in Article 1(1)(u), differs from that of the trusted flaggers referred to in Article 22 of the
DSA insofar as all rights holders or licensees of rights, trade associations or collective
management organisations or independent management entities with a mandate are
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entitled to submit an application to the Authority. However, in order to use the Piracy
Shield platform, these parties must undergo an accreditation process in which they must
demonstrate that they possess the capabilities and expertise to detect, identify and flag
illegal content and that they carry out these activities in such a way as to submit notices
diligently, accurately and with the utmost rigour, requirements also set out in Article 22
of the DSA, in accordance with the specifications set out below. In this regard, in order
to ensure the most efficient operation of the Piracy Shield platform, the Authority
considers that recourse to the platform should ideally be sought by parties, such as trade
associations and federations, which have developed proven expertise in combating
piracy and which represent the interests of all categories of rights holders.

That said, it should first be noted that the provisions set out in Article 10(4) and (5)
were already provided for in Article 9-bis(4-quinquies) and 4-sexies of the Regulations
annexed to Resolution No 189/23/CONS.

The aforementioned paragraphs 4 and 5 of Article 10 implement the provisions of
Article 2 of the Anti-piracy law, which provides that right holders shall submit, under
their own responsibility, a request to the Authority to immediately block the DNS
resolution of domain names and the routing of network traffic to IP addresses, of
additional DNS or IP addresses compared to those previously indicated in the first
instance, through which infringements similar to those already considered to exist by
the Authority in a precautionary measure occur. In implementation of this provision, the
Authority provided, in Article 10(4), that the authorised individual is required to
provide, for each IP address and domain name reported, documentary evidence of the
relevance of the illicit conduct, and that the domain names and IP addresses reported are
mainly intended for the infringement of copyright or related rights in the audiovisual
content broadcast live.

In this regard, it is noted that the Authority specified, in the Addendum annexed to the
Piracy Shield Operating Manual drawn up as part of the work of the technical panel
established pursuant to Article 6 of the Anti-piracy law and available to all parties
accredited to the platform, that flaggers, upon accreditation to the platform, are required
to provide a technical report containing the description of the methodology of gathering
the evidence, as well as the methodology used to gather evidence on the unequivocally
illegal nature of the technical data for which the block is requested (FQDNs and IP
addresses), which is used in reference to subsequent notices submitted via the Piracy
Shield platform.

Also following the work of the technical panel, the Authority clarified that the
prevalence requirement must be interpreted in the light of the criteria of proportionality
and reasonableness, assessing its existence on a case-by-case basis. Those reporting are
required to exercise the utmost diligence and rigour in submitting blocking requests and
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gathering the relevant evidence and to consult the Authority’s offices in advance if they
find doubtful cases with reference to the prevalence of illegal activities attributable to
domain names and IP addresses that they intend to report via the Piracy Shield platform.
It was also pointed out that flaggers are in any case required not to report resources on
which there is no certainty of their overriding illegal nature or resources for which it
was not possible to carry out all technical analyses aimed at excluding blocks on
legitimate resources, as well as resources that present a high risk of overblocking, such
as, by way of example, content delivery networks, reverse proxies, VPN services, cloud
storage services and similar, and to consult the Authority in advance in the event of any
doubts as to the predominance of the illegal activity.

It is also clarified that the technical specifications of the platform, shared with all
stakeholders within the technical panel and validated by the National Cybersecurity
Agency, provide for mechanisms that minimise the possibility of error in reporting and
the consequent blocking of sites that broadcast live events in violation of copyright and
related rights. In addition to rights holders uploading forensic evidence confirming that
the illegal conduct is currently taking place, whitelists are also uploaded to the Piracy
Shield platform (by accredited parties, each submitting their own, and by ACN; the
single list is then processed by AGCOM within the platform) of resources that cannot
be blocked, such as institutional websites or operators’ network resources. The platform
processes reports and verifies that they comply with the requirements and conditions set
out in the Regulation, automatically validating them if they do so and subsequently
making the technical data (FQDN, IP addresses) intended for blocking available to the
ISPs. Therefore, the Piracy Shield platform is capable of automatically assessing the
compliance and completeness of the alerts in light of the strict requirements laid down
by the Regulation and the technical documentation made available to those reporting.
However, if the data is uploaded incorrectly, the data is not processed and an error is
reported immediately in the reporter interface. Furthermore, the reporter can withdraw
a report made in error within the following 24 hours.

The Authority, on the other hand, intervenes with a substantive assessment of the
proportionality and adequacy of the measure in the event of a complaint that may be
lodged by any person with a qualified interest. In the event of a complaint, the Authority
shall initiate a procedure in which all interested parties may submit rebuttal arguments.
In this case, following the outcome of the investigation carried out, the Authority may
confirm or withdraw the previously implemented measure. In response to the issues
raised during the consultation, the deadline for lodging a complaint, as specified below,
has been extended from five to ten days.

In addition, it is pointed out that the Authority has made available on its website a
search engine that makes it possible to verify whether a given IP address has been
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blocked through Piracy Shield, thus ensuring compliance with the principle of
transparency of administrative action.

Furthermore, in Resolution No 48/25/CONS, which updates the platform’s technical
requirements, the Authority has made it clear that, in the event of non-compliance with
the requirements and conditions governing the operation of the Piracy Shield platform,
it reserves the right to take the necessary measures within its remit, including the
suspension of accreditation. Any decisions taken by the Authority in the event of non-
compliance with the requirements and conditions governing the operation of the Piracy
Shield platform will be adopted in accordance with the principles of graduality,
proportionality and adequacy. In this regard, the suspension of the platform’s
accreditation will be considered as a last resort and for a temporary period, following a
case-by-case assessment.

In response to requests made by several respondents, it is proposed that paragraph 4 be
amended accordingly, introducing a reference to the utmost diligence and rigour in
submitting notices and providing for the suspension of the Piracy Shield accreditation in
the event of failure to comply with the requirements and conditions governing the
platform. However, it is not considered necessary to include a reference to specific
criminal liabilities, such as those under Article 76 of Presidential Decree No 445 of
2000, as these apply regardless of the regulatory provisions.

As regards the request to include in the article in question the respect for the rights
referred to in Article 2(2) of the Regulation, such as freedom of communication,
expression of thought, press, comment, criticism and discussion, etc. and the exceptions
to the applicant’s rights, it is noted that Article 2 sets out the purposes and scope of
application of the entire Regulation and its provisions are therefore also applicable with
regard to Article 10.

Finally, it should be noted that the blocking of future domains, subdomains and IP
addresses associated with the same illegal content is provided for under the Anti-piracy
law and evidence regarding the platform’s implementation has shown that, contrary to
what one respondent claimed, tools capable of identifying such resources are available
on the market. It should be emphasised, however, that ISPs are under no obligation to
proactively monitor the network to identify new resources linked to illegal content, nor
are they required to carry out general surveillance, as it is solely the flaggers who
specify which FQDNs/IP addresses are to be blocked.

On the predominance of illegal activity

With regard to the requirement of predominance and the risk of overblocking, and with
reference to the points outlined above, it should be noted that the Omnibus Decree

replaced the word ‘unequivocally’ with ‘predominantly’ in Article 2(1) of the Anti-
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piracy law. In light of this amendment, it is not considered possible to accept the
proposal to allow the blocking of IP addresses to apply only to those that are
unequivocally or exclusively used for illegal purposes.

In line with the above, when registering on the platform, flaggers are required to submit
a technical report setting out the methodology used to gather evidence, as well as the
methodology employed to establish that the technical data for which block is requested
(FQDNs and IP addresses) is predominantly illegal, which is then applied to subsequent
notices submitted via the Piracy Shield platform. The specific content of the evidence
was agreed upon by the technical panel and, therefore, any changes must be assessed by
that same panel. In this regard, it should also be noted that it is not considered
appropriate to share the detailed elements constituting the forensic evidence with parties
who are not accredited to operate on the Piracy Shield platform and who do not
participate in the technical panel.

On the other hand, with reference to the concerns described by two respondents relating
to blocking requests against foreign ISPs and the alleged infringement of the DSA, it
should be noted that the same Digital Services Act clarifies that it does not represent a
legal basis for the issuing of orders to act against illegal content, nor does it regulate
their territorial scope or cross-border application. In this regard, the national legal
framework is relevant, and in particular Article 2 of the Anti-piracy law, which allows
for the issuance of orders to block DNS or IP addresses predominantly used for illegal
activities, even against parties not established in Italy, provided they offer services in
Italy or are otherwise directed at the Italian public. It remains understood that these
parties must intervene only after they have become aware of specific and clearly
identified illegal content, since each resource to be blocked must be specifically
indicated by the authorised party.

It is not considered necessary to accept the proposal to add ‘the same type of
audiovisual content’ after the words ‘audiovisual content’ due to the clarifications made
with reference to Article 1.

On the Piracy Shield platform

Firstly, it should be emphasised that the use of the Piracy Shield is not a matter of
discretion on the part of the Authority, as one respondent erroneously claimed. Article
6(2) of the Anti-piracy law itself provides for the use of a single automated
technological platform designed to enable the prompt and effective blocking of domain
names or IP addresses, in accordance with Article 2 of the same law, by all parties
subject to such blocking measures.

The Anti-piracy law also provided for the establishment of a technical panel consisting
of service providers, internet service providers, rights holders, content providers,

84
209/25/CONS



(‘\\) AUTORITA PER LE
‘ GARANZIE NELLE
COMUNICAZIONI

audiovisual media service providers and the most representative associations
responsible for the protection of copyright and related rights, with a view to defining the
technical and operational requirements. It should also be noted that the Anti-piracy law
stipulates that the platform must be developed and made operational within a three
months from the convening of the technical panel and that, pending the platform

becoming fully operational, all the provisions of the same law remain applicable.

The Authority therefore established, in September 2023, in execution of the provisions
of Article 6(2) of the Anti-piracy law, a technical panel in collaboration with the
National Cybersecurity Agency and with the participation of ISP and rights holders to
define the technical and operational requirements of the functioning of the
aforementioned measures. All interested parties have been invited to participate in the
technical panel, that is to say, in addition to rights holders and the most representative
associations, this includes network access service providers, search engine operators
and, following the amendments introduced by the Omnibus Decree, providers of VPN
services and publicly available DNS services. However, some of them did not consider
that they should participate in the work of the technical panel nor did they consider it
appropriate to be accredited to the Piracy Shield platform.

The technical and operational requirements of the Piracy Shield platform were then
defined by Resolution No 321/23/CONS of 5 December 2023, following the work of
the technical panel and validated by the National Cybersecurity Agency. These
requirements were updated by Resolution No 48/25/CONS of 18 February 2025. The
technical specifications were shared within the technical panel and have not been
published on the Authority’s website for security reasons; however, it should be noted
that all interested parties were invited to participate in the technical panel’s work and
therefore the Authority cannot be held responsible for any decision not to participate. In
this regard, it should be noted that, at the very time the technical panel was established,
the Authority published a call for participation on its website addressed to interested
parties who are eligible under the law.

The Piracy Shield platform has been operational since 1 February 2024 and has so far
processed about 60 000 blocking requests (IP and DNS) of addresses that illegally
disseminated live sports events. Only a very small proportion of these [(accounting for
0.011%)] were blocked due to an error on the part of the flaggers, including a Google
address relating to the Google Drive service, which was restored by the flagger
themselves a few hours later. On that occasion, although the flagger had already
rectified the error, the Authority decided to issue a formal warning urging them to
exercise the utmost diligence and rigour when submitting requests for blocking orders
and gathering the relevant evidence.
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Furthermore, the statement made by one respondent that the measure adopted via the
platform does not provide for any right of appeal is incorrect. On the contrary, the
Regulation provides for the right to lodge a complaint not only against orders issued by
the Authority — all of which may be challenged before the Regional Administrative
Court — but also following blocking implemented by rights holders via the Piracy Shield
platform. In the event of a complaint, the Authority shall initiate a procedure in which
all interested parties may submit rebuttal arguments. For the sake of completeness, it
should be noted that only two notices submitted via the Piracy Shield have been the
subject of a complaint.

With regard to the request made by several respondents to introduce a requirement for
accreditation on the platform, it should be clarified that, as provided for in the Anti-
piracy law, the platform constitutes the technological tool made available by AGCOM
to enable service providers to comply with the legal requirements within the time limits
set out therein, namely within a 30 minutes of notification. However, accreditation to
the platform is provided for, aside from rights holders, for the recipients of blocking
communications, that is, mere conduit service providers as well as those identified by
Article 2 of the Anti-piracy law, i.e. ‘providers of network access services, including
providers of publicly available VPN and DNS services, wherever resident and wherever
located, search engine operators and information society service providers involved in
any way in the accessibility of the illegal website or services’.

However, in the light of the comments made by one respondent, and taking into account
recent judicial decisions, it is provided that, if the conditions are met, notices submitted
via the Piracy Shield platform are also sent via that platform to the addresses of the
contact points and legal representatives indicated by the information society service
providers not established in Italy pursuant to Articles 11 and 13 of the DSA. Therefore,
without prejudice to the obligation of these parties to comply with the provisions of the
Anti-piracy law, parties not established in Italy that, although subject to the legal
obligation, do not intend to be accredited to the platform have the burden of
implementing alternative solutions that allow notices submitted via Piracy Shield to be
communicated automatically.

With regard to mobile virtual network operators (MVNOs) — that is, operators which,
although they do not own their own infrastructure, offer mobile telephony services to
end users — while noting that this matter may be subject to further examination within
the technical panel, it is reiterated that, for the purposes of accreditation to the platform,
what matters is the relationship with the end user. It is known that these operators may
operate on the market with a different degree of autonomy: nevertheless, the negotiating
autonomy of the two parties (MVNOs and MNOs) to define within their relations the
methods for implementing the block to be carried out through the platform remains
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unchanged. It is the responsibility of the virtual operator to report any changes to the
structure of the relationships for the purposes of the platform’s operation.

With reference to one party’s comment on the need to intervene exclusively on hosting
providers for the removal of illegal content, it is reiterated that the Authority’s
intervention, in addition to being guided by the principles of adequacy, graduality, and
proportionality, must necessarily also meet the requirements of the effectiveness and
dissuasiveness of the measures set out in the EU regulatory framework. It follows,
therefore, that, with a view to effectiveness, priority will always be given, where
possible, to the selective removal of works rather than to disabling access, given that
only the former measure can ensure that illegally distributed works are actually
removed. However, in cases of widespread infringements, and therefore where websites
are primarily used for illegal activities, the most effective measure is undoubtedly to
block access.

As regards extending protection to all live broadcast audiovisual content, it should be
noted that any new additions to the Piracy Shield platform’s functionality will take into
account the developments already agreed upon within the technical panel and
implemented by operators which will, in any case, be assessed in advance as part of the
technical panel’s work in accordance with the agreed time frames. It remains
understood that any changes are communicated to operators through the dedicated email
channels and will also be communicated through the publication of updates on the
platform. The technical panel will also discuss the procedures through which operators
will receive blocking notifications, specifically with regard to the lists of resources to be
blocked. The request for additional points of contact for reporting any malfunctions or
maintenance issues will also be considered by the technical panel.

On the other hand, with reference to the proposal to transmit all orders adopted by the
Authority via the platform, it should be clarified that orders issued and notified pursuant
to Articles 8, 8-bis 9 and 9-bis are administered through a different platform for
managing applications. With a view to ensuring the efficiency of administrative
procedures, the Authority shares this objective, but its implementation will take some
time.

However, it is not considered necessary to amend the Regulation to provide for access
to notices, as the relevant legislation on access to documents applies, and in particular
the AGCOM Regulation referred to in Resolution No 383/17/CONS and subsequent
amendments and additions.

Finally, with regard to the comments made by one respondent concerning the
compatibility of this article with the DSA, particularly in relation to the verification of
notices, the following points are made.
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For notices submitted via the Piracy Shield platform, the assessment of whether the
measure is proportionate is, in the first instance, the sole responsibility of the flaggers,
who are required to comply with the strict requirements described above when
submitting a notice. In fact, the Authority intervenes by assessing the merits of the case
to determine whether the measure is proportionate and adequate in the event of a
complaint. In fact, as mentioned, the Regulation provides for the right to lodge a
complaint not only against orders issued by the Authority but also following blocking
implemented by rights holders via the Piracy Shield platform. In the event of a
complaint, the Authority shall initiate a procedure in which all interested parties may
submit rebuttal arguments. In such cases, the Authority assesses the proportionality and
adequacy of the measure on the basis of the requests made by the rights holders (who
may request the disabling of the DNS or IP address, or a combined block), following an
investigation into the content disseminated via a specific website and in light of any
arguments put forward by the parties concerned in their statements of defence.

On the time limits

As a preliminary point, it should be noted that the time limit of 30 minutes is expressly
provided for by the Anti-piracy law, which provides that service providers ‘shall
implement the Authority’s measure without delay and, in any case, within no more than
30 minutes of notification’. It is therefore the same law that provides that this period
begins upon notification of the order. On the Piracy Shield platform, the time of
notification coincides with the time at which the list of resources to be disabled is made
available to operators and, therefore, it is not considered necessary to make any changes
in this regard. Each ISP then queries the platform at different time intervals, depending
on the performance required to execute the blocks.

With regard to the comments concerning the compatibility of this time limit with the
DSA, it should be noted that, as previously emphasised, the DSA does not specify a
time limit for complying with orders as it does not constitute the legal basis on which
such orders are adopted. In this regard, it should be noted that the European
Commission, in its comments submitted as part of the notification procedure, also
emphasised that ‘the notified draft is in line with the objectives of the Commission’s
Recommendation on combating online piracy of sports and other live events of 4 May
2023 (Recommendation). According to the Recommendation, it is important to ensure
that remedies available to holders of rights allow prompt action, which takes into
account the specific nature of the live transmission of an event, in particular its time
sensitive element and whether or not there are any rights similar to copyright or related
rights’.
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Finally, there is no breach of Article 2(5) of the Anti-piracy law, as alleged by one
respondent, since the Anti-piracy law itself provides for the use of the Piracy Shield

platform to enable flaggers to notify ISPs directly, via the platform, of the resources to
be disabled.

On redirection

As a preliminary point, it is worth noting that automated redirection to dedicated
Internet pages is a useful tool to educate users on the correct use of works disseminated
on electronic communications networks. The aim of this instrument is to raise
awareness of the legality of the consumption of digital works and to promote awareness
of, and access to, services that enable the legal use of digital works protected by
copyright. In this regard, and in response to the suggestions made during the
consultation, the Authority reserves the right to include on the landing page information
regarding the legal sources of the audiovisual content, in line with international best
practice.

Therefore, it is not considered appropriate to amend the provision referred to in Articles
8(5) and 10(5) of the Regulation since redirection, in addition to being provided for by
Resolution No 680/13/CONS, as mentioned above, meets the requirement referred to in
Article 9(5) of the DSA, i.e. the need to inform the recipients of the service where
access to a site has been disabled upon the execution of an order of the Authority.
Furthermore, the redirect page displayed following blocks implemented via the Piracy
Shield also serves to inform interested parties of their right to lodge a complaint.

That said, in light of the comments submitted by various respondents, particularly
regarding the difficulties encountered in implementing redirection following the
blocking of an IP address, the Authority reserves the right to define the implementation
procedures for the provision in question in consultation with the interested parties
within the framework of the technical panel. The technical panel will also evaluate the
proposal to host the redirect page on a server made available by the Authority.

Finally, with reference to the comments relating to the protection of personal data, it is
emphasised that, in any case, processing may be considered legitimate pursuant to
Article 6(1) of the GDPR (Regulation (EU) 2016/679), which in subparagraph (e)
stipulates that processing is legitimate if it is ‘necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the
controller’, or, in subparagraph (c), if it is ‘necessary for compliance with a legal
obligation to which the controller is subject’.

On service providers not involved in the accessibility of the website

As is well known, paragraph 6 of the article in question was introduced to implement
the amendment made by the Omnibus Decree to the Anti-piracy law, which extends the
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30-minute time limit to information society service providers who are not involved in
making the illegal website or services accessible and requires them to take all technical
measures necessary to prevent the visibility of the illegal content, including, in any
event, the de-indexing from search engines of the domain names subject to the
Authority’s blocking orders, including domain names flagged via the platform.

One party has challenged the requirement for ISPs to de-index content from search
engines, arguing that it is technically and legally impossible for ISPs to interact with
search engines. In fact, the provision in question does not require ISPs to liaise with
search engines, as it will be the Authority that notifies them of blocking orders,
including the domain names that are the subject of notices submitted via the platform.

As regards the proposal to extend the redirection requirement to search engines, it
should be noted that, pursuant to Article 9(5) of the DSA, search engines are already
required to inform the recipient of the service of the receipt of the order and the action
taken in response to it. The Authority reserves the right to discuss with these parties,
within the framework of the technical panel, the most appropriate measures to be taken
to ensure compliance.

It is also clarified that, for these parties too, knowledge of the disabling order is deemed
to have been acquired upon notification thereof.

On _complaints

In response to the requests received, the deadline for lodging a complaint has been
extended from five to ten days.

Conversely, it is not considered necessary to provide for blocked resources to be
restored upon the lodging of a complaint since, as explained above, in the event of a
complaint, the competent Directorate is required to initiate a procedure — which lasts
only 10 days — following which the Authority must decide whether to uphold the block
or restore the resource in question.

It remains the case that interested parties must demonstrate that they have a legitimate
interest in relation to the specific resource that is the subject of the complaint, and must
provide evidence that the legal requirements have not been met, even if this has arisen
subsequently.

As regards the publication of the list of resources blocked on the Authority’s website, it
is pointed out that the Authority has made available on its website a search engine that
makes it possible to verify whether a given IP address has been blocked through the
Piracy Shield, thus ensuring compliance with the principle of transparency of
administrative action.
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On failure to comply with orders

It is not considered possible to dispense with notification to the judicial police in the
event of non-compliance with orders and communications issued via the Piracy Shield
as this provision is in accordance with the provisions of Article 182-ter of the Copyright
Law, according to which ‘In the event of a breach of the law being established,
inspectors shall draw up a report to be forwarded immediately to the judicial police
authorities for the purposes of carrying out the procedures provided for in Articles 347
et seq. of the Code of Criminal Procedure.’

On the restoration of resources

The Authority, within the technical panel, has defined the maximum limits relating to
the resources to be blocked based on the indications formulated by ISPs on the basis of
technical reasons presented by them on several occasions. The release of resources that
have been blocked for at least six months will therefore take place in accordance with
the platform’s capacity and subject to the limits imposed by ISPs which have already
been expanded once in line with the roadmap established by the technical panel.

Given the above, authorised parties are also called upon to do their part in order to
ensure the proper functioning of the blacklisting process and the Piracy Shield platform.
In particular, flaggers are already submitting requests to unblock resources that are no
longer being used for illegal activities.

The flaggers should retain the option to request that the resources be restored since it
has been established that the websites in question are hosted on addresses used for
illegal activities and restoring them, including before the six-month period has elapsed,
without having established that the infringement has ceased, would allow organisations
engaged in piracy to continue their illegal activities.

In addition, this could create operational problems, as flaggers would be forced to re-
report the same resources, making the it much more complex for rights holders to
manage notices and for ISPs to manage blocks.

It should be clarified that the restoration of resources is communicated to all subjects of
the measures adopted by the Authority and of the notices submitted through the Piracy
Shield, including the parties managing search engines.

Finally, it should be noted that a whitelist of resources that cannot be blocked — such as
government websites or operators’ network resources — is already in place but, for
security reasons, it is managed by parties accredited to the platform and by the National
Cybersecurity Agency.

On the action taken in response to orders
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In response to the queries raised by several respondents regarding the notification of the
action taken in response to orders, it should be noted that, as a general rule, the authority
to which information on the action taken in response to an order should be submitted is,
in principle, the authority that issued the order, as provided for in Article 9(1) of the
DSA. Consequently, information on the action taken in response to orders adopted
pursuant to this Regulation must be submitted to AGCOM, in its capacity as the
competent national administrative authority and as the Digital Services Coordinator.
Nevertheless, this information will be specified within the measures.

With reference to the blocks carried out through the Piracy Shield, compliance with the
obligation in question is carried out through the same platform. In this regard, it should
be noted that an API is already available on the Piracy Shield platform that enables ISPs
to report that they have implemented the block. This notification must be provided
within 48 hours of the publication of the lists of resources to be blocked. Furthermore, it
is noted that the Authority is implementing a similar mechanism for reporting that a
block has been lifted. For other orders, notification may be sent via certified email as
the Authority communicates such orders via this channel or by other non-automated
means.

It should be recalled that during the 11 years of application of the Regulation, mere
conduit intermediary service providers have traditionally always informed the Authority
of the follow-up given to orders issued in the field of copyright protection, although
they are not obliged to do so to date.

As regards the comments on penalties, it should be noted, as explained in relation to
Article 8, that the penalties provided for by the Italian legislator in Article 1(32-bis) of
Law No 249 of 31 July 1997, introduced by Decree-Law No 123 of 15 September 2023,
converted with amendments by Law No 159 of 13 November 2023, are exactly those
provided for in Article 52(3) of the DSA, i.e. 6% of turnover in the event of non-
compliance with an obligation, such as that of Article 9(1) of the DSA, and 1% in the
case of the supply of incorrect, incomplete or misleading information, failure to reply or
rectify incorrect, incomplete or misleading information and failure to submit to an
inspection. It should be noted, however, that Article 52 of the DSA itself uses the term
‘maximum amount’ precisely to make it clear that this measure constitutes a ceiling, and
as such may be adjusted according to the gravity of the offence.

In this regard, it is clarified that, for the purposes of applying the penalties adopted for
infringements of the provisions set out in the Digital Services Act, which include the
obligation to provide information on the status of an order, the competent authority is
that of the Member State in which the main establishment of the intermediary service
provider is located. The Authority’s powers to deal with non-compliance with orders
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issued in respect of infringements of copyright and related rights under these
Regulations remain unaffected.

Chapter IV

Provisions concerning the protection of copyright on media services
Section 11.

(General provisions)

No comments have been received regarding this article, which therefore remains
unchanged.

Section 12.
(Submitting notices to the Authority)

No comments have been received regarding this article, which therefore remains
unchanged.

Section 13.
(Provisions pursuant to Article 7(13) of the Consolidated Act)

No comments have been received regarding this article, which therefore remains
unchanged.

Section 14.
(Communications)

Main positions of the interested parties

One party (AIIP) proposes amending Article 14 to allow communications through the
Piracy Shield platform, where provided for.

Comments by the Authority

It is proposed that the suggestion to include communications via the Piracy Shield
platform, where applicable, be accepted and the article in question is therefore amended
accordingly.

Article 15
(Time limits)

No comments have been received regarding this article, which therefore remains
unchanged.

Section 16.
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(Legal protection)

No comments have been received regarding this article, which therefore remains
unchanged.

Article 17
(Review clause)

No comments have been received regarding this article, which therefore remains
unchanged.

Article 18
(Entry into force)

Main positions of the interested parties

One contributor (Wind Tre) suggests setting a date of entry into force that is later than
the date of approval of the draft Regulation following the public consultation.

Comments by the Authority

In response to a request received from one respondent and in light of the concerns raised
by service providers, this resolution shall come into force on 15 September 2025.

The notification procedure to the European Commission under Directive (EU)
2015/1535

The draft Regulation was also communicated to the European Commission under
Directive (EU) 2015/1535 through the Central Notifications Unit in the MIMIT, which,
on 17 March 2025, sent the documents to the Commission, resulting in the expiry of the
standstill period of 3 months on 18 June 2025. The Commission requested some
additional information in a letter received, again through the Notifications Unit in the
MIMIT, on 2 April 2025 (ref. No 0085912). The additional information requested was
as follows: ‘1. The Commission services welcome any explanations on the obligations
for service providers under the scope of the Regulation (EU) 2022/2065 on a Single
Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act,
hereinafter “DSA”) that would arise from the notified draft. 2. The Italian authorities
are kindly invited to clarify whether they deem Articles 8, 8 bis, 9 bis and 10 of Annex B
of the notified draft: (i) to serve as the legal basis under national law for the issuance of
orders to act against illegal content within the meaning of Article 9 of the Digital
Services Act; and (ii) orders and injunctions issued pursuant to those articles to
constitute orders to remove illegal content within the meaning of Article 9 of the Digital
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Services Act. 3. If the daffirmative, the Italian authorities are kindly invited to clarify
whether the orders and injunctions to be issued pursuant to Articles 8, 8 bis, 9 bis and
10 of Annex B of the notified draft meet the minimum conditions listed under Article
9(2) DSA, as well as how the notified draft ensures that the rest of the requirements of
Article 9 are met. 4. The Italian authorities are kindly invited to clarify the interplay of
Article 8(5) of Annex B to the notified draft, which would impose an obligation on the
service provider to redirect the recipient of the service, with the maximum
harmonization effect of the DSA. 5. The Italian authorities are kindly invited to clarify
the interplay between Articles 8, 8 bis, 9 bis and 10 of Annex B of the notified draft and
recital (27) of the DSA and the Charter, in particular the fundamental right to freedom
of expression and information, given the removal of infringing content can also take
place at the level of hosting and mere conduit service providers. In particular, the
Italian authorities are kindly invited to provide information on the redress mechanisms
available to users. 6. The Italian authorities are kindly invited to provide more
information as regards the interplay between Articles 8, 8 bis, 9 bis and 10 of Annex B
of the notified draft and Article 8 of the DSA, in particular as regards preventive
measures. 7. The Italian authorities are kindly invited to provide their views on how the
notified draft takes into account Article 4(3) DSA in combination with Article 9(1) DSA.
8. The Italian authorities are kindly invited to explain to what extent and how AGCOM
verifies the assessment and documentation submitted by the authorised entities under
Article 10(4) of Annex B of the notified draft, concerning the reported domain names
and IP addresses which are reported as predominantly intended to infringe copyright or
related rights. In particular, clarification is sought on the nature of the verifications to
be carried out by AGCOM under Article 10(5) of Annex B of the notified draft,
including whether personal data are processed, and on how the process works in
practice, in relation to the automated functioning of the Piracy Shield platform. 9. The
Italian authorities are kindly invited to clarify the relevant parties that can make use of
the Piracy Shield platform and on what criteria access is granted to them. 10. The
Italian authorities are kindly invited to explain the reason for the six-month time frame
applicable before the release of blocked IP addresses, as provided for in Article 10(11)
of Annex B of the notified draft’ The Authority replied on 14 April 2025 (ref.
No 0096202) within the deadline requested by the Commission. On 19 June 2025 (ref.
No 0152751), the Commission submitted its comments via the Central Notification
Unit. In particular, the European Commission welcomed the efforts made by the Italian
authorities in the fight against online piracy, which — it emphasises — ‘continues to be a
cause of serious concern for the creative and sports sectors across the EU’ and has
noted that the notified draft reflects the objectives of the Recommendation.

With particular regard to the transposition of the DSA, the Commission, while
emphasising that the Digital Services Act does not provide a legal basis for the issuance
of orders by national administrative or judicial authorities, nor does it regulate the
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enforcement of such orders, noted that the notified draft does not reflect all the
conditions listed in Article 9 of the Digital Services Act, in particular as regards the
language requirements set out in Article 9(2)(c) of the DSA.

The Commission then emphasised that the effective tackling of illegal content must also
take into due account the fundamental right to freedom of expression and information
under the Charter of Fundamental Rights of the EU.

With regard to the right to lodge a complaint and measures to combat overblocking, the
Commission called on the Italian authorities to ensure that the Piracy Shield platform
operates with sufficient controls and safeguards to prevent excessive blocking and
adverse effects on information that does not constitute illegal content. In particular, the
Commission invited the Authority to assess whether the safeguard measures already
provided for by the Authority (with the addendum attached to the operating manual of
the Piracy Shield platform) to ensure the balanced functioning of the system can also be
included in the final text. In particular, the Commission refers to the technical report
setting out the methodology for obtaining evidence of the predominantly illegal nature
of the domain name or IP address for which a block is requested. Another example is
the requirement for flaggers to observe the utmost diligence when submitting
applications for blocking and collecting the relevant evidence and to consult the
Authority in advance in cases of doubt with regard to the predominance of illegal
activities.

Finally, with reference to the service providers subject to orders, the Commission draws
attention to the content of recital (27) of the DSA, which explains that ‘where it is
necessary to involve information society services providers, including providers of
intermediary services, any requests or orders for such involvement should, as a general
rule, be directed to the specific provider that has the technical and operational ability to
act against specific items of illegal content, so as to prevent and minimise any possible
negative effects on the availability and accessibility of information that is not illegal
content’.

The Authority, taking full account of the Commission’s comments, has therefore
incorporated the provision set out in Article 9(2)(c) of the DSA into the relevant
provisions of the Regulation (Articles 8, 8-bis, 9-bisand 10). Indeed, the Authority
already transmits a courtesy translation of orders addressed to service providers not
established in Italy. Following the current amendments, this practice is now expressly
provided for in the Regulation. As regards respect for the fundamental right to freedom
of expression and information enshrined in the Charter of Fundamental Rights of the
EU, reference is made to the recitals, where it is emphasised that Article 2 of the
Regulation, entitled ‘Purpose and scope of application’, in paragraph 2, expressly
provides that ‘the Authority shall operate in compliance with the rights and freedoms of
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communication, expression of thought, press, comment, criticism and discussion, as
well as the exceptions and limitations set out in the Copyright Law. In particular, the
Authority shall protect the rights of freedom in the use of electronic means of
communication, as well as the right of economic initiative and its exercise in a system of
competition in the electronic communications sector, in compliance with the regulations
referred to in the European Convention for the Protection of Human Rights and
Fundamental Freedoms and the EU Charter of Fundamental Rights, and Articles 101
and 102 of the Treaty on the Functioning of the European Union. The Authority shall
also assess the necessary balance between the protection of copyright and related rights
and the promotion of technical and economic progress, as well as the development of
new products and services to the benefit of the consumers.” These general principles
have not only been respected by the Authority in the exercise of its competences in the
field of copyright protection since 2014, the year of entry into force of the Regulation,
but also apply with reference to the new Article 10.

With regard, however, to the safeguards already put in place by the Authority to
mitigate the risk of overblocking, this measure confirms and reinforces all the
guidelines contained in the addendum to the Piracy Shield platform’s operating manual.
In addition, in order to ensure more safeguards for the interested parties, it was decided
to extend the deadline for lodging a complaint against the orders adopted by the
Authority and the blocking carried out through the Piracy Shield from five to ten days.
Finally, Article 10(4) is amended to expressly require flaggers to exercise the utmost
diligence and rigour in their notices and to stipulate that, in the event of non-compliance
with the requirements and conditions governing the operation of the Piracy Shield
platform, the Authority shall suspend accreditation.

With reference to recital (27) of the DSA, it is noted that, as has been widely clarified,
the nature of the implementation measures for orders to cease infringement issued by
the Authority against service providers is likely to change in relation to the
characteristics and seriousness of the infringements established and in application of the
criteria of graduality, proportionality and adequacy. The individual orders issued by the
Authority are addressed to the specific service provider that has the technical and
operational capacity to act against the identified illegal content, and also specify the
measures that the recipient service provider is required to take.

Article 5(3) of Directive (EU) 2015/1535, which provides that ‘Member States shall
communicate the definitive text of a technical regulation to the Commission (via the
Central Notification Unit) without delay’ remains valid, so that the definitive text of the
measure is to be notified to the Commission in the same manner and through the same
MIMIT Unit;
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HAVING SEEN FIT, therefore, following the comments and observations made
in the context of the public consultation by stakeholders and the observations of the
European Commission, to amend and supplement the Regulation approved by
Resolution No 680/13/CONS as discussed above;

HAVING HEARD the report of Commissioner Massimiliano Capitanio,
rapporteur pursuant to Article 31 of the ‘Regulation on the organisation and operation
of the Authority’;

HEREBY ADOPTS THE RESOLUTION
Article 1

1. The amendments to the ‘Regulation concerning the protection of copyright on
electronic communication networks and implementing procedures in accordance with
Legislative Decree No 70 of 9 April 2003’, referred to in Annex A to this resolution, are
approved.

2. The coordinated text of the Regulation is set out in Annex B to this Resolution.
Annexes A and B form an integral and substantial part of the Resolution.

This Resolution shall enter into force on 15 September 2025.

Rome, 30 July 2025

THE PRESIDENT
Giacomo Lasorella

THE COMMISSIONER RAPPORTEUR
Massimiliano Capitanio

Attesting the conformity of the resolution passed
THE SECRETARY-GENERAL
Giovanni Santella
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