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Draft bill
prepared by the Federal Ministry of Justice and Consumer Protection
Draft Act improving law enforcement on social networks
(Network Enforcement Act)
A. Problem and objective
The language used in discussions on the internet, and particularly on social networks, is currently undergoing dramatic changes. Internet debates are often aggressive and hurtful, and hateful speech is not uncommon. As a result of hate crime and other criminal content, any individual may be vilified because of their opinion, skin colour, ethnicity, religion, gender or sexuality. Hate crime and other criminal content that cannot be combated and prosecuted effectively pose a great danger to the peaceful coexistence enjoyed by citizens of a free, open and democratic society. Following the events during the US election campaign, the Federal Republic of Germany, too, has made fighting fake news on social networks a priority. To do so requires improvements in law enforcement on social networks in order to promptly remove objectively criminal content, such as incitement to hatred, abuse, defamation or content that could lead to a breach of the peace by misleading authorities into thinking a crime has been committed. 
The increasing spread of hate crime and other criminal content, especially on social networks including Facebook, YouTube and Twitter, prompted the Federal Ministry of Justice and Consumer Protection to set up a task force in 2015 together with operators of the networks and civil society representatives. The companies represented in the task force agreed to improve their processes for dealing with messages notifying them of hate crime and other criminal content on their sites. The companies committed themselves to set up user-friendly mechanisms for reporting discriminatory posts. They also agreed to review and delete the majority of reported posts that turn out to be illegal within 24 hours, using teams of linguists and legal experts. German law shall form the basis for this review.
The voluntary measures taken by the companies brought initial improvements, yet these are still inadequate. Too much criminal content is still left on the sites. A check carried out by jugendschutz.net on the deletion practices of social networks in January/February 2017 showed that complaints from normal users about hate crime and other criminal content were still not processed promptly and satisfactorily. While YouTube now deletes criminal content in 90% of cases, this only occurs in 39% of cases on Facebook and just 1% on Twitter. 
Social network operators must live up to their responsibilities. Since the current mechanisms and the voluntary measures agreed on by social networks are inadequate and given the significant problems in enforcing the current law, it is necessary to introduce rules to make social networks comply on pain of a fine in order to enable prompt, effective action against hate crime and other criminal content on the internet.
B. Solution
In order to compel social networks to process complaints, especially from users, regarding hate crime and other criminal content more swiftly and comprehensively, the draft legislation envisages the introduction of statutory compliance rules for social networks.
) A statutory reporting obligation for social networks on the handling of hate crime and other criminal content, an effective complaints management system and the naming of a person authorised to receive service in the Federal Republic of Germany are envisaged. Any breaches of these obligations may be punishable in the form of fines imposed on the company and the entities which are subject to supervision.
C. Alternatives
None.
D. Budgetary expenditure without compliance costs
None.
E. Compliance costs
E.1 Compliance costs for citizens
None.
E.2 Compliance costs for businesses
The draft introduces nine new information obligations for social networks, to be fulfilled in a report to be compiled every three months. An assessment of the compliance costs associated with this naturally involves uncertainty. The compliance costs allotted to each report, including the fees for publication in the Federal Gazette, are estimated at €50,000. Consideration is also given in this regard to the fact that the reports are limited, as regards subject matter, to the combating of hate crime and other criminal content as defined by this draft Act.
On account of the threshold under Section 1(2) (two million users in the Federal Republic of Germany), no more than ten social networks are obliged to report. The overall compliance costs associated with the reporting obligation are therefore estimated at €2 million annually.
An estimate of the compliance costs regarding the obligation to maintain an effective complaints system also has uncertainty attached to it. Taking into account all pertinent factors, annual compliance costs of €25 million shall accrue in connection with the obligation to maintain an effective complaints management system.
Finally, the compliance costs associated with the obligation to name a person authorised to receive service in the Federal Republic of Germany in relation to every civil case and every penalty procedure under this Act are estimated at €1 million annually.
As regards the social networks, the draft shall hence generate compliance costs totalling €28 million annually. These annual compliance costs shall be subject to the "one-in, one-out" rule of the Federal [German] Government. The costs shall be offset in terms the proportion due to the Federal Ministry of Justice and Consumer Protection as a result of the relief arising from the Act on reducing red tape for SMEs in particular (Red Tape Reduction Act).
Of which bureaucratic costs arising from obligations to provide information:
€2 million annually.
E.3 Administrative compliance costs
The draft shall result in compliance costs being incurred by the Federal Government and – to a lesser extent – by the Federal States.
As regards the Federal administration, as a result of the role envisaged in the Act of the Federal Office of Justice as that of an authority responsible for prosecuting infringements of the reporting obligation as per Section 2 and of the social networks' complaints management system stipulated in Section 3, annual costs in the region of €4 million shall be incurred annually with one-off expenses amounting to approximately €350,000. 
Under Section 2, social networks are obligated to issue a report every three months on the handling of hate crime and other criminal content on social networks. Three social networks are primarily affected by the draft Act while it is conceivable that a further seven networks will be involved. All told therefore, there will be up to 40 reports annually which could be the subject of penalty proceedings. Since these reports have a high level of attention attached to them, approximately 500 complaints against the reports are conceivable. On the other hand, it is to be anticipated that the social networks will perform their reporting obligation in good time and properly, meaning that the cost of control will be kept in check. It is therefore anticipated that no more than 20 penalty proceedings will arise every year. 
In addition, social networks are obligated, under Section 3, to maintain an effective and efficient complaints management system. In particular, they are obliged to delete any content that is manifestly unlawful within 24 hours of receiving the complaint. Any breaches of this obligation may be punishable by a fine. In this area, a considerable number of notifications to the Federal Office of Justice can be expected. It is estimated that every year, social networks receive at least 500,000 complaints from Germany on account of hate crime and other criminal content. Only a fraction of this content is deleted or blocked, however. Numerous users who have reported supposed hate crime or other criminal content could therefore feel compelled to forward their unsuccessful complaint to the Federal Office of Justice. It is estimated that this will happen in 5% of all fruitless complaints, i.e. in approximately 25,000 cases. Since these notifications will, to a large extent, be unsubstantiated, however, an annual number of 500 penalty procedures in the area of the complaints management system can be expected.
According to an estimate from the Federal Office of Justice, additional annual labour costs associated with the registration and verification of notifications, the conduct of penalty proceedings, including appeals, technical and legal supervision, leadership and management tasks, compulsory execution and accounting, shall arise as a result of the role as a prosecuting authority which is introduced by means of the draft. IT staff are also required. Labour costs are made up as follows: 
	
	Positions
	Labour costs per position per annum, including flat-rate material expenses (€)
	Labour costs, total (€)

	A 15
	1
	125,158.19
	125,158

	A 14
	7
	112,523.69
	787,666

	A 13gD
	2.5
	103,647.49
	259,186

	A 12
	20
	95,273.87
	1,905,477

	A 8
	8.5
	72,233.77
	613,987

	A 6e
	0.5
	65,318
	32,659

	Total
	39.5
	
	3,724,134


Further compliance costs will be generated for training and supporting staff, translations of foreign-language content reported as being unlawful and as a result of monitoring by an external body which is envisaged in Section 3(5). Total costs are estimated at €300,000 annually. As regards IT expenditure, one-off material expenses of approximately €350,000 and annual costs amounting to €25,000 shall accrue. 
The modest compliance costs incurred by the Federal States follow, on the one hand, from the obligation provided for in Section 4(5) requiring the Federal Office of Justice, in case of doubt, to obtain a preliminary ruling on unlawfulness from the competent court. This occurrence is estimated at fewer than 100 cases a year. On the other hand, the courts in the Federal States will deal with court proceedings as per the Regulatory Offences Act. 200 cases per annum are assumed in this regard. The requisite compliance costs all told are estimated at €200,000 per annum. 
F. Further costs
No effects on price levels, particularly consumer price levels, are anticipated.
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of …
The Bundestag has adopted the following Act:
Act improving law enforcement on social networks
(Network Enforcement Act)
Scope
(1) This Act shall apply to telemedia service providers which, for profit-making purposes, operate internet platforms that enable users to exchange and share any content with other users or to make such content available to the public (social networks). Platforms offering journalistic or editorial content, the responsibility for which lies with the service provider itself, shall not constitute social networks within the meaning of this Act.
(2) The provider of a social network shall be exempt from the obligations stipulated in Sections 2 and 3 if the social network has fewer than two million users in the Federal Republic of Germany. 
(3) Unlawful content shall be content within the meaning of paragraph 1 which fulfils the elements of an offence described in Sections 86, 86a, 89a, 90, 90a, 90b, 91, 100a, 111, 126, 129 to 129b, 130, 131, 140, 166, 184b, 184d, 185 to 187, 241 or 269 of the Criminal Code.
Reporting obligation
(4) Social network providers shall be obliged to produce quarterly German-language reports on the handling of complaints regarding unlawful content on their platforms, covering the points enumerated in paragraph 2, and shall be obliged to publish these reports in the Federal Gazette and on their own website no later than one month after the quarter concerned has ended. The report published on their own website shall be easily recognisable, directly accessible and permanently available.
(5) The report shall at least cover the following points:
1. general observations outlining the efforts undertaken by the provider of the social network to eliminate criminally punishable activity on the platform,
2. a description of the mechanisms for submitting complaints relating to unlawful content and the criteria applied in deciding whether to delete or block unlawful content,
3. the number of incoming complaints relating to unlawful content in the reporting period, broken down according to whether the complaints were submitted by complaints bodies or by users, and according to the reason for the complaint,
4. organisation, personnel resources, specialist and linguistic expertise in the units responsible for processing complaints, as well as training and support of the persons responsible for processing complaints,
5. membership of industry associations with an indication as to whether these industry associations have a complaints office,
6. the number of complaints for which an external body was consulted in preparation for making the decision, 
7. the number of complaints in the reporting period that resulted in the deletion or blocking of the content at issue, broken down according to whether the complaints were submitted by complaints bodies or by users, and according to the reason for the complaint,
8. the time between complaints being received by the social network and the unlawful content being deleted or blocked, broken down according to whether the complaints were submitted by complaints bodies or by users, according to the reason for the complaint, and according to the periods “within 24 hours”/“within 48 hours”/“within a week”/“at a later point”,
9. measures to inform the person who submitted the complaint, and the user for whom the content at issue was saved, about the decision on the complaint.
Handling of complaints regarding unlawful content
(6) The provider of a social network shall maintain an effective and transparent procedure for handling complaints relating to unlawful content in accordance with paragraphs 2 and 3. The provider shall supply users with an easily recognisable, directly accessible and permanently available procedure for submitting complaints relating to unlawful content. 
(7) The procedure shall ensure that the provider of the social network
1. takes immediate note of the complaint and checks whether the content is unlawful and subject to removal or whether access to the content must be blocked,
2. removes or blocks access to content that is manifestly unlawful within 24 hours of receiving the complaint; this shall not apply if the social network has reached agreement with the competent law enforcement authority on a longer period for deleting or blocking any manifestly unlawful content,
3. removes or blocks access to all unlawful content within seven days of receiving the complaint,
4. in the case of removal, retains the content as evidence and stores it for this purpose within the Federal Republic of Germany for a period of 10 weeks,
5. immediately notifies the complainant and the user about any decision, while also providing them with reasons for its decision, and
6. also immediately removes or blocks any copies of the unlawful content that are located on the platform.
(8) The procedure shall ensure that each complaint, along with the measure taken to redress the situation, is documented in the Federal Republic of Germany.
(9) The handling of complaints shall be monitored via monthly checks by the social network's management. Any organisational deficiencies in dealing with incoming complaints shall be rectified immediately. The social network's management shall offer the persons tasked with the processing of complaints training courses and support programmes delivered in the German language on a regular basis, this being no less than once every six months.
(10) The procedures in accordance with paragraph 1 may be monitored by an agency tasked to do so by the administrative authority named in Section 4.
Provisions on regulatory fines
(11) A regulatory offence shall be deemed to have been committed by any person who, intentionally or negligently,
1. in contravention of Section 2(1) sentence 1, fails to produce a report, to produce it correctly, to produce it completely or to produce it in due time, or fails to publish it, to publish it correctly, to publish it completely, to publish it in the prescribed form or to publish it in due time,
2. in contravention of Section 3(1) sentence 1, fails to provide, to provide correctly or to provide completely, a procedure mentioned therein for dealing with complaints submitted by complaints bodies or by users whose place of residence or seat is located in the Federal Republic of Germany,
3. in contravention of Section 3(1) sentence 2, fails to supply a procedure mentioned therein or to supply it correctly,
4. in contravention of Section 3(4) sentence 1, fails to monitor the handling of complaints or to monitor this correctly,
5. in contravention of Section 3(4) sentence 2, fails to rectify an organisational deficiency or to rectify it in due time,
6. in contravention of Section 3(4) sentence 3, fails to offer training or support or fails to offer this in due time, or
7. in contravention of Section 5, fails to name a person authorised to receive service in the Federal Republic of Germany, or fails to name a person in the Federal Republic of Germany authorised to receive information requests, or to name such persons in due time.
(12) In the cases under paragraph 1 point 7, the regulatory offence may be sanctioned with a regulatory fine of up to €500,000 and, in the other cases under paragraph 1, with a regulatory fine of up to €5 million. Section 30(2) sentence 3 of the Regulatory Offences Act shall apply.
(13) The regulatory offence may be sanctioned even if it is not committed in the Federal Republic of Germany. 
(14) The administrative authority within the meaning of Section 36(1) point 1 of the Regulatory Offences Act shall be the Federal Office of Justice. The Federal Ministry of Justice and Consumer Protection, in agreement with the Federal Ministry of the Interior and the Federal Ministry of Economic Affairs and Energy, shall issue general administrative principles on the exercise of discretion by the regulatory fine authority in initiating regulatory fine proceedings and in calculating the fine.
(15) If the administrative authority wishes to issue a decision relying on the fact that content which has not been removed or blocked is unlawful within the meaning of Section 1(3), it shall first obtain a judicial decision establishing such unlawfulness. The court with jurisdiction over the matter shall be the court that rules on the objection to the regulatory fine order. The application for a preliminary ruling shall be submitted to the court together with the social network's statement. The application can be ruled upon without an oral hearing. The decision shall not be contestable and shall be binding on the administrative authority. 
Person authorised to receive service in the Federal Republic of Germany
To enable documents to be served in connection with regulatory fine proceedings under this Act, social network providers shall immediately supply the administrative authority, the public prosecution office and the competent court, as well as the competent court in civil proceedings, with the name of a person authorised to receive service in the Federal Republic of Germany. To enable the receipt of requests for information from German law enforcement authorities, a person in the Federal Republic of Germany who is authorised to receive such requests shall be named.
Transitional provisions
(16) The first issue of the report pursuant to Section 2 shall be due by the second quarter following the entry into force of this Act.
(17) The procedures pursuant to Section 3 shall be introduced within three months of the entry into force of this Act.
Amendment of the Telemedia Act
In Section 14(2) of the Telemedia Act, last amended by Article 1 of the Act of 21 July 2016 (Federal Law Gazette I p. 1766), the words "or other absolutely protected rights" shall be inserted after the word "property".
Entry into force
This Act shall enter into force on the day following its promulgation.
Explanatory statement
A. General Part
I. Objective and necessity of the provisions
The language used in discussions on the internet, and particularly on social networks, is currently undergoing dramatic changes. Internet debates are often aggressive and hurtful, and hateful speech is not uncommon. Hate speech and racist slurs may be used to vilify people because of their opinion, skin colour, ethnicity, religion, gender or sexuality. Hate crime and other criminal content that cannot be combated and prosecuted effectively pose a great danger to the peaceful coexistence enjoyed by citizens of a free, open and democratic society. Following the events during the US election campaign, Germany too has made fighting fake news on social networks a priority. To do so requires improvements in law enforcement on social networks in order to promptly remove objectively criminal content, such as incitement to hatred, abuse, defamation or content that could lead to a breach of the peace by misleading authorities into thinking a crime has been committed. 
The increasing spread of hate crime and other criminal content, especially on social networks, prompted the Federal Ministry of Justice and Consumer Protection to set up a task force in 2015 together with network operators and civil society representatives. The companies represented in the task force agreed to improve their processes for dealing with messages notifying them of hate crime and other criminal content on their sites. The companies committed themselves to set up user-friendly mechanisms for reporting discriminatory posts. They also agreed to review and delete the majority of reported posts that turn out to be illegal within 24 hours, using teams of linguists and legal experts. German law shall form the basis for this review.
The voluntary measures taken by the companies brought initial improvements, yet these are still inadequate. Too much criminal content is still left on the sites. A check carried out by jugendschutz.net on the deletion practices of social networks in January/February 2017 showed that complaints from normal users about hate crime and other criminal content were still not processed promptly and satisfactorily. While YouTube now deletes criminal content in 90% of cases, this only occurs in 39% of cases on Facebook and just 1% on Twitter.
Social networks are also not sufficiently transparent. The information published by the social networks regarding the removal and blocking of unlawful content on their platforms is not sufficiently informative. Complaints received are not classified by type, and the companies do not give any information on what percentage of complaints led to content being deleted or blocked.
Social network operators must live up to the responsibility they have in terms of social debate. Since the current mechanisms and the voluntary measures agreed on by social networks are inadequate and given the significant problems in enforcing the current law, it is necessary to introduce rules to make social networks comply on pain of a fine in order to enable prompt, effective action against hate crime and other criminal content on the internet.
II. Main substance of the draft
In order to compel social networks to process complaints of hate crime and other criminal content more swiftly and comprehensively, the draft legislation envisages the introduction of statutory compliance rules for social networks. By providing a legal definition of “social network”, the draft ensures that the reporting obligation is applicable only to the operators of large social networks with the power to influence opinion, rather than to the full range of service providers as defined in the Telemedia Act. Media platforms that create their own journalistic/editorial content are not covered by the draft. The definition of a social network incorporates the sharing of content with other users within a gated community as well as the dissemination of content to the general public. Envisaged in the draft is a de minimis limit for smaller companies (start-ups). The draft furthermore makes it clear that the legislation applies only to unlawful content falling within the objective definition of an offence under criminal law provisions whose purpose is to combat hate crime and other criminal content which is disseminated on the internet, as well as other forms of disturbing the public peace. 
Hate crime generally falls within the scope of criminal offences such as malicious gossip, defamation and incitement to hatred. Fake news is also covered by the legislation if it objectively meets the definition of an offence of one or more of the criminal provisions enumerated in Section 1(3), such as disturbing the public peace by providing misleading information about a criminal offence.
The draft obligates social networks to submit quarterly reports on their handling of complaints about criminal content. These reports must contain statistical data on the volume of complaints and the decision-making practice of the networks, whilst also providing information about the teams involved in processing the complaints. The reports must be published in the electronic Federal Gazette and on the social network's own website in an easily locatable manner.
The draft stipulates legal standards for an effective complaints management system. These standards ensure that social networks generally delete any manifestly criminal content which satisfies the objective definition of an offence mentioned in Section 1(3) within 24 hours of receiving the user complaint. Procedures for the immediate deletion of unlawful content must be effective and transparent, and must include user-friendly mechanisms for submitting complaints. The underlying basis for this compliance requirement is the liability regime for service providers laid down in Section 10 of the Telemedia Act. If service providers become aware that they are storing unlawful content for a user, they are obliged to immediately remove or block access to that content. The compliance obligations stipulated in this draft build on this requirement and make it more specific. 
To understand why there is a need for legislation on the handling of complaints about hate crime and other criminal content, it is important to consider the unique nature of the internet as compared to “traditional media”. In traditional media, unlawful situations are not perpetuated in the same way as on the internet. 
According to the draft, intentional or negligent failure to comply with the reporting obligation constitutes a regulatory offence that is punishable by a fine of up to €5 million. The same applies to violations of the obligation to maintain an effective complaints management system. Regulatory offences related to the complaints management system are linked to organisational obligations. A regulatory offence is committed by anyone who intentionally or negligently fails to set up a complaints management system at all or fails to set one up correctly, who fails to rectify organisational deficiencies, or who fails to meet the statutory requirements for the complaints management system over a not insignificant period. Pursuant to Section 17(4) of the Regulatory Offences Act, the regulatory fine should exceed the financial benefit obtained from committing the offence. 
On account of the fact that Section 130 of the Regulatory Offences Act is additionally applicable, it is also possible for the owner of the company operating the social network to be prosecuted in cases where violations of the obligation to maintain an effective complaints management system or violations of the reporting obligation could have been prevented or made much more difficult if there had been proper supervision. 
According to Section 30 of the Regulatory Offences Act, regulatory fines can also be imposed on legal persons and associations of persons. In such cases, the draft foresees increasing the maximum regulatory fine to €50 million (Section 30(2) sentence 3 of the Regulatory Offences Act). 
The draft designates the Federal Office of Justice as the competent administrative authority pursuant to Section 36 of the Regulatory Offences Act. When prosecuting the regulatory offences specified in this draft, the Federal Office of Justice is also required to ascertain whether criminal content within the meaning of Section 1(3) is involved. In this respect, the reviewing powers exercised by the Federal Office of Justice are comparable to the duties performed by the Federal State media authorities as the competent administrative authorities pursuant to Section 24 of the Interstate Treaty on the Protection of Minors in the Media. The Federal State media authorities can impose regulatory fines on telemedia providers on account of impermissible content that incites hatred, encourages violence or offends human dignity. 
III. Alternatives
None. The voluntary measures agreed with the social networks have proved inadequate.
IV. Legislative powers
The legislative powers of the Federal Government are derived from Article 74(1) point 11 of the Basic Law (Law relating to economic matters) and from Article 74(1) point 7 of the Basic Law (public welfare), where matters concerning the protection of minors are concerned, and, as regards the provisions on regulatory fines (Section 4 of the draft), from Article 74(1) point 1 of the Basic Law (criminal law). Article 74(1) point 7 of the Basic Law is relevant since the protective goal of the draft Act, which is directed against the coarsening of the culture of debate on social networks, also concerns the purpose of protecting minors in the media, namely the development of children and young people or their nurturing into independent and socially responsible citizens. The legislative powers of the Federal Government in the area of improving law enforcement on social networks are a given since here, the establishment of equal living conditions throughout Federal territory and the preservation of legal or economic unity in the national interest by means of a Federal-wide regulation is necessary (Article 72(2) of the Basic Law). As a result of consistent Federal law in the area of law enforcement on social networks, a situation is prevented whereby within the Federal Republic of Germany, living conditions diverge when hate crime and other unlawful content, in some circumstances, is not combated and prosecuted effectively in every Federal State and, as a result, the peaceful coexistence enjoyed by citizens of a free, open and democratic society is jeopardised. Therefore, the provisions can also only be realised through the Federal legislator because otherwise, there would be a risk of legal fragmentation which is unacceptable for both the Federal Government and the Federal States. A nationwide arrangement for law enforcement on social networks shall ensure the application of uniform standards, irrespective of the location of the social network providers and, in this way, shall counteract migration between Federal States and a possible scramble between the Federal States to provide the lowest level of protection in order to attract social network providers.
V. Compatibility with European Union law and international treaties
The statutory compliance rules envisaged in Sections 2, 3 and 5 of the draft are compatible with European law. This especially applies to Directive 2000/31/EC (Directive on electronic commerce). 
1. Directive 2000/31/EC (Directive on electronic commerce)
a) The Directive on electronic commerce already has available a series of instruments which can be used to regulate social networks. 
Hence, according to Article 14 of the Directive on electronic commerce, Member States can make a service provider responsible for the information stored on behalf of a user as soon as it "[has] actual knowledge of illegal activity or information and, as regards claims for damages, […] [is] aware of facts or circumstances from which the illegal activity or information is apparent" (Article 14(1a) of the Directive on electronic commerce), or else unless the provider, "upon obtaining such knowledge or awareness, acts expeditiously to remove or to block access to the information" (Article 14(1b) of the Directive on electronic commerce). Nevertheless, this provision of the Directive does not expressly compel the establishment of a procedure for handling complaints, not to mention the opportunity for Member States to also make provision in this respect for fines by way of a sanction (Article 20 of the Directive on electronic commerce). Article 14(3) of this Directive introduces the additional possibility "for Member States of establishing procedures governing the removal or blocking of access to information". Recital number 46 corresponds to this, according to which "this Directive does not affect Member States' possibility of establishing specific requirements which must be fulfilled expeditiously prior to the removal or blocking of information." Accordingly, recital 48 opens up the possibility for Member States of requiring service providers, "who host information provided by recipients of their service, to apply duties of care, which can reasonably be expected from them and which are specified by national law, in order to detect and prevent certain types of illegal activities".
Indeed, Article 15(1) of the Directive on electronic commerce forbids Member States from imposing a general obligation on service providers to monitor the information which they transmit or store, or a general obligation actively to seek facts or circumstances indicating illegal activity. This general obligation to carry out research is not laid down in this draft either.
b) Alternatively, scope for national provisions also exists outside the range of instruments available under the Directive on electronic commerce. Indeed, Article 3(2) of the Directive on electronic commerce includes a general ban whereby Member States may not, for reasons falling within the coordinated field, restrict the freedom to provide information society services from another Member State. According to Article 2h point i, second indent, of the Directive on electronic commerce, this includes, inter alia, the requirements to be fulfilled by a service provider in respect of the pursuit of the activity of an information society service, such as requirements concerning the behaviour of the service provider, requirements regarding the quality or content of the service including those applicable to advertising and contracts, or requirements concerning the liability of the service provider. The obligations incumbent upon the operator in the case of social networks, as proposed in the draft, also ought to be covered by this.
Article 3(4a) point i of the Directive on electronic commerce does, however, make provision for an exception to the general ban. According to this, measures are permitted which are necessary for the following reasons, for instance: "public policy, in particular the prevention, investigation, detection and prosecution of criminal offences, including the protection of minors and the fight against any incitement to hatred on grounds of race, sex, religion or nationality, and violations of human dignity concerning individual persons". The draft Act especially makes provision for an effective complaints management system designed to improve enforcement of the criminal offences on social networks mentioned in Section 1(3). This is necessary in order to combat and prosecute hate crime and other criminal content effectively. In this way, the peaceful coexistence enjoyed by citizens of a free, open and democratic society in Germany is protected. 
The draft also fulfils the other prerequisites for exemption from the ban under the provision. Hence, Article 3(4a) points ii and iii of the Directive on electronic commerce stipulates that the measures concern a given information society service which prejudices the aforementioned objectives or which presents a serious and grave risk of prejudice to those objectives and that the measures are proportionate to these objectives. The compliance obligations of social networks set out in the draft concern special information society services and serve to prevent objectively culpable acts. 
Furthermore, pursuant to Article 3(4b) point i, first indent, of the Directive on electronic commerce, it is indeed presumed, from a procedural point of view, that the Member State which wishes to take a measure by way of an exception to the general ban shall, in the first instance, ask the Member State in which the service provider is established to take its own measures, which the service provider, however, either then fails to do or where such measures have proven to be inadequate. Furthermore, Article 3(4b) point i, second indent, of the Directive on electronic commerce stipulates, as regards the procedure, that the Member State which has decided on a derogation must notify the Member State asked to no avail previously and the European Commission of its intention to take measures from now on. In case of urgency, however, Article 3(5) of the Directive on electronic commerce permits the procedural requirements to be disregarded in order to enable prompt action to be taken. Prompt action is urgently required in order to combat effectively hate crime and other objectively criminal offences on the internet.
2. Freedom to provide services
Pending specific secondary legislation, a national provision for improving law enforcement on social networks must be gauged in terms of the fundamental freedoms under EU law as soon as a cross-border element exists. This ought to be assumed here since the regulation is not aimed exclusively at domestic operators, nor does it also cover just their services in Germany, but likewise concerns operators from other EU Member States or the provision of services by German operators to users in other EU Member States (except in the case of Section 4(1) point 2 of the draft). 
Here, the fundamental freedom to provide services (Article 56 of the Treaty on the Functioning of the European Union) is affected. A restriction can only be justified in this regard if it turns out that it complies with overriding reasons based on the public interest, is suitable for ensuring attainment of the objective it pursues, and does not go beyond what is required to attain this objective. 
The prevention and combating of hate crime and other criminal content on social network platforms shall be regarded as the obligatory public interest. The purpose pursued by the draft is stated in the Explanatory statement. It is also set out firmly therein on the basis of which considerations compliance and reporting obligations which are punishable by a fine are classified as being suitable and necessary. 
3. Notification obligation as per Directive (EU) 2015/1535
The planned regulation must be notified in accordance with Directive (EU) 2015/1535 of 9 September 2015 laying down a procedure for the provision of information in the field of technical regulations and of rules on information society services. 
VI. Legal consequences
1. Legal and administrative simplification
The draft Act does not aid in legal and administrative simplification.
2. Sustainability aspects
The basic objective of the draft is to counter hate crime and other criminal content on social networks which meet the definition of an offence under Section 1(3) of the draft Act so as to thereby promote the peaceful coexistence enjoyed by citizens of a free, open and democratic society. This objective corresponds to the basic ideas of the Federal [German] Government regarding sustainable development in the context of the German sustainability strategy. Sustainability targets social cohesion which must be reinforced in accordance with Management rule 10 as per point II. 2 of the sustainability management system under the German sustainability strategy. 
3. Budget expenditure without compliance costs
None.
4. Compliance costs
4.1
Compliance costs for citizens
None.
4.2
Compliance costs for businesses
The draft introduces nine new information obligations for social networks, to be fulfilled in a report to be compiled every three months. An assessment of the compliance costs associated with this naturally involves uncertainty. In terms of further consideration, it is assumed that the companies already now record the majority of the information required in the draft internally, meaning that these information obligations will not entail considerable additional expenditure on the part of the social networks. Moreover, the operators of social networks already now publish a portion of the information required in the draft in so-called transparency reports. In the first instance therefore, the draft will trigger additional audit-related and control expenditure in relation to the figures available internally. 
As a result of these stipulations, the compliance costs allotted to each report, including the fees for publication in the Federal Gazette, are estimated at €50,000. Consideration is also given in this regard to the fact that the reports are limited, as regards subject matter, to the combating of hate crime and other criminal content as defined by this draft Act.
On account of the threshold under Section 1(2) (two million users in the Federal Republic of Germany), no more than ten social networks are obliged to report. The overall compliance costs associated with the reporting obligation are therefore estimated at €2 million annually.
An estimate of the compliance costs regarding the obligation to maintain an effective complaints system also has uncertainty attached to it. The costs incurred by the social networks in relation to the complaints systems that already exist are not known. In terms of calculating the compliance costs generated by the draft, only the costs associated with combating the hate crime and other criminal content posted by users in Germany are pertinent. These costs are estimated at €50 million annually for all social networks. It is further assumed that the social networks will have to increase their expenditure associated with combating hate crime and other criminal content by 50% compared with the present situation in order to comply with the compliance-related requirements arising from this draft. Annual compliance costs of €25 million shall accrue in connection with the obligation to maintain an effective complaints management system.
Finally, the compliance costs associated with the obligation to name a person authorised to receive service in the Federal Republic of Germany in relation to every civil case and every penalty procedure under this Act are estimated at €1 million annually.
As regards the social networks, the draft shall hence generate compliance costs totalling €28 million annually. These annual compliance costs shall be subject to the "one-in, one-out" rule of the Federal [German] Government. The costs shall be offset in terms the proportion due to the Federal Ministry of Justice and Consumer Protection as a result of the relief arising from the Act on reducing red tape for SMEs in particular (Red Tape Reduction Act).
Of which bureaucratic costs arising from obligations to provide information:
€2 million annually.
4.3
Administrative compliance costs
The draft shall result in compliance costs being incurred by the Federal Government and – to a lesser extent – by the Federal States.
As regards the Federal administration, as a result of the role envisaged in the Act of the Federal Office of Justice as that of an authority responsible for prosecuting infringements of the reporting obligation as per Section 2 and of the social networks' complaints management system stipulated in Section 3, annual costs in the region of €4 million shall be incurred annually with one-off expenses amounting to approximately €350,000. 
Under Section 2, social networks are obligated to issue a report every three months on the handling of hate crime and other criminal content on social networks. Three social networks are primarily affected by the draft Act while it is conceivable that a further seven networks will be involved. All told therefore, there will be up to 40 reports annually which could be the subject of penalty proceedings. Since these reports have a high level of attention attached to them, approximately 500 complaints against the reports are conceivable. On the other hand, it is to be anticipated that the social networks will perform their reporting obligation in good time and properly, meaning that the cost of control will be kept in check. It is therefore anticipated that no more than 20 penalty proceedings will arise every year. 
In addition, social networks are obligated, under Section 3, to maintain an effective and efficient complaints management system. In particular, they are obliged to delete any content that is manifestly unlawful within 24 hours of receiving the complaint. Any breaches of this obligation may be punishable by a fine. In this area, a considerable number of notifications to the Federal Office of Justice can be expected. It is estimated that every year, social networks receive at least 500,000 complaints from Germany on account of hate crime and other criminal content. Only a fraction of this content is deleted or blocked, however. Numerous users who have reported supposed hate crime or other criminal content could therefore feel compelled to forward their unsuccessful complaint to the Federal Office of Justice. It is estimated that this will happen in 5% of all fruitless complaints, i.e. in approximately 25,000 cases. Since these notifications will, to a large extent, be unsubstantiated, however, an annual number of 500 penalty procedures in the area of the complaints management system can be expected.
According to an estimate from the Federal Office of Justice, additional annual labour costs associated with the registration and verification of notifications, the conduct of penalty proceedings, including appeals, technical and legal supervision, leadership and management tasks, compulsory execution and accounting, shall arise as a result of the role as a prosecuting authority which is introduced by means of the draft. IT staff are also required. Labour costs are made up as follows: 
	
	Positions
	Labour costs per position per annum, including flat-rate material expenses (€)
	Labour costs, total (€)

	A 15
	1
	125,158.19
	125,158

	A 14
	7
	112,523.69
	787,666

	A 13gD
	2.5
	103,647.49
	259,186

	A 12
	20
	95,273.87
	1,905,477

	A 8
	8.5
	72,233.77
	613,987

	A 6e
	0.5
	65,318
	32,659

	Total
	39.5
	
	3,724,134


Further compliance costs will be generated for training and supporting staff, translations of foreign-language content reported as being unlawful and as a result of monitoring by an external body which is envisaged in Section 3(5). Total costs are estimated at €300,000 annually. As regards IT expenditure, one-off material expenses of approximately €350,000 and annual costs amounting to €25,000 shall accrue.
The modest compliance costs incurred by the Federal States follow, on the one hand, from the obligation provided for in Section 4(5) requiring the Federal Office of Justice, in disputed cases, to obtain a preliminary ruling on unlawfulness from the competent court. This occurrence is estimated at fewer than 100 cases a year. On the other hand, the courts in the Federal States will deal with court proceedings as per the Regulatory Offences Act. 200 cases per annum are assumed in this regard. The requisite compliance costs all told are estimated at €200,000 per annum. 
5. Further costs
No effects on price levels, particularly consumer price levels, are anticipated.
6. Other legal consequences
The draft has implications for equality policy. The draft shall contribute to combating in a more effective manner on social network platforms discrimination also on account of sex as a result of hate crime and other criminal content.
VII. Time limitation; evaluation
The Act will be evaluated no later than three years after it enters into force. At the same time, the Federal [German] Government shall review in a technically appropriate manner whether, and to what extent, the intended impact on social networks, in reference to their handling of complaints relating to hate crime and other criminal content, has been achieved. The Federal [German] Government will also examine how the compliance costs for businesses and administration have developed and whether this development is in reasonable proportion to the regulatory effects identified. The evaluation will include investigating any unintentional secondary effects and the acceptance and practicability of the regulations. 
B. Specific Part
Re Article 1 (Act improving law enforcement on social networks)
Re Section 1 (Scope)
The provision defines the scope of the Act in keeping with the aim of combating in a more effective manner on hate crime, other criminal content which comes under Section 1(3) of the draft Act and fake news social network platforms so as to avert the associated dangers to peaceful coexistence enjoyed by citizens of a free, open and democratic society. The compliance rules set out in Sections 2, 3 and 5 therefore relate just to social networks and are confined to unlawful content which meets the objective definition of an offence in one of the standards mentioned in paragraph 3. 
Re paragraph 1

The compliance obligations under the Act are only to be imposed on social networks, and not on all service providers under the Telemedia Act. In paragraph 1 sentence 1, social networks are defined as telemedia service providers which, for profit-making purposes, operate internet platforms that enable users to exchange and share any content with other users or to make such content available to the public.
Telemedia service providers are those where the focus is on the electronic provision of information. The definition follows Article 2b of the Directive on electronic commerce. Section 2 point 1 of the Telemedia Act shall apply accordingly.
A user, as defined by the Act, is a natural person or legal entity who has free access to the platform infrastructure, especially for the purpose of accessing content and obtaining information (cf. Section 2 point 3 of the Telemedia Act). Hence, for example, Twitter followers are also covered by the definition of "user" in paragraph 2.
Platforms are covered, irrespective of the form of communication. The rule therefore covers both platforms which enable users to upload content, including images, videos, text and suchlike, as well as platforms which focus mainly on just one of the categories mentioned. 
The exchange always takes place between group members as determined by the administrator or chat members. In contrast to "Sharing" and "Making available to the public", the user determines the individual recipients. The exchange takes place with a potentially specific group of persons.
Sharing means making available content uploaded by oneself, as well as any content already available, to selected groups of users, in which connection content may also be released to all users.
A social network may also enable users to make any content available to the public. It does not come down to actual receipt. Making available means the facilitation of receipt by a public realm (Federal Court of Justice, German Association for the Protection of Intellectual Property 1994, 45 (46) – Distribution systems; German Association for the Protection of Intellectual Property 1996, 875 (876) – Double bedrooms in hospitals; Schricker/Loewenheim/von Ungern-Sternberg, recital 10). Simultaneous receipt by the recipients must be facilitated (Federal Court of Justice, German Association for the Protection of Intellectual Property 2009, 845 (848) – internet video recorders). This does not preclude negligible time lags in reception for technical reasons (Schricker/Loewenheim/von Ungern-Sternberg, recital 10).
The Act only covers social networks without specifying specific themes and users. It must be possible to exchange or share any content with any other users or make this content available to the general public. Networks which are restricted to certain personnel or which are limited in terms of subject matter, such as professional networks, do not require any statutory compliance rules.
Platforms also include instant messengers or instant messaging providers if a larger, indeterminate group of persons is able to communicate with one another by means of the functions provided. This is generally a method of communication where the subscribers are entertained by text messages; at the same time, however, the sender initiates the transmission in such a way that the messages reach the recipients immediately as far as is possible. Many instant messengers also support the transfer of files as well as audio and video streams. Up to 256 subscribers may communicate with one another in an instant messenger service user group.
Telemedia service providers offering journalistic or editorial content are not covered by this Act pursuant to paragraph 1 sentence 2. The provisions under Sections 54 et seq. of the State Treaty on Radio Broadcasting shall apply to them.
Re paragraph 2

Paragraph 2 defines the de minimis limit. Paragraph 2 exempts social networks within the meaning of paragraph 1 from the obligations if the network has fewer than two million users in the Federal Republic of Germany. 
The reason for such a provision lies in the fact that smaller social networks are to be exempted from costly inspection obligations. The comprehensive legal requirements can only be handled by social networks with appropriate resources and capacities. 
A further reason lies in the perpetuation of the content which has been exchanged and shared or content which has been made available to the public. With a large number of users, the scope of the content is regularly greater. This involves a rise in the defamatory effect.
The de minimis threshold is two million users since, according to current data, the social networks which are relevant to the general public and broadly represented have at least two million users. These social networks must be included in the Act so that the spirit and purpose of the Act is fulfilled. 
A sufficiently territorial aspect is likewise guaranteed. Paragraph 2 relates to users established within the territory of Germany. It does not matter in which Federal State the respective user is principally active. The point of reference is the IP address when registering. The assertiveness of the provision is thereby guaranteed.
Re paragraph 3

The definition of unlawful content constitutes a key starting point of the draft. That content which meets the definition of an offence described in Sections 86, 86a, 89a, 90, 90a, 90b, 91, 100a, 111, 126, 129, 129a, 129b, 130, 131, 140, 166, 184b, 184d, 185 to 187, 241 or 269 of the Criminal Code is punishable. This hereby clarifies the fact that the draft may not involve government responses to infringements of any violations of current law as a result of entries in social networks (this may include, for instance, even minor breaches of bans under administrative law or also of contractual obligations). The Act does not aim to cover regulatory offences or simply unauthorised actions committed on social network platforms. Instead, the concept and the definitive list of the relevant criminal offences make it clear that law enforcement in fighting hate crime and fake news on social networks is to be regulated. Therefore, only actions which meet the definition of an offence against one or more of the penal laws enumerated in paragraph 3, and which are committed unlawfully, but not necessarily culpably, are covered. This takes account of the requirement of certainty and proportionality. 
Re Section 2 (reporting obligation)
This provisions obligates social network providers to report on their handling of complaints relating to hate crime and other criminal content. Currently, the publicly accessible transparency reports from the wide-coverage social networks provide no details on either how the number of complaints regarding unlawful content is quantified in total, or how much unlawful content is reported by private users and over what period of time reported content is deleted or blocked. In addition, it is unclear how the case teams of the individual companies are made up and which qualifications these individuals have. Against this background, a statutory reporting obligation is required in order to establish the transparency required for the general public. In addition, a regular reporting obligation is required in order to effectively assess the impactof the law, and in particular to evaluate how complaints relating to hate crime and other criminal content are handled. 
Re paragraph 1

Social network providers must compile a report in order to thereby ensure a revealing and comprehensive picture of the way in which they handle complaints. The report shall be prepared every three months since this will entail building a fixed structure and a systematic process for evaluating how complaints are handled. The report must be published in the Federal Gazette within one month of the end of the quarter as well as on the social networks' own website. The former is required in order to ensure a starting point for fines in Germany. Moreover, the publication requirement in the Federal Gazette is guided by several stipulations of the government draft of a Guidelines Implementation Law concerning corporate social responsibility (Bundestag document no 18/9982).
Re paragraph 2

Paragraph 2 specifies the minimum conditions of the reporting obligation.
Re point 1

Social networks have become crucial for public debate and can influence mood in the country. Currently, the language used in discussions on social networks is undergoing dramatic changes and is shifting towards an aggressive, hurtful and hateful culture of debate. The internet is not, however, a legal vacuum in which hate crime and other criminal content may be disseminated. Therefore, service providers must also fulfil their increased social responsibility. 
Re point 2

Service providers must establish an effective complaints management system in order to ensure that users actually avail themselves of the option of reporting unlawful content. This will ensure that service providers take effective action. The report must contain information about this. 
Service providers must describe which criteria they use to delete or block unlawful content. This will show whether social networks delete or block unlawful content on the basis of national penal legislation or on the basis of their community standards. 
Re point 3

In the interests of transparency and evaluation, the number of complaints must be stated in the report. A breakdown of the complaints according to complaint groups is necessary in order to be able to ascertain that complaints from complaints offices and those from users are similarly processed in an efficient manner. Moreover, the reason for the complaint must be indicated. 
Re point 4

A qualified case team is indispensable for processing complaints effectively. In order to ensure a transparent, and thereby comprehensible, complaints procedure, all work units which process complaints, i.e. internal as well as external, must be named in full. This will also ensure that the requirements in terms of the qualifications held by external work units are satisfied. 
Employees are generally exposed to significant physical stresses and a high workload involving constantly new challenges. In order to safeguard employees and ensure that they have the appropriate qualifications, support and training must be guaranteed. The report shall go into the verifiability of the realisation of these requirements in terms of the social network providers.
Re point 5

Service providers must state whether they are members of an industry association and whether this association makes provision for a complaints office in social networks for reports of hate crime and other criminal content. If a complaints office exists, this must be considered a mitigating circumstance in the case of the imposition of a fine.
Re point 6

The number of complaints for which the internal resources available to the providers are inadequate, for example, because of the extent or complexity of the complaint, must be specified in order to provide a meaningful overall picture of the complaint. 
Re point 7

In the interests of transparency and the effectiveness of the complaints management system, the number of complaints made during the reporting period concerning the deletion or blocking of content must be stated. For further justification, reference is made to the remarks relating to point 3. 
Re point 8

In order to be able to review whether the specified processing time of 24 hours is observed, the processing time must be indicated. Furthermore, the processing time must be specified in time spans of 48 hours, one week and a later time in order to be able to evaluate how efficiently the teams responsible deal with the complaints. For further justification, reference is made to the remarks relating to point 3. 
Re point 9

In the interests of transparency, comprehensibility and the quality of the arguments concerning the deletion or blocking of unlawful content, the measures for informing the complainant and the user regarding the adjudication of the complaint must be stated.
Re Section 3 (Handling of complaints regarding unlawful content)
To understand why there is a need for legislation on the handling of complaints about hate crime and other criminal content, it is important to consider the unique nature of the internet as compared to “traditional media”. In traditional media, unlawful situations are not perpetuated in the same way as on the internet. Section 3 makes provision for regulations concerning both the proprietary and external content of a social network, i.e. that content which users have uploaded without the social network adopting it as their own. 
The provision standardised in Section 3 only serves to fulfil the statutory obligations of deleting or blocking unlawful content quickly and comprehensively. Herein lies no new intrusion into Article 5(1) of the Basic Law compared with current legislation, since the requirement to delete or block unlawful content already follows from the general laws. Rather, Section 3 includes an obligation to maintain a specific procedure so that the obligation set out elsewhere to remove or block unlawful content is fulfilled effectively.
The obligation to maintain a procedure which ensures enforcement of the legislation (obligation to delete or block) constitutes an encroachment on the freedom to pursue an occupation, which is safeguarded by Article 12(1) of the Basic Law. In one instance, the Federal Court of Justice adjudicated that an obligation to delete exists on the part of a host provider if, on the basis of the opinion of that party which uploaded content, and any reply from the party concerned, in due consideration, for instance, of any evidence required, an unlawful infringement of personal rights shall be assumed (decisions 191 and 219 of the Federal Court of Justice in civil cases, guiding principle 3). Hitherto, however, there has not been any statutory obligation to maintain a specific procedure which is independent of actual infringements of rights. 
Encroachments on the freedom to pursue an occupation can be legitimised by any reasonable consideration of the public interest. Safeguarding freedom of expression, along with freedom of broadcasting and freedom of the press, must be incorporated here in the overall evaluation. The provision is geared towards the practical enforcement of obligations to delete or block which follow from other laws. This is a legitimate aim. 
The individual procedural rules provided for in Section 3 are suitable, necessary and proportionate, in the narrower sense, for achieving this aim. Given the current legal situation and practice, the social networks do not adequately, or sufficiently quickly, fulfil the requirement of deleting unlawful content which satisfies the definition of criminal offences standardised in Section 1(3) (see A. II.)
Re paragraph 1

Paragraph 1 includes the principles relating to an effective complaints management system for social networks. Social networks are obligated, as a result of paragraph 1 sentence 1, to maintain an effective and transparent procedure for handling user complaints relating to unlawful content. The more detailed requirements pertaining to these procedures are described in paragraphs 2 and 3. Otherwise, the content which can be consolidated under paragraphs 2 and 3, which could not be consolidated separately in the absence of requirements to perform or to refrain from performing an act, is included in the imposition of a fine.
As a result of paragraph 1 sentence 2, the social network is obligated to offer a user-friendly procedure for submitting complaints relating to unlawful content. The procedure must be easily recognisable, directly accessible and constantly available. These requirements correspond to the legal requirements for information obligations incumbent upon telemedia providers as per Section 5(1) of the Telemedia Act.
The existing social network complaints systems must be refined on the basis of the standards laid down in paragraphs 1 to 3. The statutory requirements pertaining to the social network complaints systems shall apply, irrespective of whether the social networks process the complaints relating to unlawful content using their own staff or outsource this task to an external service provider. 
Re paragraph 2

Paragraph 2 contains the statutory objectives for the social network's complaints management system.
Re point 1

Point 1 requires immediate perusal and review of user complaints by the social networks. The provision specifies and thereby supplements the obligation included in Section 10 of the Telemedia Act for telemedia providers to remove unlawful content immediately after they become aware of it or to block access to it. The social network has acknowledged a complaint if the authorised person within the case team whose state of knowledge is deemed to be that of the party for whom it is acting has become aware of the complaint. Only that party who also has the authority to delete or block the reported content shall be regarded as an authorised person whose state of knowledge is deemed to be that of the party for whom it is acting. Only this individual may carry out the test required under the provision. 
Re point 2

Point 2 requires social networks to delete or block, within 24 hours of receiving the complaint, manifestly unlawful, i.e. evidently criminal (Section 1(3)) content. Content is manifestly unlawful if no substantive testing is required to establish unlawfulness within the meaning of Section 1(3). This provision guarantees that clear-cut cases of hate crime and glorification of violence, as well as other manifestly criminal content, are removed from the platforms as quickly as possible. Since this provision only covers manifestly unlawful content and a costly test is not needed in relation to this content, the time frame of 24 hours given to the social networks is reasonable. 
Manifestly unlawful content which is reported by a complaints office not just to a social network but also to the prosecution authorities is exempt from the 24-hour provision. Subsequently, there may be an agreement between the social network and the prosecution authority that the manifestly unlawful content is only to be deleted or blocked following a time delay. This waiting period may be necessary in a given case so as not to jeopardise the prosecutions that are required (in particular the safeguarding of evidence) and, where appropriate, ongoing investigations. 
Re point 3

Point 3 is designed to ensure that social networks diligently review reported content which is not manifestly unlawful within a reasonable period of time of seven days. Within this period of time, the social network may give the drafter of the reported content the opportunity to comment on the complaint. In the case of complex legal issues, it may also call on external expertise within this time frame. This thereby prevents social networks from deleting posts due to time pressure ("chilling effect"). At the same time, it is ensured that social network providers are encouraged to process swiftly all reported content, even if it is not manifestly unlawful within the meaning of Section 1(3) and a dispute with them cannot be disregarded. 
Re point 4

The safeguarding for purposes of proof prescribed under point 4 prior to the removal of unlawful content primarily serves to secure prosecution of the sender of a message containing criminal content. The retention period shall be ten weeks. The length of the retention period shall be guided by the retention period for traffic data in Section 113b(1) point 1 of the Telecommunications Act. This short retention period takes account, on the one hand, of the requirement for a provision which protects fundamental rights as far as possible. On the other hand, this retention period is sufficient in order to be able to guarantee the availability of the critical data of the sender of criminal content for the purposes of prosecution.
Re point 5

The obligation to state reasons to the complainant and the sender envisaged in point 5 is generally already provided for in the social network complaints systems. Both the deletion or blocking of the content, as well as the rejection of measures as per Section 10 of the Telemedia Act, must be substantiated forthwith. The multiple choice justification form which is generally used in social network complaints systems is sufficient. The justification shall ensure that a user who wishes to take action against the removal or blocking of content which is stored on his behalf may take legal steps promptly in order to safeguard his entitlement to freedom of expression. No one has to accept that his or her legitimate comments are removed from social networks.
Re point 6

Pursuant to point 6, the removal of unlawful content must include all copies of said content found on social network platforms. This provision includes a substantiation and clarification of the obligation to delete in Section 10 of the Telemedia Act.
Re paragraph 3

The obligation to provide documentation in paragraph 3 is especially indispensable for monitoring as per paragraph 5, but also for the preservation of evidence in relation to a judicial process concerning the legality of the deletion or removal of stored content. The determining factor is the fact that the documentation is available in Germany.
Re paragraph 4

Paragraph 4 outlines the organisation's own obligations with respect to the complaints management system. Sentence 1 prescribes high-level monitoring of the complaints management system by the social network's management. This corresponds to the social significance of the task of effectively combating hate crime and other criminal offences on the internet. Platforms which are open to abuse on account of their structure must provide an institutional assurance that all the necessary steps are taken at the highest level in order to combat misuse for criminal purposes. Sentence 2 obligates the social network's management to eliminate organisational shortcomings forthwith. Since the assessment of reported content may, psychologically, be a very onerous activity, the social network's management as per sentence 3 is obligated to offer training and support on a regular basis to those individuals processing user complaints. 
Re paragraph 5

Monitoring of the complaint processing, which is permitted as per paragraph 5, is currently carried out by jugendschutz.net and has proven its worth in practice.
Re Section 4 (Provisions on administrative fines)
Re paragraph 1

By means of paragraph 1, an infringement of the compliance requirements under Sections 2, 3 and 5 becomes actionable as a regulatory offence. It is sufficient that the infringement has been committed in a negligent manner. In cases where the provisions on administrative fines are linked to legal obligations on the part of the service provider (paragraph 1 points 1 to 3 and point 7), the fine may be imposed against the legal or voluntary representatives of the company. This follows from Section 9(1) and (2) of the Regulatory Offences Act which applies in the present case. Consequently, the (independently) responsible head of the complaints office belongs to the group of persons affected if he or she was appointed in accordance with Section 9(2) of the Regulatory Offences Act. Not included, however, is the employee who does not perform his tasks independently. 
In the instances under paragraph 1 points 4 to 6, the standards consolidated by a fine under Section 3(4) already expressly apply to the social network's management. Recourse to Section 9(1) of the Regulatory Offences Act is thereby superfluous. Voluntary representation as per Section 9(2) of the Regulatory Offences Act does come into consideration, however. 
The threat of significant fines will oblige social networks to pay greater attention to complying with the statutory compliance standard. 
Re point 1

Point 1 includes the provision on administrative fines which safeguards the reporting obligation for social networks in Section 2. In the provisions on administrative fines under supplementary penal provisions, provision is always made for a secondary connection to the consolidated administrative law regulation. Moreover, for reasons of certainty, substantive and linguistic compliance was established between the provision on administrative fines and the consolidated standard under administrative law. Both these requirements are satisfied as a result of the standard consolidated arrangement carried out in this regard. The differentiated link to Section 2(1) sentence 1 that is required is also carried out.
Re point 2

By means of point 2, the premeditated or negligent violation of the obligation incumbent upon social networks to maintain an effective and transparent procedure for handling complaints relating to unlawful content becomes actionable as a regulatory offence. The provision on administrative fines includes the obligation incumbent upon social networks regarding the immediate perusal and review of the complaint (Section 3(2) point 1), the obligation to remove or block manifestly unlawful content (Section 3(1) point 2), the obligation to remove or block other unlawful content within seven days (Section 3(1) point 3), the obligation of safeguarding for purposes of proof (Section 3(1) point 4), the obligation to inform the complainant and the user for whom the information was stored (Section 3(1) point 5), the obligation to remove or block all copies of unlawful content found on the platforms (Section 3(1) point 6), as well as the obligation to take effective measures against the renewed retention of content which is recognised as unlawful and therefore removed or blocked. 
The statutory definition of an offence can already be [satisfied] as a result of a one-off infringement of the obligation to delete or block manifestly unlawful content within 24 hours of receipt of the complaint or other unlawful content within seven days. There is at present no effective procedure for handling complaints relating to unlawful contentin these cases. In the case of only isolated infringements which do not indicate systemic flaws in the handling of complaints reference should be made, however, to the opportunity principle enshrined in Section 47(1) of the Regulatory Offences Act. Further details can be laid down in the Guidelines on fines (see below regarding paragraph 4). 
As a result of the wording of the provision on administrative fines envisaged in this regard, only a partial consolidation of Section 3(1) sentence 1 point 1, which is limited to complaints raised by German citizens, is carried out.
Re point 3

Point 3 contains the corresponding provision on administrative fines regarding the obligation incumbent upon social networks to make available an easily recognisable, directly accessible and permanently available procedure for submitting user complaints (Section 3(1) sentence 2).
Re point 4

Point 4 contains the provision on administrative fines which safeguards the obligation on the part of the social network's management to monitor the handling of complaints relating to unlawful content (Section 3(4) sentence 1). 
Re point 5

Point 5 contains the provision on administrative fines which safeguards the obligation on the part of the social network's management to immediately rectify an organisational shortcoming.
Re point 6

Pursuant to point 6, it is actionable as a regulatory offence if the social network's management has failed to offer, or failed to offer in good time, training or support to the persons tasked with the processing of complaints relating to unlawful content.
Re point 7

Finally, point 7 contains the provision on administrative fines which corresponds to the obligation on the part of social networks to name a person authorised to receive service in the Federal Republic of Germany and a person authorised to handle requests for information from the prosecution authorities in Germany (Section 5). 
Re paragraph 2

The framework of fines in the case of infringements of the compliance requirements as per paragraph 1 points 1 to 6 is guided by the comparable elements of an offence in the Banking Act and extends to up to €5,000,000 (cf. Section 56(6) point 1 of the Banking Act).
When setting the specific fine, consideration must be given to the fact that the significance of the regulatory offence and the accusation which affects the perpetrator are taken into account in the calculation. Provision must therefore be made for a further framework of fines which accords the prosecuting authority the necessary flexibility in a given case when calculating the fine. In any event, it comes down to the seriousness of the deed. Moreover, the fine is to be guided by the economic benefit which the party concerned has acquired as a result of the regulatory offence committed (cf. Section 17(4) of the Regulatory Offences Act). 
In the case of an infringement of Section 5, provision is made for the threat of a lower fine. This relates only to the breach of a formal obligation which is designed to make simplified service of process possible for the authority or the court and is therefore less serious. Even when a person authorised to receive service in the Federal Republic of Germany is not named, delivery to the main office of the social network is still possible.
Paragraph 2 sentence 2 makes reference to Section 30(2) sentence 3 of the Regulatory Offences Act and, as a result, if a fine under Section 30(1) of the Regulatory Offences Act is imposed on the legal entity or association of individuals operating the social network, this shall result in the upper limit of the fine threatened under this Act increasing tenfold to €50 million. Furthermore, an association fine may also be imposed in the case of acts committed abroad and on foreign corporations (cf. to this end OLG Celle wistra 2002, 230) if the regulatory offence, which is deemed a subsequent offence under Section 30(1) of the Regulatory Offences Act, is subject to German sanctions law (cf. in this regard paragraph 3) and the typology of the foreign association is legally comparable with that of a legal entity or association of individuals under German law (cf. KK-Regulatory Offences Act-Rogall, 4th edition, Section 30, margin number 33, including further evidence).
The criteria for determining the level of the fine are laid down in Guidelines for penalty proceedings (see below regarding paragraph 4).
Re paragraph 3

Paragraph 3 ensures that the obligations envisaged in this regard and the corresponding elements constituting a regulatory offence also apply to acts carried out abroad. In the absence of the clarifying provision, it would be doubtful whether, as regards all offences resulting in a fine under the draft, Section 5 and Section 7(1) of the Regulatory Offences Act would result in acts committed abroad being punished. For example, the provider could also draw up the report as per Section 2(1) sentence 1 (or make arrangements for it to be drawn up) abroad or also offer training abroad in accordance with Section 3(4) sentence 3. The place where the act was committed within the meaning of Section 7(1) of the Regulatory Offences Act, where the obligated person would have to act in case of default, would therefore be outside Germany, meaning that the geographical coverage of the Regulatory Offences Act as per Section 5 would not apply. 
Re paragraph 4

Paragraph 4 sentence 1 designates the Federal Office of Justice as the regulatory fine authority in relation to the regulatory offences indicated in this Act. The task of the Federal office is to pursue and penalise infringements within the framework of the discretion accorded under Section 47(1) of the Regulatory Offences Act. In order to ensure consistent, effective and proportional penalties, pursuant to sentence 2, provision is made for the issuance of Guidelines on fines. In these guidelines, it is to be laid down, inter alia, how the Federal Office shall proceed as regards the imposition of fines and when exercising its discretion to prosecute.
Re paragraph 5

By means of paragraph 5 sentence 1, the administrative authority is obliged to always obtain a preliminary ruling on unlawfulness from the court within the meaning of Section 1(3). The Federal Office of Justice shall not itself decide on the culpability of content but leave this decision to the courts. According to the distribution of powers under the Basic Law, the courts alone are qualified to take a decision on the punishability of an act. Moreover, the close involvement of the courts contributes to the necessary clarification of the punishability of acts and comments on social networks.
The court shall only conduct a legal review of the content reported. The criminal offences referred to in Section 1(3) constitute the benchmark for review. A review of objective culpability shall suffice. The court does not have to deal with aspects of liability. The court shall conduct the legal review on the basis of the facts and circumstances ascertained by the administrative authority. As a rule, along with the context in which it has been drawn up, the content reported shall establish a sufficient basis for the court to make a decision.
The obligation to obtain a preliminary court ruling is incumbent on the Federal Office of Justice in all instances where the unlawfulness of reported content is disputed and, at the same time, constitutes a precondition for the issuance of a regulatory fine order. This is especially the case if the social network takes the view that reported content is not unlawful and does not therefore have to be removed or blocked. If, however, a fine is to be imposed because a social network has not deleted content in good time, contrary to Section 3(2) points 2 or 3, or has not deleted it in full, contrary to Section 3(2) point 6, a preliminary court ruling is not required since the social network itself assumed the content to be unlawful. 
Pursuant to sentence 2, the court which, as per Section 68 of the Regulatory Offences Act, takes a decision on the appeal by the party affected against the regulatory fine order has competence. This is the local court in whose district the administrative authority has its main office.
The preliminary ruling shall be applied for by the administrative authority pursuant to sentence 3. This authority must obtain an opinion beforehand from the social network regarding unlawfulness. This opinion shall be enclosed with the application. The application must present a comprehensive picture of the facts and circumstances which the court will review from the point of view of criminal law.
According to sentence 4, oral proceedings are optional. The court seised may take a decision on this from the point of view of expediency. Since the court only conducts a legal review of the content reported, this may not involve the taking of evidence, meaning that oral proceedings are not imperative.
Since the preliminary ruling procedure is designed to prevent the administrative authority taking a separate decision on unlawfulness, the court decision as per sentence 5 is binding. If the court concludes that the content reported is not unlawful, the penalty proceedings must thereby necessarily cease. Otherwise, a regulatory fine order may be issued if further preconditions are present. 
Separate legal redress against the preliminary ruling is not required. If the social network is adversely affected by the preliminary ruling, it may contest the regulatory fine which the preliminary ruling definitely has some influence over.
Re Section 5 (Person authorised to receive service in the Federal Republic of Germany)
One of the key problems as regards law enforcement on social networks is the absence of responsible contact persons in the case of operators of the social networks for justice, regulatory fine authorities and for those persons affected and the absence of a serviceable address of the platform operator in Germany. By means of sentence 1, service providers of social networks will be legally required in future to have available a person authorised to receive service in the Federal Republic of Germany and to name him immediately in civil cases which are conducted against them, as well as in penalty proceedings under this Act, including court proceedings.
The provision shall apply to all social networks, irrespective of whether their main office is in Germany or abroad. A restriction to social networks abroad appointing a person authorised to receive service in the Federal Republic of Germany would be problematic because this would also cover EU foreign nationals (in Ireland for instance). This would constitute an inadmissible restriction on the freedom to provide services because domestic social networks are not included. The obligation under sentence 1 therefore affects all social networks at home and abroad. Civil proceedings conducted hitherto against social networks have demonstrated that the European service mechanisms (registered letter with acknowledgement of receipt in civil proceedings) are generally inadequate. Precisely because of the considerable influence exerted by social networks on public opinion, it is crucial to have available, especially regarding the defence in court of fake news which is criminally relevant, a swift and secure service option so as to facilitate swift legal intervention on the part of the persons affected. A person authorised to receive service in the social network's home state is unable to ensure secure and swift service to the same extent, even if documents could be delivered by registered post.
Sentence 2 extends the obligation on the part of social networks to name a domestic contact to criminal proceedings conducted against social network users. As regards requests for information as per Sections 14 and 15 of the Telemedia Act which involve inventory and usage data of the authors of criminal content, the social networks must name a person in the Federal Republic of Germany who is authorised to receive such requests. The aim of the provision is to ensure that social networks, as it were, provide a "post box" in Germany. No additional obligations to give information are therefore justified as a result of naming a contact. Naming a contact does, however, improve the opportunities for direct, voluntary cooperation between prosecution authorities and providers. Further social network obligations or legal implications are not tied up with the naming of the person who is authorised to receive; in particular, it is not a matter of a person authorised to receive service within the meaning of Section 132(2) of the Code of Criminal Procedure.
Re Section 6 (Transitional provisions)
Re paragraph 1

The provision includes a transitional regulation regarding the reporting obligation. In order to give social networks time to adapt to the reporting obligation, the first quarterly report shall only be due by the second quarter following entry into force.
Re paragraph 2

The provision includes a transitional regulation regarding the complaints management system (Section 3(1) sentence 1) and the making available of a user-friendly system for submitting complaints (Section 3(1) sentence 2). These procedures must be introduced three months after entry into force in accordance with the requirements in Section 3(2).
Re Article 2 (Amending the Telemedia Act)
The amendment extends the permissive rule of telemedia law from the point of view of data protection legislation which, under current law, may exclude a right to information under civil law in the case of infringements of personal rights or in the case of a violation of other absolutely protected rights. According to the Jameda decision of the Federal Court of Justice of 1 July 2014 (decisions 201 and 380 of the Federal Court of Justice in civil cases), the right to information regarding the post uploaded to an internet platform by the injured party as part of his general personal rights namely already follows from general civil-law principles, in particular pursuant to Section 242 of the German Civil Code. This entitlement according to the decision may be directed in a given case against a party other than the immediate infringer, in this instance the service provider. In terms of sentencing in relation to disclosure, however, the Federal Court of Justice saw itself as being hindered by the fact that the enabling rule under data protection law under Section 14(2) of the Telemedia Act did not mention the enforcement of general personal rights as a purpose for publication and an analogy was not possible either. The Federal Court of Justice explicitly made reference to the fact that a legislative decision was required to this end as a result of the expansion of Section 14(2) of the Telemedia Act. This expansion is realised by amending the Telemedia Act in Article 2.
This requirement had already been promoted for the first time by the Bundesrat in the legislative procedure relating to the Second Telemedia Amending Act in its opinion of 8 November 2015. In its counter-statement at that time, the Federal [German] Government stated the following in this regard:
"The Federal [German] Government takes the view that there are essentially no objections to the expansion of the exchange of information to other instances. An expansion in this regard would be conceivable not just with respect to the infringement of personal rights but also to all other absolute rights. The specific determination of coverage requires further examination. The Federal [German] Government also makes reference to the pending adoption of the new basic regulation on EU data protection and the conclusions which will be drawn in due course on the basis thereof regarding all the data protection legislation in force in Germany. The current version of Section 14(2) of the Telemedia Act entails the fact that despite the existence of a statutory right to information on account of an anonymous infringement of personal rights, the service provider is not authorised to use data for the purpose of exchanging information. In this case, data protection takes precedence; the statutory right to information is meaningless. The remarks of the Bundesrat are applicable in this respect." 
A change in circumstances shall henceforth come about as a result of the upcoming adaptation of data protection legislation in the Telemedia Act in line with the basic regulation on EU data protection. With the abrogation of area-specific telemedia data protection, as regards telemedia, the provisions of the basic regulation on EU data protection and the Federal Data Protection Act shall apply, the adaptation of which can be found in the parliamentary debate (Bundestag document no 18/11325). Service providers will then be entitled, in accordance with Section 24(1) point 2 of the new version of the Federal Data Protection Act, to process data for the purpose of fulfilling rights to information under civil law: 
"Section 24 Processing for different purposes by private parties
(...) The processing of personal data for a purpose other than that for which the data was collected by private parties is permitted if (...) it is required for the establishment, exercise or defence of legal claims, except where overridden by the interests of the persons concerned in the exclusion of processing."
This future legal position pre-empts the amendment of the Telemedia Act in modified form envisaged in Article 2 and, with the entry into force of this Act, already initiates an enforceable right to information on the part of the victim vis-à-vis social networks in the case of infringements of personal rights as well as violations of other absolutely protected rights. 
Re Article 3 (Entry into force)
The provision includes the regulation concerning the entry into force of this Act. 
�)	Notified in accordance with Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of information in the field of technical regulations and of rules on information society services (OJ L 204 of 17.9.2015, p. 1).





