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Preamble

Objective(s)

-	creation of a legal framework in the area of personal rights protection
-	simplified and accelerated law enforcement in combating ‘hate on the Internet’

Contents

The proposal primarily comprises the following measure(s):

-	the creation of regulations regarding the exercise of personal rights protection, the scope of the one’s capacity to bring action and have action brought against them, as well as the balancing of interests;
-	a simplified injunction procedure for hate posts including the possibility of immediate enforceability;
-	the introduction of a non-contentious application for the release of user data in accordance with § 18(4) of the e-Commerce Act.

Major impacts
The proposal makes a significant legal and socio-political contribution to the rapid prosecution and elimination of massive personal rights violations.

Financial impacts on federal budget and other public budgets:

Based on the annual reports by the ZARA [Zivilcourage & Anti-Rassismus Arbeit - Moral Courage and Anti-Racism Work] association, an annual volume of around 750 new mandate procedures is assumed.
The estimated additional personnel expenditure for established posts for judges amounts to around two full-time employees.

Financing accounts for the first five years
	In thousands of EUR
	2020
	2021
	2022
	2023
	2024

	Net federal financial impact
	0
	-284
	-292
	-215
	-272



Impact on children and young people:
An above-average number of underage users are active on social networks, which is why they are particularly affected by violence and hate on the Internet. The proposed measures are intended on the one hand to protect children and young people from (emotional) injuries caused by hate posts or cyberbullying and on the other hand to encourage them to participate and express themselves in the public discourse on electronic communication networks.

No major effects arise in the further possible impacts outlined in § 17(1) of the Federal Budget Act 2013.

Relation to EU legislation:
The envisaged provisions do not fall within the scope of EU law.

Special features of the legislative procedure:
None

Data protection impact assessment pursuant to Article 35 of the EU General Data Protection Regulation:
None

Outcome-oriented impact assessment

Federal Act establishing civil legal and civil procedural measures to combat hate on the Internet (Combating Hate on the Internet Act [Hass-im-Netz-Bekämpfungs-Gesetz – HiNBG])

	Notifying body:
	BMJ

	Type of proposal:
	Federal Act

	Current financial year:
	2020

	Entry into force/effective date:
	2021



Contribution to objective or measure in the federal budget estimate

The proposal contributes to the objective of ‘Guaranteeing legal certainty and peaceful administration of justice through proposals for adapting and further developing the legal system with regard to social and economic needs.’ under subdivision 13 ‘Justice and reforms’ in the federal budget estimate for 2020.

Analysis of the problem

Problem definition
Serious violations of personal rights on social media platforms on the Internet or through the use of other electronic communication networks constitute a growing socio-political and legal-political challenge. The threshold for perpetration is low, while the effect on the victims is often massive and lasting. The available civil legal protection sometimes takes too long in serious cases, especially when the infringing content is visible and accessible to many users. To endure this situation even for some time is unreasonable for the people affected.

Baseline scenario and possible alternatives
Without the proposed civil legal and civil procedural measures, those affected would sometimes have to accept lengthy civil proceedings in order to enforce their rights to injunction and removal.

Internal assessment

Date of internal assessment: 2026
Assessment documentation and method: An assessment will be carried out with the help of the evaluation of data from the judicial automation process as well as the highest court rulings on the new mandate procedure.

Objectives

Objective 1: The creation of a legal framework in the area of personal rights protection

Description of the objective:
Codification of the legal protection of personal rights that has been developed and updated for decades by literature and case law around the ‘central standard’ of § 16 of the Austrian Civil Code [Allgemeinen bürgerlichen Gesetzbuch – ABGB].

A successful outcome would be:

	Original state at the time of the outcome-oriented impact assessment
	State of objective at the time of the assessment

	According to the case law of the highest court and unanimous opinion, § 16 ABGB is the ‘central standard’ and the basis of the protection of personal rights. The legislature has so far refrained from regulating rights to injunction and removal in the ABGB; in the course of time, however, individual aspects were regulated in other areas. This has led to many instances of doubt.
	The assessment of personal rights violations is carried out in accordance with the consideration criteria specified in the Act. The case law developed for the new provisions contributes to legal certainty.



Objective 2: Simplified and accelerated law enforcement in combating ‘hate on the Internet’

Description of the objective:
People affected whose human dignity is violated by content on electronic communication media (‘hate on the Internet’) should obtain legal protection quickly and easily.

A successful outcome would be:

	Original state at the time of the outcome-oriented impact assessment
	State of objective at the time of the assessment

	Persons affected by ‘hate posts’ sometimes have to accept lengthy civil proceedings to enforce their right to injunction for violations of personal rights. Both the financial risk and the lack of the prospect of a quick removal of the ‘hate post’ are factors that may deter the persons affected from making a judicial claim.
	The civil procedural mandate procedure that has been created provides the persons affected by ‘hate posts’ with rapid legal protection. The content that is in violation (of human dignity) is quickly removed from the electronic communication network.



Measures

Measure 1: Creation of regulations regarding the exercise of personal rights protection, the scope of one’s capacity to bring action and have action brought against them, as well as the balancing of interests
Description of the measure:
The Act expressly regulates certain aspects of protecting personal rights as well as the resulting rights to injunction and removal.
Under certain conditions, one’s capacity to bring action is extended to the employer of the person affected by the violation of personal rights if the violation is related to the employment. The capacity to have action brought against one is expressly regulated as a development of the legal duty of the person causing a danger to intervene and remove such cause of danger.

Implementation of Objective 1

A successful outcome would be:

	Original state at the time of the outcome-oriented impact assessment
	State of objective at the time of the assessment

	According to the case law of the highest court and unanimous opinion, § 16 ABGB is the ‘central standard’ and the basis of the protection of personal rights. The legislature has so far refrained from regulating rights to injunction and removal in the ABGB; in the course of time, however, individual aspects were regulated in other areas. This has led to inconsistent case law and instances of doubt.
	The assessment of personal rights violations is carried out in accordance with the consideration criteria specified in the Act. Case law of the Supreme Court, which has been sufficiently developed for the new provisions, contributes to legal security.



Measure 2: Simplified injunction procedure for hate posts including the possibility of immediate enforceability
Description of the measure:
The proposed provision is intended to establish a special procedure in the Code of Civil Procedure [Zivilprozessordnung – ZPO], which is to be available as an urgent procedure for particularly severe cases of personal rights violations. This special procedure is intended to be used exclusively in legal disputes over actions in which rights to injunction are asserted due to violations of human dignity on an electronic communication network. The prerequisite for committing the alleged infringement on an electronic communication network is intended to cover the dissemination of content that violates personal rights on widely accessible social networks as well as messenger services in which the infringing content is only transmitted to the injured person.
The District Court’s inherent jurisdiction and the determination of the amount in dispute are intended to create the simplest, most affordable and rapid access possible for legal recourse.

Implementation of Objective 2

A successful outcome would be:

	Original state at the time of the outcome-oriented impact assessment
	State of objective at the time of the assessment

	Persons affected by ‘hate posts’ sometimes have to accept lengthy civil proceedings to enforce their right to injunction for violations of personal rights. Both the financial risk and the lack of the prospect of a quick removal of the ‘hate post’ are factors that may deter the persons affected from making a judicial claim.
	The civil procedural mandate procedure that has been created provides the persons affected by ‘hate posts’ with rapid legal protection in the sense of rapid removal of content that violates human dignity. Taking into account any initial difficulties, the amount of times the new mandate procedure is used every year is in the triple digits.



Measure 3: Introduction of a non-contentious application for the release of user data in accordance with § 18(4) of the e-Commerce Act
Description of the measure:
The objective of quick and inexpensive enforcement of rights, including rights to information in accordance with § 18(4) of the e-Commerce Act [E-Commerce-Gesetz – ECG], is to be taken into account by shifting the information procedure from the contentious to the non-contentious legal process, such that the filing of the application is in future not bound to any representation obligation regardless of the amount in dispute.

Implementation of Objective 2

A successful outcome would be:

	Original state at the time of the outcome-oriented impact assessment
	State of objective at the time of the assessment

	Persons affected by ‘hate posts’ sometimes have to accept lengthy civil proceedings to enforce their right to injunction for violations of personal rights. At the moment, the existing right to the release of user data in accordance with § 18(4) ECG must be enforced in the contentious litigation process. This dispute often precedes the judicial enforcement of rights to injunction and removal, such that the procedural effort for the prosecution due to personal rights violations increases considerably.
	The assertion of the right to release user data in accordance with § 18(4) ECG in less formal proceedings, except in cases of disputes, simplifies legal prosecution and makes it less expensive. The new non-contentious application is used at least 50 times a year.



Impact assessment

Financial impact for all local authorities and social security institutions.

Financial impacts for the Federal Government

– profit and loss budget

	In thousands of EUR
	2020
	2021
	2022
	2023
	2024

	Revenue
	0
	120
	120
	118
	116

	Cost of staff
	0
	299
	305
	247
	287

	Operating costs
	0
	105
	107
	86
	101

	Total costs
	0
	404
	412
	333
	388

	Net result
	0
	-284
	-292
	-215
	-272



It is assumed that in the first two years, after the second instance, due to the contentious nature and the lack of case law of the Supreme Court, the Supreme Court will consistently be called upon. For the next two years, it is assumed that there will be a gentle decline in the handling in the third instance.

The proposed legislation will have no financial impacts on provinces, municipalities or social insurance institutions.
Impact on children and young people

Impact on children’s risk of being physically or mentally injured or of being harmed physically, mentally or in any other way in terms of health
An above-average number of underage users are active on social networks, which is why they are particularly affected by violence and hate on the Internet. The proposed measures will therefore particularly concern children and young adults, who are to be protected from (emotional) injuries from hate posts or cyberbullying and to be encouraged to participate in the public discourse on electronic communication networks and to express themselves.

Quantitative impacts on the vulnerability and development/health of children

	Group affected
	Number of persons affected
	Source/explanation

	Children and young adults
	860 000
	According to Statistics Austria, 1 720 915 children and young people under 20 years were living in Austria on 1 January 2020. It is assumed that around half of them use social networks on a regular basis and may therefore potentially be affected by the proposed measures.



Impact on childcare and children’s education
The proposal will have no significant impact on childcare and children’s education.
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Detailed presentation of the financial impact

Coverage

	In thousands of EUR
	2020
	2021
	2022
	2023
	2024

	Payments/amount to be covered
	
	404
	412
	333
	388



	In thousands of EUR
	Detailed budget affected
	From detailed budget
	2020
	2021
	2022
	2023
	2024

	according to the BFRG/BFG [Federal Institute for Risk Assessment]
	13.
	
	
	404
	412
	333
	388



Coverage explanation
To cover the costs resulting from the legislative proposal, additional budget funds are required, which will have to be taken into account in the context of budget negotiations for the 2021 financial year.

Recurring impacts – Personnel cost

	
	2020
	2021
	2022
	2023
	2024

	Entity
	Cost
(thousands of EUR)
	Full-time equivalent
	Cost
(thousands of EUR)
	Full-time equivalent
	Cost
(thousands of EUR)
	Full-time equivalent
	Cost
(thousands of EUR)
	Full-time equivalent
	Cost
(thousands of EUR)
	Full-time equivalent

	Federal Government
	
	
	299.10
	2.18
	305.09
	2.18
	246.66
	2.10
	287.31
	2.02



Note that the personnel cost is monetised in accordance with the Ordinance on financial impacts for the outcome-oriented impact assessment (WFA-FinAV).

	
	
	
	2020
	2021
	2022
	2023
	2024

	Measure/Performance
	Entity
	Administrative group
	Number of cases
	Time (h)
	Number of cases
	Time (h)
	Number of cases
	Time (h)
	Number of cases
	Time (h)
	Number of cases
	Time (h)

	
	Federal Government
	RS Senior Service 3 R 1a, R 1b, St 1; Ri I, Sta I; Judge d.BG/GH1; Prosecutor
	
	
	638
	0.5
	638
	0.5
	638
	0.5
	638
	0.5

	
	
	RS Senior Service 3 R 1a, R 1b, St 1; Ri I, Sta I; Judge d.BG/GH1; Prosecutor
	
	
	112
	5.6
	112
	5.6
	112
	5.6
	112
	5.6

	
	
	RS Senior Service 3 R 1a, R 1b, St 1; Ri I, Sta I; Judge d.BG/GH1; Prosecutor
	
	
	112
	12.5
	112
	12.5
	212
	12.5
	112
	12.5

	
	
	RS Senior Service 1 R 3, St 3; R III, Sta III; Judge d.OGH; FG-RI, FG-STA
	
	
	112
	12.5
	112
	12.5
	
	
	90
	12.5



Based on the annual reports by the ZARA association, an annual volume of around 750 new mandate procedures is assumed. ZARA’s ‘hate on the Internet’ counselling centre recorded around 1 320 incidents per year during the first reporting period, and around 1 870 incidents were reported to ZARA during the second reporting period. Assuming a rate of increase of 20 % (slightly lower than in the previous year) and taking into account the accompanying criminal legal measures and the measures regulating the platforms for combating hate on the Internet, it is assumed that around one third of the people affected by these incidents will refer to the civil courts as part of the simplified injunction proceedings (new mandate procedure).

This results in additional personnel costs for the civil courts, which can be broken down as follows:
For the new mandate procedures in which no objection is raised (approx. 85 % of 750 procedures), an average processing time of 30 minutes is assumed.
For the new cases in which an objection is raised (approx. 15 % of 750 proceedings), the time value of 338 minutes is used (PAR II category ‘C General Disputes’).
It is assumed that the proceedings in which an objection is raised are contentious cases that will result in appeals up to the third instance.

If one assumes a time value of 30 minutes for those 638 proceedings in which no objection is raised (85 % of the cases), this would be equal to 19 140 minutes per year = 319 hours per year and thus 0.19 full-time employees. Assuming that an objection is raised in approx. 15 % of the 750 cases, i.e. 112 cases, and if these 112 procedures are based on the time value of 338 minutes, this is equal to 37 856 minutes = 630.93 hours per year. With 1 720 judge hours per year, this results in additional expenditure of 0.37 full-time employees.

For the first instance procedure, based on the following estimates, there is an additional cost of 0.56 full-time employees.

If one assumes that all of the 112 decisions in proceedings in which an objection has been raised will be challenged further, the result is 112 appeal proceedings. In the ‘RM in general disputes’ category (L13), the time value is 752 minutes. This results in 84 224 minutes per year = 1 403.73 hours per year = 0.82 full-time employees (with 1 720 judge hours per year) for the procedure in the second instance.
For the third instance, on the basis of the above assumptions, it is assumed that additional personnel costs will be required, such that the estimated personnel costs for established posts for judges will be around 2 full-time employees.

Recurring impacts – operational cost per workplace

	Entity (amounts in EUR)
	2020
	2021
	2022
	2023
	2024

	Federal Government
	
	104 686.53
	106 780.26
	86 330.87
	100 558.88



Recurring impacts – income from operational administrative activity and transfers

	Entity (amounts in EUR)
	2020
	2021
	2022
	2023
	2024

	Federal Government
	
	120 346.00
	120 346.00
	117 778.00
	115 638.00



	
	
	2020
	2021
	2022
	2023
	2024

	Designation
	Entity
	Quantity
	Revenue (€)
	Quantity
	Revenue (€)
	Quantity
	Revenue (€)
	Quantity
	Revenue (€)
	Quantity
	Revenue (€)

	
	Federal Government
	
	
	750
	107.00
	750
	107.00
	750
	107.00
	750
	107.00

	
	Federal Government
	
	
	112
	144.00
	112
	144.00
	112
	144.00
	112
	144.00

	
	Federal Government
	
	
	112
	214.00
	112
	214.00
	100
	214.00
	90
	214.00



This is income from court fees.

Details on materiality

In the opinion of the authority introducing the ordinance, the following areas within the meaning of Annex 1 to the Basic Ordinance for the outcome-oriented impact assessment [WFA-Grundsatzverordnung] are not significantly affected by this proposal.

	Area
	Subdimension of the
Area
	Materiality criterion

	Equality treatment of men and women
	Public revenues
	-	Direct and indirect taxes (e.g. income tax, VAT, consumption taxes) of natural persons exceeding EUR 1 million/year
-	Direct taxes of undertakings/legal persons (e.g. corporation tax, taxes for undertakings) exceeding EUR 5 million/year and one gender is under-represented: less than 30 % of the employees and 25 % of the managerial positions or less than 30 % of the users/beneficiaries



This impact assessment was prepared using version 5.6 of the assessment tool (Hash ID: 789292488).
