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Measures to protect users on communication platforms
Draft Communication Platforms Act

Simplified outcome-oriented impact assessment

	Notifying body:
	Federal Chancellery

	Type of proposal:
	Federal Act

	Current financial year:
	2020

	Entry into force/
effective date:
	


Preamble
Analysis of the problem
The Internet and social media have permanently changed the way we communicate with one another. In addition to the advantages that have come with these new technologies and communication channels, a new form of violence has unfortunately also become established: hate on the Internet. The attacks range from insults, exposure and false information to threats of violence and death. The attacks are predominantly based on racist, xenophobic, misogynistic and homophobic motives. In the 2019 reporting year, 1 070 cases of racist attacks on the Internet were reported to the ZARA [Zivilcourage & Anti-Rassismus Arbeit - Moral Courage and Anti-Racism work] association. A comprehensive strategy and a package of measures, ranging from prevention to sanctions, are necessary. This strategy is based on the two pillars of platform responsibility and victim protection.
Objective(s)
To create clear responsibilities for the platform operator and ensure efficient complaint mechanisms to prevent illegal content on communication platforms.
Contents
The proposal primarily comprises the following measure(s):
-	defining the communication platform and creating appropriate exceptions;
-	requiring the establishment of an effective and transparent reporting process for dealing with content that constitutes a criminal offence;
-	acting rapidly in the event that illegal content is reported (if possible within 24 hours, otherwise within 1 week at the latest after a professional examination);
-	duties to provide information to those affected;
-	providing the possibility for a check carried out by the platform in order to prevent ‘overblocking’;
-	requiring the appointment of a responsible representative;
-	transparency through reporting obligations for the platforms.
Baseline scenario and possible alternatives
In order to increase the effectiveness of the fight against hate on the Internet, it is necessary to amend the prevailing legal norms for large communication platforms.
Contribution to objective or measure in the federal budget estimate
The proposal has no direct contribution to an objective.
The current measure does not have any financial impact on the provinces, municipalities or social insurance agencies.
Comments relating to other insignificant effects:
No comments relating to other insignificant effects.
Relation to EU legislation
The draft must be notified in accordance with Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of information in the field of technical regulations and of rules on Information Society services. It provides for measures that are based on legislative initiatives by Germany (in the Network Enforcement Act [Netzwerkdurchsetzungsgesetz – NetzDG], notification number 2017/127/D) and France (‘Law aimed at combating hate content on the Internet’ [Loi visant à lutter contre la haine sur internet] – notification number 2019/0412/F) and for which the European Commission has not submitted a detailed opinion in the respective notification procedures in accordance with Article 6(2) of Directive (EU) 2015/1535, which would have triggered an extension of the standstill period. The services affected by the obligations are to be classified as information society services, the framework conditions of which are determined by Union law. Under Directive 2000/31/EC (‘Directive on electronic commerce’, hereinafter referred to as e-Commerce Directive), information society services are generally supervised at the source of the activity. However, under certain conditions, the e-Commerce Directive allows Member States to take measures against foreign services if this is necessary for public policy, in particular the prevention, investigation, detection and prosecution of criminal offences.
Special features of the federal budget
With the performance of the new tasks assigned to the regulatory authority and its office, the Federal Government will incur an additional expenditure of EUR 275 350 (EUR 45 000 are one-off set-up costs) compared to the status quo per year in the area of supervision of platform providers. These additional funds are to be made available from the income from the radio licence fee within the meaning of the Broadcasting Fees Act (Rundfunkgebührengesetz – RGG).
	
	Additional tasks – cost estimate 2020

	1.	Provision of a web interface

	
	Adaptation of the web interface
	
	Set-up
	
	15 000

	
	
	0.1
	IT expert
	
	4 200

	2.	Examination of initial registration/official survey

	
	RTR/KOA expense
	
	
	
	

	
	Initial registration
	0.3
	Case processor
	
	10 500

	
	Official survey
	0.15
	Case processor
	
	5 2500

	3.	Reporting obligation

	
	RTR expense
	
	
	
	

	
	
	0.1
	Case processor
	
	3 500

	4.	Complaints procedure.

	
	RTR expense
	
	
	
	

	
	
	0.125
	Administration office
	
	4 000

	
	
	0.5
	Case processor
	
	63 000

	
	
	1.5
	Solicitor
	
	

	
	
	0.1
	IT expert
	
	4 200

	
	One-off costs for the complaint portal
	
	Set-up
	
	30 000

	
	Ongoing costs for the complaint portal
	
	Material costs
	
	2 500

	
	Call centre
	
	Material costs
	
	20 000

	5.	Review of the adequacy of the service providers’ actions/imposing of fines and monetary penalties

	
	RTR/KommAustria expenses
	
	
	
	

	
	
	0.125
	Administration office
	
	4 000

	
	
	1.1
	Solicitor
	
	46 200

	
	
	
	
	

	
	OVERALL VIEW
	Running personnel costs total
	
	195 350

	
	
	One-off costs
	
	45 000

	
	
	Support measures total
	
	80 000

	
	
	
	
	
	

	
	
	Costs
	FTE
	
	

	
	Personnel costs
	172 850
	4.4
	
	

	
	Solicitor
	109 200
	2.6
	
	

	
	IT expert
	8 400
	0.2
	
	

	
	Case processor
	47 250
	1.35
	
	

	
	Administration office
	8 000
	0.25
	
	

	
	Material costs
	22 500
	
	
	

	
	Grant money
	80 000
	
	
	

	
	Set-up costs (IT, etc.)
	45 000
	
	
	


Impact on the administrative costs incurred by companies
The proposal standardises annual reporting obligations for service providers above a certain size.
Financial effects on companies
The proposal requires service providers of a certain size to set up a reporting and review procedure and to appoint a responsible representative.
Effects on provinces and municipalities
None
Effects on the environment
None
This impact assessment was drawn up using version 5.6 of the WFA tool.
Explanatory notes
General Part
The main points of consideration in the draft:
The main reason for the conception of the present draft Act is the worrying development that the Internet and social media have, in addition to the advantages these new technologies and communication channels brought with them, also established a new form of violence, and hate on the Internet in forms ranging from insults, exposure, false information to threats of violence and death is increasing. The attacks are predominantly based on racist, xenophobic, misogynistic and homophobic motives. This finding was confirmed by the annual ZARA Racism Report and, with regard to women, by a 2018 study on behalf of the Federal Chancellery (BKA) and the Federal Ministry of Digital and Economic Affairs (BMDW). In the 2019 reporting year, 1 070 cases of racist attacks on the Internet were reported to the ZARA association. 51 % of these attacks came from users on Facebook. In principle, however, the violence takes place on all online communication channels used.
An essential characteristic of hate on the Internet, which is also described as particularly stressful by those affected, is the often high publicity and visibility of the experiences of violence. In addition to social impacts, the experience of online violence also has psychological, emotional and psychosomatic effects on those affected. Constant insults, degradation and threats can impair self-confidence, cause fear and restlessness, make people sick and even lead to death. Almost a third of all those affected participate less in virtual public life or withdraw from it after experiencing violence online.
The 2020–2024 government programme therefore provides for a number of measures to counter the increasing spread of hate posts on the Internet, as the increasing number of verbal, psychological and sexual attacks and insults on the Internet must be prevented. Hate and violence on the Internet are phenomena that require an approach that relates to society as a whole. A comprehensive strategy and a package of measures, ranging from prevention to sanctions, are necessary. This strategy is based on the two pillars of platform responsibility and victim protection. The present legislative proposal relates to ensuring platform responsibility.
Providers of social media and online forums often do not satisfactorily meet the existing obligation to expeditiously delete illegal content or to disable access to it as soon as they become aware of it. In addition, platforms generally only check content reported by users against their own community guidelines and not against national criminal offences. Those affected are therefore often forced to take legal action in order to have the content deleted. In light of this, it is therefore important to make communication platforms much more accountable than before. As this is a challenge that spans borders, effective regulation at European level is the best solution. In its Decision of the Council of Ministers of 9 July 2020, the Federal Government therefore welcomed the submission of a Digital Services Act announced by the European Commission for the end of the year. However, since this ongoing consultation process and in particular the corresponding legislative procedure at European level will take some time to complete, it is necessary – based on the experience with the German and French legislative initiatives – to take legal measures as soon as possible in order to ensure more transparency, responsibility and accountability for platforms.
The urgency of the issue requires action to be taken immediately at the national level. Until the regulatory shortcomings have been eliminated at European level, a law to protect users on communication platforms is to be created to effectively combat hate on the Internet in order to remedy the situation through the legal obligation for platforms to set up a complaint management system for handling content that constitutes a criminal offence. In particular, the present draft targets the following:
-	the establishment of an effective and transparent reporting procedure for handling content that constitutes a criminal offence;
-	an easily and always accessible reporting option for users on the platform;
-	a review obligation for specific reports and any expeditious deletion of certain illegal content, graded according to the degree of recognisability;
-	obligations of the platform operator to inform users;
-	the provision of a means of reviewing complaints due to allegedly unjustified or insufficient deletion;
-	an obligation to appoint a responsible representative;
-	ensuring availability and demonstrating accountability;
-	the platforms’ obligation to report on their handling of reports regarding illegal content;
-	appropriate sanctions in case of violations of the law.
Competence basis:
The Federal Government’s competence to enact this Federal Act is based on Article 10(1)(9) of the Federal Constitutional Law [B-VG] (‘Post and Telecommunications’), on Article 10(1)(6) B-VG ‘Press’ and, insofar as it relates to the competence of an independent regulatory authority, it is additionally also based on Article 20(2)(5) B-VG ‘for the supervision and regulation of electronic media’.
Special part
Re § 1
The regulation in paragraph 1 formulates the motivation for the present legislative initiative in the form of a determination of the objective. This initiative lies primarily in making internal platform mechanisms for protecting users effective.
The proposed measures are compatible with the e-Commerce Directive:
In Article 14(1), the e-Commerce Directive (Directive 2000/31/EC) regulates that Member States can hold a service provider responsible for the information stored on behalf of a user as soon as the provider ‘[has] actual knowledge of illegal activity or information and, as regards claims for damages, [the provider] is […] aware of facts or circumstances from which the illegal activity or information is apparent’ or, if the service provider does not, ‘upon obtaining such knowledge or awareness, [act] expeditiously to remove or to disable access to the information.’ The Directive does not contain specifications for the design of the relevant procedures; rather, Article 14(3) provides ‘the possibility for Member States of establishing procedures governing the removal or disabling of access to information’ (see also Recital 46, according to which ‘this Directive does not affect Member States’ possibility of establishing specific requirements which must be fulfilled expeditiously prior to removal or disabling of information’ as well as recital 48, according to which it is possible for Member States to require service providers ‘to apply duties of care, which can reasonably be expected from them and which are specified by national law, in order to detect and prevent certain types of illegal activities’). The draft also contains no obligations for service providers that contradict Article 15 of Directive 2000/31/EC, as no general monitoring or investigation obligations are prescribed, but rather the service providers only have to comply with deletion or disabling obligations (§ 3(3)) in cases of specific reports.
Under paragraph 2, the legislative proposal not only needs to cover domestic providers, but above all – due to the increased risk potential with regard to harmful content due to the cross-border availability of such mass communication services – foreign providers as well. Only those providers are covered who, due to the number of users they have and the resulting turnover in Austria, reach a certain critical size that considerably accelerates the dissemination of potentially harmful content.
Any concerns that the provisions of the Act should also apply to service providers who are not established in Austria and thus contradict the country of origin principle of the e-Commerce Directive or are incompatible with the principle set out in Article 3(2) of the Directive, under which Member States may not, for reasons falling within the coordinated field, restrict the freedom to provide information society services from another Member State, are countered by the following: First of all, it should be noted that, in connection with comparable legislative measures that have already been taken in Germany and France (and which, as proposed here, also extend to services established in another Member State), the European Commission did not on the occasion of the notification in accordance with Directive (EU) 2015/1535 submit a detailed statement in the respective notification procedure in accordance with Article 6(2) of this Directive that would have triggered an extension of the standstill period. This can be understood as a central indication that the Commission will assume that the scope proposed here is admissible. Under the terms of Article 3(4), Member States may deviate from paragraph 2 of this Article of the e-Commerce Directive if measures are necessary for the following reasons: ‘public policy, in particular the prevention, investigation, detection and prosecution of criminal offences, including the protection of minors and the fight against any incitement to hatred on grounds of race, sex, religion or nationality, and violations of human dignity concerning individual persons’. The measures proposed in this draft help to counteract the spread of hate and agitation and the illegal content otherwise mentioned in § 2(6) via certain information society services (communication platforms) and thus contribute to protecting against serious adverse effects on public policy, to respecting human dignity and, in connection with this, to the well-being of peaceful coexistence in society and to preventing the spread of terrorist content constituting a public danger and certain pornographic content that is punished under criminal law. Based in particular on the supervisory procedure provided for in § 9, which is linked to a systematic, but not case-by-case, failure of the service provider, the measures under Article 3(4)(a)(ii) of the e-Commerce Directive are to be assumed to be proportionate. With regard to the criterion in Article 3(4), first sentence, under which the measures must relate to a ‘given information society service’, the German Federal Government’s justification regarding the Network Enforcement Act (NetzDG), which the European Commission has not objected to, (justification of the RegE regarding NetzDG, 14, draft Act of 5 April 2017, available at https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/RegE_NetzDG.pdf?__blob=publicationFile&v=2) is followed, according to which the term ‘given [...] service’ also refers to a special category of information society services – in this case communication platforms within the meaning of § 2(4) – that is, services where it is evident that specific objective criminal offences are often committed before a wide range of recipients. This is not affected by the fact that, in accordance with the first indent of Article 3(4)(b)(i)(1) of the e-Commerce Directive, the Member State that wants to make use of paragraph 4 must have initially unsuccessfully requested the service provider’s country of origin and must have informed the Commission in advance of the intended measures: Article 3(5) of the Directive allows the Member States to deviate from the procedure in paragraph 4(b) in cases of urgency. As the German Federal Government rightly explained in support of the NetzDG (loc. cit.), immediate action to effectively combat hate crimes and other objective criminal acts on the Internet is urgently needed in the interests of those affected due to the speed and intensity of dissemination (especially the size of the recipient group). The urgency of the action, in particular against hate messages distributed via the Internet, is also evident from the European Commission’s recent intensive efforts (see, for example, the Code of Conduct https://ec.europa.eu/austria/news/eu-verhaltenskodex-gegen-hass-im-internet-zeigt-wirkung_de). It is recognised, as already mentioned, that measures are to be developed at European level with measures possibly similar to those provided for in this draft, but so far no concrete legislative proposal has been made by the European Commission, such that a longer negotiation period may be assumed and thus the urgency is to be taken up at the national level with the present draft for the moment.
Finally, when preparing the draft, the decision of the French Constitutional Council of 18 June 2020 (Décision n° 2020-801 DC), with which it established the unconstitutionality of the ‘Law aimed at combating hate content on the Internet’ [Loi visant à lutter contre la haine sur internet], was taken into account, in particular to ensure that the legislative proposal does not constitute a disproportionate restriction of the rights set out in Article 10 of the European Convention of Human Rights (ECHR). Taking this concern into account, an essential difference between this legislative proposal and the French Law is that the services affected by this legislative proposal ‘only’ have an organisational obligation to set up an effective complaint management system (see § 3), which, among other things, basically enables the services to remove or disable certain obviously illegal content or certain other illegal content within 24 hours or 7 days. Only a ‘systemic’ failure in the organisational obligation affecting the services constitutes behaviour that is to be punished within the meaning of § 10. In the French Law, the lack of deletion or removal within the specified time periods could, in individual cases, have considerable criminal or administrative consequences, which in cases of doubt creates an incentive for the services concerned to ‘overblock’, i.e. to delete or disable legal content. Furthermore, the present draft Act provides for the establishment of a review procedure (§ 3(4)), including clearly defined information obligations towards the affected users (i.e. both towards the user who uploaded the content in question and towards the user who reported the content) to, among other things, counter any ‘overblocking’ of the services with an effective mechanism for the users.
The exceptions in paragraph 3 take into account the fact that communication platforms for the mediation or sale of goods or services as well as non-profit online encyclopaedias serving to impart knowledge have not yet been used in a significant way for the dissemination of criminally illegal content and there are currently no indications that there is a need for action in this regard, which would justify the imposition of the organisational obligations provided for in this Federal Act for these service providers. With regard to the exception for communication platforms operated by media companies, it should be pointed out that they are subject to high standards of diligence with regard to the provisions of the Media Act [Mediengesetz – MedienG]. As regards the term media company, reference should be made to the prevailing understanding in the literature and case-law, according to which a media company is always to be understood as the unit of means that is exclusively aimed at the publication of a certain medium (e.g. RV 784 BlgNR, 22 GP regarding § 1 of the Media Act in the preliminary remark). In this sense, a ‘minimum level of entrepreneurial structures, the (main) purpose of which is the content design of the medium’ is crucial for a media company (cf. Berka/Heindl/Höhne/Koukal, p. 59 RZ 25 and Hartmann/Rieder, p. 31, disagreement cf. Hanusch, Comment on the Media Act, p. 16 RZ 15). What is meant here is, for example, commercial newspaper and magazine entrepreneurs as well as any broadcasting company. In this respect, a media company requires an editorial staff in terms of its organisation and media staff (cf. § 1(1)(11)) in terms of personnel. 
The duty of service providers to provide information to the supervisory authority, which is standardised in § 1(4), is intended to enable the latter to assess whether the threshold values specified in paragraph 2 have been exceeded and a service provider is therefore subject to (or not subject to) the obligations provided for in this Act. The subject of the obligation to provide information may therefore only be data that is useful for this purpose. In addition, it will usually be non-personal data because it is, of course, not possible to transmit the content of user accounts. It should also be borne in mind that service providers are legal entities who, for their part, do not have the status of a data subject under the GDPR. In addition to reporting the (aggregated) number of users or sales in Austria, the transmission of statistics about access to a certain website (log files), tax returns for websites that are subject to a fee, or advertising tariffs from which conclusions can be drawn about the range, for example, are also taken into consideration here.
Re § 2
Some of the definitions of terms take over definitions that have been in the Austrian legal system for some time, in particular those about the ‘information society service’ from the e-Commerce Directive (implemented in § 3 e-Commerce Act [ECG]) and the ‘service provider’ and the terms from the Corporate Code [Unternehmensgesetzbuch – UGB], which are also influenced by Union law.
With regard to the content and size of the ‘forum’ for delimiting forms of individual communication (such as WhatsApp), the draft adopts the well-tested terminology characterised by extensive practice from the definition of the medium in § 1(1)(1) MedienG for the term ‘communication platform’. Reference can therefore be made to the relevant legislative material and to the extensive literature for an understanding of the individual elements of the term.
The criminal offences exhaustively listed in subparagraph 6 are those that typically cover the dissemination of offensive, discriminatory, inflammatory and threatening content (also) via the Internet. Unlawful content within the meaning of this Federal Act is content that corresponds to one or more of the above-mentioned circumstances and is not justified, regardless of whether the person who uploaded the content is guilty of culpable behaviour. 
Re § 3
As a central element of the draft, the standard contains the regulations on the design of the system to be made available by the service provider for the submission of reports by users of the platform. Paragraph 1 requires reports to actually be processed and the result of the submission of a report to be clearly communicated to the user group.
The requirements in § 3(2) borrow from the mechanisms provided for in Article 28b(2) and (3) of the Audiovisual Media Services Directive (2010/13/EU, as amended by Directive (EU) 2018/1808), which are intended to prevent illegal content from being made available in audiovisual areas.
Reporting channels should be easily accessible to users. The option to report should be directly recognisable wherever there is relevant content without the need for separate searches on the platform. In the same way, attention should be paid to user-friendliness when designing the reporting processes and workflows. § 3(2)(1), (2) and (3) provide for individual functions that must be provided in all cases for reporting ‘questionable’ content: This includes, without exception, the option to submit reports, for example using an easy-to-use online form. In order to ensure the traceability of the service provider’s decision-making process and to ensure transparency (as a legitimising function), subparagraphs 2 and 3 also require that users be given specific explanations for their report regarding what the further steps in handling the report look like and, above all, what the concrete result of the review of the reported content is. The essential reasons for the decision must also be stated here so that the user (including those ‘whose’ content is affected by disabling or deletion) can assess whether the reasoning is convincing or, if necessary, a procedure should be initiated in accordance with § 7 (complaint procedure at the complaints office) or in accordance with paragraph 4 (see below).
Paragraph 3 provides for the obligation to ensure that reported content is taken note of and reviewed by the service provider as soon as possible and that it is dealt with expeditiously in accordance with § 16 ECG. The standard is therefore intended to ensure effective law enforcement.
The order in paragraph 3 specifies the requirements for the care to be taken when handling allegedly illegal content and also limits the response time in accordance with the judicial practice of the Supreme Court. Even the current legal situation under the e-Commerce Act (cf. § 16) provides that a service provider, if it becomes aware of illegal activity or information, must ‘act expeditiously to remove or disable access to the information’. The it is understood by the legislature – as the Supreme Court has already pointed out in numerous rulings on the question of ‘expeditiousness’ (cf. for example Supreme Court 6 Ob 204/17v and the other rulings cited there) – that the term ‘expeditiously’ means ‘without undue hesitation’ (cf. explanation regarding § 16 ECG: RV 817 BlgNR 21 GP 36). In the opinion of the Supreme Court – with reference to German specialist literature – a procedure ‘without undue hesitation’ does not have to be carried out ‘immediately’, for example, at the latest on the day after information is received about it; on the contrary, undue hesitation can only be assumed if the circumstances of the case do not make it necessary to wait. If applicable, it is also necessary to seek legal advice. If legal advice is required, the awareness triggering the removal obligation (within the meaning of § 16(1)(2) ECG) usually only starts from the time the information is provided (cf. 15 Os 14/15w and the reference to the decision of the Higher Regional Court of Graz (10 Bs 172/11m, MR 2011, 255), according to which the removal of posts after three days is not expeditious if the operator already knew that criminal comments from third parties were to be expected based on two similar incidents. Based on these requirements, which are influenced by case-law, a distinction is made in subparagraphs 1 and 2 between manifest unlawfulness from the point of view of the legal layman on the one hand and the recognisability of unlawfulness only after a detailed review on the other. For both cases, however, a maximum framework is defined, but this does not change the fact that, in principle, it is necessary to act ‘expeditiously’. The two ‘deadlines’ can also be found in § 3(2) of the German NetzDG. It should be emphasised that the regulation provided for in the draft presupposes awareness of the content and its illegality as a prerequisite for action (removal, disabling): Accordingly, the service provider has to take organisational measures to ensure that complaints are received immediately, i.e. that they can, in any cases, be taken note of quickly enough during service operations and that compliance with the prescribed processing deadlines is possible. The limit of 24 hours in the case of obvious unlawfulness and of 7 days in the case of other illegal content is appropriate because expeditious action in the sense of what has been said is required under the current legal situation. At the same time, however, the deadlines enable the statement to be reviewed and evaluated in the specific context. In cases of unequivocally recognisable unlawfulness of content and its particular harmfulness to the person affected, while simultaneously taking into account the balance of freedom of expression and the protection of personal rights or the other public interests mentioned in accordance with fundamental rights, the 24-hour period appears reasonable; where the unlawfulness is not immediately unequivocally recognisable, there is a longer review option, whereby it should be emphasised that simply waiting until the end of the respective period would not fulfil the obligation to react immediately. The transparency reports on the German NetzDG published by platforms in Germany so far (for example Facebook, https://about-fb-preprod.go-vip.net/de/wp-content/uploads/sites/4/2019/07/facebook_netzdg_july_2019_deutsch_2.pdf, p. 12; Twitter https://cdn.cms-twdigitalassets.com/content/dam/transparency-twitter/data/download-netzdg-report/netzdg-jul-dec-2019.pdf, p. 17) are definitely a strong indication of the system’s practicability.
Subparagraph 2 serves to ensure that users are informed about the option for a complaint procedure due to the service provider’s behaviour in a specific case. Subparagraph 3 is intended to prevent the incriminated content from ceasing to exist and thus causing criminal prosecution or any review, complaint or supervisory procedure to be in vain. In addition to the content, the related and existing data, which is required to identify the content in question (in particular the date and time of creation) and the author (in particular the user name, IP address, any master data for the user account), must be stored, especially as this data is an essential prerequisite for achieving the processing purpose. As soon as the aforementioned purposes for storage no longer exist, there is no longer any storage obligation. The content is to be stored for no longer than 10 weeks (for the corresponding obligation to delete the content, see paragraph 5). In justified individual cases, for example if the criminal proceedings actually begin just before the deadline has expired and a freezing order has not yet been issued, longer retention periods may be granted. 
To ensure that interests are adequately balanced at the platform operator level when dealing with potentially illegal content and to avoid the risk of undifferentiated removal of content by the platform operator, § 3(4) stipulates that there must also be a review procedure in which users who justifiably claim that content should be deleted or who otherwise consider themselves affected by the deletion or disabling of ‘their’ content by the provider can contact the platform operator. If content is deleted or content reported as illegal is retained, users can therefore request the social network to review this decision. On the one hand, this is intended to counter any ‘overblocking’ by the platforms (‘put-back procedures’). On the other hand, those affected by posts that may be in violation of criminal law can use another tool to defend themselves against this content. Unlike in the case of the deliberations of the French Constitutional Council (Décision n° 2020-801 DC du 18 juin 2020; Loi visant à lutter contre les contenus haineux sur internet), the provisions of the present draft cannot be understood as ‘encouragement’ for platforms to remove reported content, regardless of whether it is illegal or not. For the purposes of this balance of interests between the fundamental rights affected of the two complaint parties, it is also provided that the complaint procedure regulated under § 7 offers an additional option for examining the question of ‘overblocking’, but without the complaints office itself having to conclusively review the legal ‘quality’ of specific content. Regardless of this, it should be pointed out that from the point of view of Article 10 ECHR, there is no principled claim by third parties that can be enforced against a platform demanding that their content must be distributed.
The obligations to set up a reporting and review procedure in accordance with § 3 entail the processing of personal data on the part of the service providers covered by the scope of application, which is associated with a restriction of the data subjects’ fundamental right to data protection. The content of the data to be processed on a regular basis is based on the criminal offences mentioned in § 2(6). This potentially also includes special categories of personal data (Article 9 GDPR) and personal data relating to criminal convictions and offences (Article 10 GDPR). Due to the requirements of the Data Protection Act [Datenschutzgesetz – DSG] and the GDPR as well as the case-law based upon this, special requirements must therefore be placed on the clarity of the obligations. These requirements imply that the purposes and means must be specifically defined in the Act. These requirements are taken into account in particular by the description of the purpose in § 1(1) and § 3(1) and the deletion obligations in § 3(5). The exact scope of the intervention, however, only emerges in specific cases from the content to be processed, which is the object of a reporting or review procedure. Further specification of the transmitted data at the legal level is not given as a wide range of possibilities is conceivable for this content in terms of its type and design: It may include pictures and/or texts with political content, caricatures, sexual exposure, etc. which must be reviewed in each individual case. The sensitivity of the potentially recorded data may in any case result in special due diligence obligations on the part of the service provider, as set out in general data protection regulations (e.g. in Article 32 GDPR).
As regards data protection requirements, the responsibility lies primarily with the service provider. The relevant obligations arising from the GDPR for service providers based on their role as data protection controllers remain unaffected by the draft. This applies in particular to the data protection impact assessment provided for in Article 35 GDPR. It is up to the service providers to undertake this if necessary and to check whether and to what extent the processing of personal data poses risks to the rights and freedoms of natural persons.
In addition, the person who submitted a report can also be considered to be the person responsible under data protection legislation, provided that the report relates to content with personal data from third parties. However, this responsibility only exists with regard to the transmission of the report and any storage of copies and the like. Responsibility under data protection legislation essentially consists of the determination of the purposes and means of the processing (cf. Article 4(7) GDPR). Persons who have submitted a report are regularly deprived of these determination elements (the reporting tool is specified by the service provider).
Paragraph 5 ensures that data to be processed (in particular personal data) is to be deleted by the service provider as soon as the purpose provided for in the Act (e.g. to carry out a reporting or review procedure) no longer applies. 
Paragraph 6 serves to protect the reporting party who reports allegedly illegal content that affects another person. The legal basis for this restriction is Article 23(1)(i) in conjunction with Article 23(2)(d) GDPR, as the person who uploads this content does not appear worthy of protection in the overall context, which is why they – or anyone else – should not be able to obtain personal data about the person making the report, as the latter may otherwise be at risk of being disadvantaged.
Paragraph 7 is intended to take precautions for those cases in which the functionality of the system provided for in § 3 would be jeopardised, be it due to the myriad of automatically generated reports (in particular by ‘social bots’), or due to the large number of demonstrably unfounded reports from certain people. In these exceptional cases, in which the reports are not based on intentions worthy of protection, the service provider should not be obliged to carry out a reporting or review procedure.
Re § 4:
The provision on the reporting obligation largely corresponds to that in § 2 of the German NetzDG and is intended to take into account the principle of ‘control through transparency’. The individual points that the service provider must report on should provide the public and, if necessary, the supervisory authority with information about what a service provider has undertaken to comply with the legal requirements. For reasons of objectivity, it is envisaged that providers of smaller platforms must submit reports annually, while providers of larger platforms – because there is also a greater scope and risk of legal violations associated with the higher number of users – must submit reports quarterly. 
The draft creates transparency about the behaviour of the platforms with regard to content reported as ‘illegal’. To this end, subparagraph 4 creates the obligation to provide information on whether content has been deleted on the basis of community standards (see subparagraph 2 ‘contractual regulations’) or because of a review based on alleged unlawfulness. 
In order to fulfil the obligation to report on the results of the review procedures laid down in subparagraph 5, the service provider must also state how many review procedures have resulted in content that has been deleted or disabled as part of a reporting procedure being made available again on the platform. 
With regard to the technical equipment of the staff mentioned in subparagraph 6, information is to be given in particular about any automated instruments used in the reporting or review procedure to detect and review illegal content. 
In order to ensure that the informative value and comparability of the reports is guaranteed, because they have to comply with uniform guidelines and requirements, the supervisory authority must specify the reporting obligations.
Re §§ 5 and 6:
§§ 5 and 6 address the problem, which is frequently articulated with regard to legal enforcement, that there are no contact persons or there are constantly changing contact persons for authorities and people affected by hate on the Internet and no addresses for service, especially on communication platforms not established in Austria. Cooperation with providers of communication platforms turns out to be extremely difficult, inquiries are sometimes not answered at all or answered only very cautiously or technical difficulties arise during the transmission of data.
For the purpose of ensuring accessibility as well as for judicial and official services of process and for compliance with the provisions of this Federal Act, service providers must appoint a responsible representative. The responsible representative must register with a delivery service in accordance with Section 3 (‘Electronic service of process’) of the Service of Documents Act [Zustellgesetz – ZustG], Federal Law Gazette No 10/2004, and indicate when registering that there are no periods within which service of process is to be excluded. Official documents under this Federal Act, as well as any criminal and civil court or public prosecutor’s office documents that are sent to the service provider in other proceedings (e.g. as a party to the proceedings) can then be (demonstrably) sent to the service provider at this electronic address for service via electronic service of process in accordance with the provisions of the Service of Documents Act. The ability to quickly reach service providers is absolutely essential for people whose rights are violated by illegal content on communication platforms, but also for courts and authorities, but it is not sufficiently guaranteed in the case of service providers who do not have a service of process collection point in Austria. This deficit in legal protection is to be remedied by their obligation to appoint a responsible representative to whom documents can (demonstrably) be served domestically in accordance with the provisions of the Service of Documents Act.
The provision in § 6 makes arrangements in paragraphs 1 to 4 for cases in which the existing domestic legal provisions in the area of procedural law and administrative enforcement are insufficient for obliging a service provider who does not have a sufficient point of contact in Austria to comply with the obligations. This applies in particular to the appointment of a responsible representative, but also to the enforcement of sanctions in the form of fines linked to the detection of violations.
The provisions of the present draft, which differ in this respect from the provisions of the AVG and the VVG – such as, in particular, those relating to the publication of procedural orders on the supervisory authority’s website, the fiction of service of process through publication as well as through filing and, above all, the provisions based on the model for the execution of claims in accordance with the Enforcement Code [Exekutionsordnung – EO] for the enforcement of fines (a monetary claim of the service provider against a third party is used for the purpose of collecting the fine) – prove necessary (‘essential’) to regulating the matter in accordance with the case-law of the Constitutional Court in accordance with Article 11(2) B-VG both in the absence of effective legal instruments for the execution of a service of process abroad under § 12 of the Service of Documents Act, Federal Law Gazette No 200/1982, as well as in view of the practical experience already gained with unsuccessful attempts to serve official documents to platforms established abroad. It is undisputed that the area of competence of ‘administrative procedural law’, which proposes deviations in the given context, covers a large number of regulatory aspects, including representation in proceedings, the announcement of procedural steps, formal requirements for decisions and service of process (cf. Lukan in Kneihs/Lienbacher (ed.), Rill-Schäffer Commentary on Federal Constitutional Law, 19 LfG (2017), paragraph 51 of Article 11(2) B-VG).
§ 6(1), second sentence, provides that a service provider that does not have a branch (or permanent establishment) in Austria is to be requested by means of publication on the Austrian communications authority [Kommunikationsbehörde Austria- KommAustria] website to fulfil its obligation (not yet fulfilled) to appoint a responsible representative. However, this is only done if it turns out that service of process is not possible (e.g. due to a lack of postal address) or only, in view of the urgency of effective law enforcement, if it were be feasible given a disproportionate amount of time expended (e.g. through the use of diplomatic resources). The difficulties of cooperation and communication with non-domestic service providers described above are also decisive here.
§ 6(4) proposes that, in order to enforce the fines imposed by a decision in the case of service providers who, contrary to § 5, have not appointed a responsible representative and for which there is no domestic point of contact (neither a branch nor any other permanent establishment) for the service of the fine notices, the option exist for the supervisory authority (arg. ‘decisions ... can also be enforced in such a way’) for an interdiction of payment to be issued to the service provider by the authority by means of a decision to the service provider’s debtors. Sentence 3 stipulates that not all of the service provider’s debtors are affected by such an interdiction of payment and that only those companies that mediate, market or sell professional commercial communication on the platform (especially marketing agencies active on the Internet) are considered debtors. The justification for this construction, which is proposed on the basis of third-party debtor enforcement (§ 294 EO) is that, in practice, in particular in the case of large multinational communication platforms with foreign branches, the service of official documents or the availability of responsible contact persons has proven difficult or impossible. If a debtor made a payment to the service provider or a company affiliated with it after the interdiction of payment entered into force, they are still obliged to pay the authority; at the same time, they may make claims for repayment of the payment made to the service provider or the company affiliated with it contrary to the interdiction of payment. It goes without saying that third-party debtors are free to take legal action against any interdiction of payment that has been imposed on them. Before the interdiction of payment is pronounced, the debtor must, of course, pay the service provider (or a company affiliated with it) to discharge the debt.
The affiliation provision under paragraph 5 is modelled on Article 28a of the Audiovisual Media Services Directive, which was newly inserted by the amending Directive (EU) 2018/1808 and serves to determine jurisdiction in the case of video sharing platform providers. The definition can also be found (going back to Union law), inter alia, in § 189a UGB.
Re §§ 7 and 8:
The complaint procedure under § 7 provides a tool for reviewing complaints about the alleged inadequacy of the reporting functions required by the Act or of the platform's internal review system that is not part of an official supervisory procedure. The purpose of the procedure is to mediate between the respondents and to develop satisfactory solutions without involving the State's ‘sovereignty’. For example, proposed solutions for speeding up the platform provider’s procedure could be conceived as well as instructions on user-friendliness requirements or the level of detail of information about the content of decisions made by the service provider regarding the classification and handling of specific content.
For the subsidiarity of state intervention and to avoid disproportionate procedural burden, a user must first have unsuccessfully contacted the service provider in order to subsequently be able to appeal to the complaints office. This requirement is also not unique to other areas of law aimed at protecting consumers.
Paragraph 3 increases the transparency of the precautions taken by the communication platform operator on the basis of this Federal Act by means of an additional form of reporting by the complaints office that is independent of the service provider (first sentence). The second sentence ensures that the complaints office reports to the supervisory authority on a monthly basis in order to keep the authority informed, if necessary, of the initiation of supervisory proceedings in accordance with § 9(1).
On the basis of the ‘supervision and regulation of electronic media’, which has been included in Article 20(2)(5) B-VG since 2010, the provision in § 8 transfers the tasks for supervising providers of communication platforms to KommAustria, which has already been active in radio and television in the area of electronic media, because – apart from the separate question of who the media owner (responsible for the content) is or who the mere technical broker of an offer is – it involves content in an electronic medium. Since 2004, § 1(5a) MedienG has defined ‘electronic media’ as a medium that is broadcast electronically (radio programme) or can be accessed (website) or that is distributed at least four times per calendar year in a comparable format (recurring electronic medium).
The Austrian Regulatory Authority for Broadcasting and Telecommunications [RTR-GmbH] (like KommAustria) already has many years of experience in the area of dispute resolution for complaints in the media and telecommunications sector, so it makes sense to give it the role of receiving complaints and searching for an amicable solution as the first step outside of the communication platform operator’s complaint mechanisms in disputes between respondents – cf. § 7(1) and (2). Experience from other areas has shown that, if the user unsuccessfully contacts the platform provider, a balance between conflicting interests is often possible at this level as soon as a third party intervenes, without it immediately having to be an authority with national jurisdiction.
The system of financing the activities of the KOA and RTR in paragraphs 3 and 4 follows the model from § 35 KommAustria Act [KommAustria-Gesetz – KOG], under which, with regard to the proportion of tasks in the public interest, a division is required between the federal subsidy and the contributions of ‘those who are regulated’. The reference in the last sentence of paragraph 3 makes it clear that the amounts spent on the implementation of this Federal Act must also be reported and the amount of the federal subsidy is valorised. Otherwise, reference should be made to the provisions on use, the opportunity to comment, the exemption from the obligation to pay contributions and the system of self-assessment under the regulations in § 35. This also includes the fact that those liable to pay contributions must report their actual sales (see § 35(9) KOG), that KommAustria may issue a notification of the obligation to pay contributions in the event of improper payment and that it (the RTR) can be given the information required for the administration of the contribution obligation. If enforcement of the contribution obligation fails, the special provision in § 6(4) can be applied.
Re § 9:
In the supervisory procedure, monitoring by a regulatory authority is deliberately abstained from (also on the basis of the systematics provided for in Article 28b of the Audiovisual Media Services Directive for video sharing platforms). Intervention by the authority is only provided for if there are frequent complaints (cf. paragraph 1), in cases of reports to the complaints office or in the event of personal suspicions (see paragraph 2, first sentence). In order to avoid setting the supervisory mechanism in motion to the detriment of the provider and at the expense of administrative burden merely when an abstract number of complaints has been reached, a rough review is provided for such that the authority only has to act in the event of more than five ‘justified’ complaints. Justification can be derived from an assessment of the ‘upstream’ complaints office as well as from the preliminary assessment by the authority. In a graduated catalogue of possible reactions in paragraph 2, the draft provides that an improvement order must first be submitted. Only if the service provider does not comply with such an improvement order or if the authority has already seen a reason to issue an improvement order for the second time should a procedure be initiated to impose a fine.
For the purpose of balancing interests, which is absolutely necessary for constitutional considerations, the authority is instructed by the express order in paragraph 3 to critically examine, in particular from the point of view of reasonableness and proportionality, which type of ‘improvement’ the service provider must be instructed to make in order to ensure the functioning of the system prescribed by law. This system has proven itself in broadcasting law (see § 63(4) of the Audiovisual Media Services Act [Audiovisuelle Mediendienste-Gesetz – AMD-G] and § 28(5) of the Private Radio Act [Privatradiogesetz – PrR-G]).
In the authority’s assessment, it is crucial that the required measures do not lead to a prior check of the content. The precautions must be suitable and proportionate to the achievement of the objectives. This basic idea of the review steps to be followed for the appropriateness of the intervention can also be found in the Audiovisual Media Services Directive ((Article 28b(3)), which has already been cited several times.
Re § 10:
In cases of fines in accordance with the provisions of this Federal Act, they are not penalties within the meaning of Article 6 ECHR: this provision is not addressed to the general public, nor are the measures aimed at deterrence and repression. The focus is not on the penal character, but on the objective of implementing an effective system. It is therefore a measure to ensure compliance with certain requirements for the limited group of service providers and to (as quickly as possible) restore a lawful state of affairs. A fault is not required here. See, in contrast, the findings of the Supreme Administrative Court of 29 March 2019, Ro 2018/02/0023, and of 12 May 2020, Ro 2019/04/0229, which was – unlike the present provision – about the requirements for the imposition of administrative penalties on legal persons. The catalogue of legal violations covers cases of total or even partial systemic failure, the degree of inadequacy being determined by the amount of the fine (arg. ‘up to’) (see also § 30 of the Antitrust Act). A refusal to appoint a responsible representative could also cause the legally prescribed system to fail, such that a dissuasive sanction would also be required in this case, which could possibly be enforced in accordance with the mechanism provided for in § 6(4).
Paragraph 2 standardises individual elements that must be taken into account when calculating the fine in the form of mitigating and/or aggravating factors. By focusing on the number of registered users, the significance and scope of the legal infringement with regard to its effect on the general public can also be taken into account.
Paragraph 3, in deviation from the general principle standardised in § 13(1) of the Administrative Court Procedure Act [Verwaltungsgerichtsverfahrensgesetz – VwGVG] on suspensory effect of appeals against decisions on the imposition of fines and the issuing of orders to supplement or adapt the configuration of the reporting, evaluation and review procedure, standardises the fact that a complaint has no such effect, but that it may be granted by the Federal Administrative Court upon request. The immediate introduction of certain security mechanisms at the platform level is in the foreground of improvement orders, as well as when fines have been imposed following completion of the graduated procedure described in § 9 (i.e. after at least two violations of a system failure have been identified). In this sense, this is about leveraging the urgent public interest of efficiently protecting the general public against harmful content. On the other hand, the immediate obligation to provide a legally compliant reporting procedure and the immediate payment of a fine does not give way to any irreparable or irreversible facts for the service provider that disproportionately burden it. In this case, the necessary balancing of interests is therefore anticipated at the statutory level, with provision simultaneously being made for the risk that a different decision could be taken in individual cases (e.g. in the case of the payment of a fine, taking into account any reasons relating to the person of the service provider).
Re § 11:
In addition to the fine imposed on the service provider, there is a penalty that threatens the natural person of the responsible representative if they do not fulfil an obligation that affects them personally. The imposition of a fine can also be considered if – as required in § 5(1) – the person who has the necessary authority to issue orders does not use all the means at their disposal to ensure that the service provider ensures provision of the functionalities required from the service provider by law or fulfils its reporting obligation.
Re §§ 12 to 14:
The provision in § 12 contains the usual clarifications of legislative proposals for the interpretation of references to other federal regulations that may be applicable to the service provider’s activities. As far as the reporting system to be provided by the service provider is concerned, this applies in particular to the requirements of the AMD-G for providers of video sharing platforms. Here, the obligations under the present draft are added to the requirements under the AMD-G because the AMD-G only covers audiovisual content. As far as the relationship to the e-Commerce Act is concerned, the requirements for behavioural obligations given knowledge of the unlawfulness of content under § 3(3) in accordance with the principle of ‘lex posterior’ and ‘lex specialis’ precede the standards of the e-Commerce Act.
The transitional provision in § 14 ensures that service providers are given adequate preparation time to implement the requirements.
