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Federal Ministry of Justice and Consumer Protection
Proposed amendment
to the draft Act of the Federal Government
– Parliamentary document […] –
[…]
The Bundestag is to decide:
whether to adopt the draft Act in Parliamentary document […] with the following provisos but otherwise unchanged:
The following Article ... is inserted after Article ...:
‘Article […][footnoteRef:1]*)  [1: *)	Notified in accordance with Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of information in the field of technical regulations and of rules on Information Society services (OJ L 241, 17.9.2015, p. 1).] 

Amendment to the Network Enforcement Act
The Network Enforcement Act of 1 September 2017 (Federal Law Gazette (BGBl.) I p. 3352), last amended by … [Article 1 of the draft Act amending the Network Enforcement Act, Bundestag document 19/18792], is amended as follows:
0. In § 1(2), the reference ‘§§ 2 and 3b’ is replaced by the words ‘§§ 2 to 3b and 5a’.
In § 2(2)(2), the words ‘and to that end have been given access to information held by the provider’ are inserted after the words ‘are assisted’.
The following § 5a is inserted after § 5:
‘§ 5a
Information for scientific research
0. For the purposes of this provision, ‘researcher’ means any natural person or legal entity carrying out scientific research.
Researchers may request qualified information from a social network provider about:
the use and specific workings of automated procedures for detecting content to be removed or blocked, in particular the nature and extent of the technologies used and the purposes, criteria and parameters used to program them, as well as the data used;
the dissemination of content which has attracted complaints regarding illicit content or which the provider has removed or blocked, in particular the relevant content and information about which users have interacted with the content and how.
Information under paragraph 2 may be requested only to the extent necessary for scientific research projects in the public interest on the nature, scope, causes and effects of public communication on social networks and how providers deal with this.
Access may only be granted if the researcher presents a security concept to the social network provider. The security concept shall include:
a description of the information required for the research purposes referred to in paragraph 3;
a description of the intended use of the information;
a description of the measures taken to prevent misuse of the information;
a description of the measures taken to protect the provider’s legitimate interests; and
a description of the technical and organisational measures taken to protect personal data.
The security concept must be submitted to the competent data protection supervisory authority at the same time as the request for access.
Social network providers may refuse to grant access if:
their legitimate interests considerably outweigh the public interest in the research; or
the data subjects’ legitimate interests are encroached upon and the public interest in the research does not outweigh the data subjects’ interest in maintaining confidentiality.
Social network providers may send the following personal data for the purposes of granting access in accordance with paragraph 2:
the disseminated content;
complaints about illicit content;
the usernames of those involved in disseminating the content;
more detail on the circumstances surrounding the interactions of those involved in disseminating the content in question; and
data used to train automated procedures for detecting content to be removed or blocked, along with information on the workings, purposes, criteria and parameters for programming these procedures.
The data shall be sent in anonymised or at least pseudonymised format, where this is possible without jeopardising the purpose of the research.
Researchers may process the data solely for the purposes of scientific research projects referred to in paragraph 3. Where researchers process special categories of data within the meaning of Article 9(1) of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1; L 314, 22.11.2016, p. 72; L 127, 23.5.2018, p. 2), as amended, they shall provide appropriate and specific measures for this purpose to safeguard the interests of the data subject pursuant to § 22(2)(2) of the Federal Data Protection Act. In addition to the measures referred to in that Act, the data shall be anonymised as set out in Article 9(1) of Regulation (EU) 2016/679 as soon as this is possible depending on the purpose of the research. Any data protection requirements beyond this remain unaffected.
Social network providers shall be entitled to reimbursement from the researcher for any reasonable costs incurred in granting access pursuant to paragraph 2. When determining the appropriate level of these costs, it must be kept in mind that they must not be so high as to constitute a substantial obstacle to exercising the right of access. § 287(1) of the Code of Civil Procedure shall also apply. The maximum reimbursable costs shall be EUR 5 000. This amount may only be exceeded if providing access entails exceptionally high costs. After submitting the security concept in accordance with paragraph 4, researchers may demand a free cost estimate from the provider within a reasonable period of time.’
Article [...] is worded as follows:
‘Article […]
[…]
... [different dates of entry into force, as applicable] ...’.
Explanatory notes
Re subparagraph 1 
Political debates and opinion-shaping processes are increasingly taking place in the digital realm and on social media. Communication processes on those platforms are now hugely important for shaping public opinion. To disseminate political programmes and ideas, for instance, access to certain social media, which have become something of a mainstay of society due to their prominence, may be of utmost importance (see Federal Constitutional Court, Interim Order of 22 May 2019 – 1 BvQ 42/19 –, margin ref. 19).
For this reason, there is considerable public interest in greater transparency on how these platforms work and on the content dissemination process on them, as well as in enabling independent research in that respect.
In particular, this concerns the criteria that providers use to decide who can use their platform and how far to allow or restrict the ability to distribute content on it. How the major providers – now hugely important for public discourse – deal, for example, with complaints about illicit content and how they make their decisions about restricting content dissemination is a significant public concern due to the prominence of these providers (see earlier Bundestag document 19/18792, p. 42). Only with appropriate transparency can the general public understand why and how certain content is restricted. In this respect, it should be noted that today moderation decisions to that effect are often made using complex automated procedures. Facebook, for example, reports that content recorded as ‘hate speech’ as defined in the ‘Community Standards’ is now predominantly found by the provider itself through technological solutions (see https://transparency.facebook.com/community-standards-enforcement#hate-speech; retrieved on 12 October 2020). To create transparency for the general public on the underlying processes, some of which are rather complex, it is therefore crucial for science and research to be able to understand how automated content detection procedures are used, where this content is to be removed or blocked (see Bundestag document 19/18792, p. 43). In this respect, science and research cannot rely solely on the general information in the transparency reports pursuant to § 2 of the Network Enforcement Act. This is not only because this information is aimed at informing a wide audience, but also because science and research require more than just general or aggregated information – they also need more detailed information and raw data (e.g. the content explicitly mentioned in paragraph 6, its context and the data used to train the automated procedures) in order to independently gain scientifically sound knowledge about the automated content detection procedures in question.
Another important issue is the traceability of the dissemination of illicit content. Under the current legal framework, the complaint management under the Network Enforcement Act refers specifically to content complained about for being illicit. However, content on social networks can sometimes spread at a formidable rate across a huge area and among a wide variety of users. This means that infringements may be repeated and the impact of the dissemination of illicit content may increase significantly. The opinion-shaping communication taking place on the major social networks is critical for society as a whole. As such, it is important to understand how content that the provider has ultimately removed or about which the provider has received complaints regarding its illicit nature spreads or has spread on social networks. Doing so will also give the groups involved a deeper understanding of the dissemination mechanisms and allow them to take more effective action against the spread of illicit content.
§ 5a of the Network Enforcement Act ensures that research institutions and researchers receive the data they need.
Not all researchers or institutions are eligible – only those conducting public-interest scientific research projects. Research projects run by universities and non-university research institutions in Germany are generally deemed to be in the public interest. At the same time, projects predominantly financed through public funds may also be deemed to be public-interest projects. The working of the provision covers all institutions that wish to conduct research in the public interest, regardless of where they are located. For a project to be deemed to be in the public interest, the research results generally have to be made accessible to the public and ultimately serve the public good. Research that helps achieve the Act’s objectives may also be deemed to be in the public interest. By contrast, if client relationships in specific cases suggest that the research being carried out is not impartial, the project may not be deemed to be in the public interest. The same applies if there are indications that the research is being carried out for economic or political ends.
The addition of § 5a of the Network Enforcement Act to the references in § 1(2) of the Act means that only social network providers that have at least two million registered users in Germany (regardless of where their registered office is located) are liable. The relevant providers must grant access irrespective of whether they are based in Germany. This is in line with the relevant provisions of European law, in particular the ‘country of origin principle’ under Directive 2000/31/EC (e-Commerce Directive). Even if the envisaged right of access under § 5a of the Network Enforcement Act were to fall within the ‘coordinated field’ described in the e-Commerce Directive and this were to be considered a restrictive effect, which is fundamentally prohibited under Article 3(2) of the e-Commerce Directive, the conditions for a reverse exemption under Article 3(4) of the e-Commerce Directive would in any case be met. Due to the considerable prominence of the providers in question, the improved options for obtaining information secured by the right of access are in any case necessary to prevent criminal offences, including the fight against incitement to hatred, and to protect consumers (see Article 3(4)(a)(i), indents 1 and 4 of the e-Commerce Directive). Given the considerable lack of information regarding the platforms concerned, which are an increasingly important open space for the public, there is an urgent need for regulation (Article 3(5) of the e-Commerce Directive).
The right of access envisaged is also restricted in various respects for eligible parties.
For instance, eligible researchers can only request information from the social network provider. § 5a does not, however, entitle researchers to direct technical access to the service provider’s databases or technical systems, though qualified information may be requested. This includes both raw data and processed information at the provider’s disposal, such as findings from the provider’s evaluations of the data it has available.
In addition, the right of access is restricted in terms of content to information on the use and workings of automated procedures for detecting content to be removed or blocked, including the purposes, criteria and parameters used to program them. Information may also be requested about the dissemination of content which has attracted complaints regarding illicit content or which the provider has removed or blocked. 
The relevant information must be suitable and essential for better understanding the relevant provider-side restrictions on content as well as the spread on the platforms of content that the provider deems to be prohibited or which has been reported as being illicit. 
In addition, access will be granted on condition that the information is necessary for public-interest scientific research projects in each specific case. As such, the information sent may only be used for scientific purposes. Lastly, the eligible research purposes are restricted to research on the nature, scope, causes and effects of public communication on social networks and how providers deal with this.
The stipulated procedure of submitting a security concept ensures that the interests to be taken into account under § 5a are respected. Social network providers may refuse to provide information until the security concept has been submitted. At the same time, the security concept must be submitted to the competent data protection regulator, which can initiate appropriate proceedings if there are indications of data protection violations. This is particularly important as the granting of access by providers may also affect third-party interests, such as those of users.
Furthermore, the information must not conflict with the social network providers’ overriding legitimate interests. This would be the case if access to the data would unreasonably impair the provider’s interest in maintaining confidentiality. Moreover, the right of access does not apply if the data subjects’ legitimate interests are encroached upon and the data subjects’ interest in maintaining confidentiality outweighs the public interest in the research.
In order to send information, personal data might also be sent, but this must by anonymised or at least pseudonymised as far as possible. Moreover, additional data protection measures are stipulated for cases where special categories of data within the meaning of Article 9(1) of Regulation (EU) 2016/679 are processed. Other data protection stipulations, in particular under § 27 of the Federal Data Protection Act, remain unaffected. 
Providers shall be entitled to claim any reasonable costs incurred in granting access back from the researcher. Limiting the reimbursement claim to reasonable costs ensures that researchers’ right of access does not prove futile in practice due to prohibitively high cost reimbursement claims. This is also the reason for setting a costs ceiling which can only be exceeded in exceptionally complex cases, as may occur if the cost of granting access is significantly higher than the usual costs incurred when providing information for the research projects covered by § 5a. It is incumbent on social network providers to furnish relevant evidence in these instances, as is already the case when demonstrating reasonable costs in other respects.
Since § 287(1) of the Code of Civil Procedure also applies, this ensures that the competent court is free to determine the amount of the reimbursement claim in the event of a dispute, taking all circumstances. Providers will not be eligible for any further compensation. To facilitate researchers’ planning with regard to the costs incurred, the researchers may request a free cost estimate from the social network provider within a reasonable period of time once the security concept has been submitted.
If researchers and the social network provider dispute that the eligibility requirements have been met, the ordinary courts will be called upon to decide.
The addition of the research clause is accompanied by a clarification on reporting obligations. Under the previous § 2(2)(2) of the Network Enforcement Act, it was also necessary to report whether and to what extent persons from science and research are granted access to evaluate the automated procedures used to detect content (see Bundestag document 19/18792, p. 43). The proposed addition to § 2(2)(2) of the Network Enforcement Act clarifies that this also refers to the issue of granting access to the provider’s information, including access granted under § 5a of the Network Enforcement Act.
§ 5a will be evaluated three years after entry into force, with a view to determining whether and to what extent the intended effects have been achieved. In particular, this includes findings on whether the access granted has furthered the underlying research purposes. The manageability of this provision will also be investigated, in particular in the event of disputes between researchers and social network providers about the obligation to grant access. In this respect, it will be determined whether it would be expedient to involve a mediating body in order to settle differing views on the duty to grant access or to further specify a justified request for access, and how a mediating body of this kind could be structured. The evaluation will also address how well the reimbursement provision in paragraph 8 has worked.
Re subparagraph 2
The provisions on entry into force in Article ... are added in line with the amendments made to the Network Enforcement Act.
