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The Swedish Gambling Authority's technical regulations and general advice concerning token machines and games played on fully and semi-automated gambling tables;
decided on xx 20xx.
Pursuant to Chapter 15, § 8, points 3-4, § 9 and § 11, points 1-2 of the Gambling Ordinance (2018:000), the Swedish Gambling Authority lays down
 the following and adopts the following general advice.
Chapter 1 Scope and terminology
§ 1 These regulations and general advice apply to the party applying for a licence to organise gambling on token machines and gambling on fully and semi-automated gambling tables according to Chapter 5, § 1 of the Gambling Act (2018:000) and to the party holding a licence for such gambling activities under the Gambling Act.
For the purposes of these regulations, token machines also includes gambling on fully and semi-automated gambling tables.
§ 2 Unless otherwise specified, the terminology and names used in these regulations have the same meanings as in the Gambling Act (2018:000) and the Gambling Ordinance (2018:000).
The following definitions apply in these regulations and general advice
1. check value: numbers attached to speech or a message so that alterations and errors can be detected and calculated by a specific mathematical procedure, 
2. wager receiver: a reader for bills, certificates of value or for other types of payment for wagers,
3. maximum load: is defined by the certified licensee and refers to the point at which the gambling system automatically rejects wagers from players,
4. progressive games: games where payouts increase linearly in relation to the wager made by the player,
5. random number generator: an algorithm or physical device that is intended to generate a sequence of elements (often numbers) that have certain statistical properties in common with numerical sequences whose occurrence is purely random according to a given probability distribution,
6. UTC: Coordinated Universal Time (UTC). UTC in Sweden, known as UTC (SP), is represented at the BIPM Time Department in Paris and is transferred in a guaranteed secure manner to RISE, Research Institutes of Sweden - Sweden's research and innovation partner for business and society, in Borås, and
7. prize pool: all or part of the players' wagers in accordance with the gambling rules of the type of game in question and where the licensee maintains these wagers until all or part of the wagers are distributed; this could be, for example, a jackpot, a betting pool or a distributed jackpot. 
Chapter 2 Inspection, testing and certification
§ 1 The party applying for a gambling licence to organise gambling on token machines shall contact an accredited body for inspection, testing and certification. 
Provisions on accreditation carried out by Swedac are available in the Act (2011:791) on accreditation and conformity assessment.
General advice: 
If the applicant or the provider of services on behalf of the applicant is certified in relation to the current ISO/IEC 27001:2014, the requirements of Chapters 4 and 5 of this regulation may be met. 
A valid ISO/IEC 27001:2014 certificate, a statement of applicability
 and a documented risk assessment shall be available to the accredited body for evaluation.
§ 2 The party applying for a gambling licence shall submit documentation for the performed inspection, testing and certification to the gambling authority.
The report shall clearly indicate the evaluation methods used in the inspection, testing and certification processes.
In order to ensure that the accredited body complies with all the requirements of Chapter 3, certificates issued and other documentation for the business shall be attached.
§ 3 Inspection, testing and certification protocols shall be renewed at least every twelve months. 
If the accredited body finds any defects or errors in the day-to-day running that are relevant to the licence, the licensee shall immediately notify the gambling authority.
The licensee shall immediately notify the certification body of revocation of the certificate. 
Chapter 3 Accredited bodies
Scope
§ 1 The accredited process shall include information security, inspection, testing and certification as well as risk and vulnerability analysis. 
Eligibility requirements for the accredited body
§ 2 The applicant for accreditation shall have experience working with management systems for information security, inspection, testing, certification and risk and vulnerability analysis. 
General advice:
Experience means at least three years' experience testing and evaluating information security management systems, at least two years’ experience with risk and vulnerability analysis, or equivalent experience.
Eligibility requirements for staff of the accredited body
§ 3 Inspection, testing and certification shall be performed by staff with adequate and documented training.
Staff must be present that have at least five years of experience inspecting and testing gambling systems, gambling activities and token machines, or equivalent experience.
Staff must be present that have at least five years' experience with risk and vulnerability work, or equivalent experience. 
Alleged experience and competence must be substantiated by a certificate or similar. 
General advice:
Adequate and relevant training can also be other qualifications indicating that staff have acquired sufficient competence for the task or tasks. 
For work with random number generators and other drawing equipment, responsible supervisors should have a master's degree or doctorate in mathematics, statistics or other training relevant to the assignment.
Such qualifications shall be documented in the same way as other education and, for information security work, may be certified in accordance with:
· International Information Systems Security Certification Consortium (ISC)2 Certified Information Systems Security Professional (CISSP),
· Payment card industry (PCI) Qualified Security Assessor (QSA), or
· Information Systems Audit and Control Association (ISACA) Certified Information Systems Auditor (CISA).
For work with risk and vulnerability analyses, the following certifications may be applicable:
· International Council of E-commerce (EC-Council) Certified Ethical Hacker (CEH),
· EC-Council Licensed Penetration Tester (LPT),
· Information Assurance Certification Review Board (IACRB) Certified Penetration Tester (CPT),
· Global Information assurance Certification (GIAC) Certified Penetration Tester (GPEN),
· CESG CHECK Team Leader,
· CESG CHECK Team Member,
· CREST Infrastructure Certification,
· CREST Registered Tester,
· Tiger Scheme Senior Security Tester, or
· Tiger Scheme Qualified Security Tester.
Inspection, testing and certification may be carried out by staff who collectively meet the established requirements. 
Chapter 4 The licensee's information security
Information protection
§ 1 Important information shall be protected both in the gambling system and in the token machine against physical and logical intrusion and other external influences, while ensuring that information is available when needed.
Staff administration
§ 2 There shall be a policy and procedures to regulate employee eligibility for the gambling system.
The corresponding policy, establishment of terms of eligibility and procedures according to the first paragraph shall be available to other persons who require eligibility for the gambling system.
Policies and procedures shall be documented and updated on a regular basis.
General advice:
A policy with the associated procedures should include
1. detailed job descriptions for each employee,
2. information eligibility requirements for the duties,
3. in what way changes to the job description can also be reflected in authorisation regarding what information the employee should have access to,
4. a description of the steps taken if employment is terminated.
Access restrictions
§ 3 The gambling system must be located in a space that is adapted to the purpose.
At all access sites to the location where the gambling system is handled or stored, there shall be monitoring personnel or technical equipment to control access, or both in combination.
The extent of access control must be adapted to the provisions on risk and vulnerability work in Chapter 5.
Cards, codes and keys to spaces where gambling systems are managed or stored shall be controlled so that unauthorized persons cannot access them.
General advice:
A space adapted for the purpose may consist of one or more rooms.
§ 4 Operating and testing systems shall be kept logically separate.
Authentication
§ 5 The gambling system shall be equipped with technical and administrative measures for the identification of the user, the user's eligibility for the systems and registration of the user's activities.
All access to gambling and business systems must be recorded.
Codes, passwords or the equivalent related to gambling and business systems are personal and shall not be displayed or disclosed to others and shall be given security protection adapted to the information. 
§ 6 The game system shall continuously record the user's identity, the date and time of logging in and out as well as other activities otherwise relevant to information security.
§ 7 Events outside the technical equipment that affect the gambling system shall be recorded.
General advice:
Fires and water damage are examples of such events outside the technical equipment that affect the gambling system.
Communication and operations management
§ 8 The gambling system shall be able to be shut down safely in the event of interference or power supply or communication interruption.
There must be backup power systems to ensure data integrity, record history and backup information. 
§ 9 The gambling system shall record all unauthorized attempts to access the gambling system and other events and create event reports with time registration.
§ 10 The gambling system must be protected from unauthorized intrusion and the introduction of unauthorized and malicious code. 
The gambling system shall have a malicious code detection feature.
There shall be documented procedures for updating protection against unauthorized and malicious code.
§ 11 All system changes in accordance with Chapter 6 and other discrepancies in the gambling system shall be monitored and registered.
§ 12 The gambling system should be backed up at least daily.
It must be ensured that the system can be restored from the time of the latest backup to the time of a possible interruption. 
§ 13 The gambling system must be equipped with a firewall for that purpose.
Firewalls should be set up in such a way that other devices within the same network cannot create alternative network paths.
Firewall eligibility shall be documented in established work and competence descriptions.
Access to a firewall shall be registered.
All incidents affecting or aiming to affect firewalls shall be recorded.
§ 14 Information shall be stored and transmitted securely. 
If public networks are used for the transmission of information, the information shall be encrypted, and the separate subsystems shall verify transmission and reception and be protected from incomplete transmission, interference and copying and sending of unauthorised reply messages.
§ 15 There shall be documented procedures for handling removable data media. 
§ 16 Only features necessary for the purpose of installing new software shall be enabled. 
Maintenance and updating of applications in a gambling and business system shall be done in a secure and controlled manner.
§ 17 Software must be identifiable by its name and version number.
The gambling system programming code must contain comments explaining the function of the code.
Storing registered data, events and logs
§ 18 Registered data, events and logs shall be stored in accordance with Chapter 16, § 5 of the Gambling Act and kept in an unaltered state, and shall be protected against unlawful intrusion. 
Registered information in accordance with § 13, third paragraph shall be stored for at least three months.
Time reference
§ 19 The gambling system shall record time.
All tasks, events and logs shall be recorded in real time. 
UTC shall be used as the time reference system.
Chapter 5 Licensee's risk and vulnerabilitywork
§ 1 The licensee shall conduct a risk and vulnerability analysis and systematically identify and document the gambling system's information assets in a list.
In the process, the dependence of the business on other businesses shall be taken into account.
The choice of risk and vulnerability analysis methodology shall be documented. 
General advice:
ISO 31000:2009 is a guide that contains principles and general guidelines for risk management.
A risk and vulnerability analysis and a list in accordance with § 1 may include the following elements:
1. identification of information assets that must always be protected/functioning (What should be protected?),
2. identification of risk sources that may affect/threaten identified information assets (What can happen?),
3. risk analysis (How likely is it and what are the consequences if it occurs?),
4. risk assessment to assess which of the identified sources of risk should be further processed and what measures should be taken for identified risks, 
5. assessment of the ability to withstand and handle identified sources of risk, and
6. risk management through identification and prioritisation of actions based on the results of the analysis.
§ 2 For each information asset in the list, the following information must be provided
1. a definition of the information asset,
2. a unique identification number,
3. a version number,
4. identifying marks for the information asset,
5. the decision-makers who have the right to decide on changes to the information asset,
6. internal risk assessment,
7. check value for information assets classified in accordance with § 3, second paragraph 2-3, and 
8. the geographical placement of physical information assets.
§ 3 Each defined information asset according to § 2 shall be classified on the basis of the following four criteria:
1. player information (if any) - information worth protecting,
2. game and business systems integrity,
3. availability of player information, or
4. traceability.
Each classification shall be assessed as follows:
1. no relevance (the information asset is not relevant to the criteria in points 1 to 4 respectively of the first paragraph),
2. some relevance (the information asset may be relevant to the criteria in points 1 to 4 respectively of the first paragraph), or
3. high relevance (the criteria in points 1 to 4 respectively of the first paragraph are dependent on the information asset).
General advice:
Depending on whether and how virtualisation, for example cloud services, is used in the gambling and business system, the redundancy and availability of information may be affected. Different methods of virtualisation may lead to a change in the classification of an information asset. The licensee should pay attention to how the classification of a hardware information asset is affected and may change depending on the choice or development of virtualisation internally or externally.
If an external cloud service provider is used it shall be ensured that the provider meets the requirements of the regulations.
§ 4 The licensee shall designate a responsible decision-maker for risk and vulnerability analysis work and the management of information and emerging incidents in this chapter.
There shall be documented procedures for the monitoring, detection, analysis, handling and reporting as well as registration of security and information security incidents.
§ 5 There shall be a function and documented procedures for handling intrusions and attempted intrusions into gambling and business systems.
All intrusions and attempted intrusions into gambling and business systems shall be registered.
Chapter 6 Licensee's system changes
§ 1 There shall be a documented process for version management and a version management system for updates or alterations to the information assets drawn up in a list according to Chapter 5, § 2.
§ 2 Updates or changes to an information asset classified as critical with high relevance in accordance with Chapter 5, § 3, second paragraph 3 shall be examined without delay by an accredited body.
Updates or changes to an information asset classified as having some relevance according to Chapter 5, § 3, second paragraph 2 shall be examined in connection with the ordinary certification process in accordance with Chapter 2, § 4, first paragraph.
§ 3 If there is an internal function that manages quality assurance with regard to updates or changes to information assets, the accredited body may approve changes without examination according to § 2, first paragraph, if
1. the function is organisationally separate from the function that implements updates or changes and
2. the function has staff with adequate training and experience.
Updating or changing an information asset according to the first paragraph shall be examined in connection with the ordinary certification process in accordance with Chapter 2, § 4, first paragraph.
§ 4 When updating or changing information assets in accordance with § 1, a risk and vulnerability analysis shall be performed.
§ 5 There shall be a designated decision-maker who is responsible for and decides on each update or change to an information asset.
§ 6 A version management system shall contain information about requests for changes, the approval of changes and changes made to information assets.
Previous versions of information assets will be stored and kept available for examination.
General advice:
Earlier versions of information assets in the form of hardware may be destroyed.
Chapter 7 Token machines
Connection, identification and placement of a token machine
§ 1 A token machine shall be connected to a gambling system.
A token machine must be identifiable by the gambling system. 
If identification cannot be performed when the token machine is connected to the gambling system, the token machine must be put in an unplayable condition.
§ 2 A token machine shall have a unique identity.
A token machine shall consist of at least the following
1. logic unit with software for controlling communication with the gambling system,
2. computer software for graphics,
3. wager receiver or equivalent, and
4. a printer or equivalent.
§ 3 The various units of the token machine shall be placed in spaces adapted to the purpose.
There shall be documented procedures for who has access to the various parts of the token machine.
Access to the various parts of the token machine shall be time-registered and sent to the gambling system.
Protection of a token machine
§ 4 Token machines shall be protected against physical and logical intrusion and other external influences and ensure that information is available when needed.
Wagers and payouts of money
§ 5 Wagers must be made in Swedish kronor and the player must be able to actively indicate their wager.
Token machines that are not placed in a casino shall have a function through which the player can easily set a loss limit according to Chapter 14, § 7 of the Gambling Act. 
Token machines placed in a casino shall have a function through which the player can easily limit their login time. 
§ 6 A token machine must comply with the requirements regarding the maximum wager allowed as specified in Chapter 3, § 5, second paragraph, and 8-9 of the Gambling Ordinance (2018:000).
Token machines shall clearly display the deposit, wager and winnings.
Token machines that are not placed in a casino should, in addition to the second paragraph, also show losses.
§ 7 Players shall be able to have their money paid out at any given time.
Wager receiver
§ 8 A wager receiver shall have a function that prevents the input of wagers when the token machine is out of service or deactivated.
The wager receiver function shall be tested when starting up the token machine and following a reset from a fault mode.
If the wager receiver is not working, the token machine shall be deactivated.
Symbols in a game
§ 9 A symbol used in a game shall have the same shape and colour throughout the game.
Progressive gambling
§ 10 A token machine used for progressive gambling should be linked to the gambling system that calculates and displays the current amount to be paid out to the player.
If multiple token machines are linked, each token machine shall have the same conditions for the progressive prize pool.
§ 11 In progressive gambling
1. all gambling equipment connected to the control equipment shall be monitored,
2. all wagers shall be registered,
3. all wagers shall be multiplied by the pre-programmed progression factor to determine the amount of the progressive prize pool, and
4. all clearing data shall be transferred to the gambling system in real time.
There shall be a function for registering and displaying the following events for at least 90 days
1. the number of progressive prize pools at each winnings level,
2. the total amount paid out at each winnings level,
3. the highest progressive amount paid out at each winnings level,
4. the minimum amount or recovery amount for progressive gambling payouts at each winnings level, and 
5. the progression factor for each winnings level.
Handling of errors and defects
§ 12 If hardware or software errors or communication errors occur or if the token machine cannot print a certificate of value, the token machine must be deactivated.
Handling of token machines
§ 13 A token machine may not be moved from one gambling venue to another without an update to the gambling system being performed.
§ 14 All token machines must be registered.
The register shall contain information about the manufacturer and identity number of a token machine, as well as information on the measures and timing of actions carried out on a token machine.
The register shall also contain information about burglaries and thefts of all or parts of token machines.
Chapter 8 Functions for the licensee's administration of gambling on token machines
§ 1 For a token machine that is not placed in a casino, the gambling system must have a feature that registers a player for gambling.
Verification of the player's authorisation to play on a token machine not placed in a casino shall take place by means of a personal and unique authorisation code, or similar means.
General advice:
After the initial registration, when the Gambling Act requires verification of the player using a bank ID or similar, the licensee may still require verification using a bank ID or similar. Alternatively, the licensee may choose to allow the player to create a user name with the associated authorisation code, or issue a player card or similar.
§ 2 It shall only be possible to start a game by pressing a physical or virtual start button.
Chapter 9 Refund rate
§ 1 If a progressive win game is played, the minimum repayment rate shall be shown to the player.
§ 2 The gambling system shall have a function for monitoring the repayment rate on each individual game.
The data generated in the first paragraph shall be stored and available for examination.
Chapter 10 Functionality requirements for the random number generator
§ 1 Results from the random number generator used should be random, statistically independent, have the correct standard deviation, and should be correctly probability distributed.
The result should not be predictable without knowledge of the algorithm, implementation and initial values used.
General advice:
There are several statistical tests that can be used to ensure the results of a random number generator. The DIEHARD Test Kit (Marsaglia) and the NIST Test Kit (National Institute of Standards and Technology - Statistical Test Suit) are two tests that can be used. 
§ 2 There shall be a documented reference to the established and accepted algorithm and any program code and conversion procedure.
If the random number generator is built into the software, this program code, together with comments and documentation, shall be able to be reported.
General advice:
The algorithm on which the random number generator is based should be published in any internationally recognised publication.
The outcome tests that may be relevant to generated random numbers are, for example, the X2 test (chi-two test), autocorrelation test and run test.
The licensee may allow inspection of the defined earnings plan by allowing the accredited testing company to examine programs, print plates, logs, check lists or other documentation for the payout tables.
§ 3 The random number generator shall be able to handle the maximum load determined.
§ 4 Calculations from the random number generator shall have a correct standard deviation and shall have the correct probability distribution.
The random number generator's outcome of numbers, symbols or events shall correspond to the gambling rules established for the game in question.
The outcome of each game started should be statistically independent of any other outcome in the token machine, unless previous outcomes caused the player to end up in bonus mode.
§ 5 The random number generator's outcome should be verified so that the outcome is consistent with registered events in the gambling system.
§ 6 If the gambling rules require a sequence of outcomes from a random number generator to be determined in advance, it is only permitted to create new sequences if it is stated in the gambling rules. 
§ 7 Unless otherwise stated in the gambling rules, the outcome of a random number generator must always be independent of events in the current game or previous games.
Chapter 11 Gambling instructions and payout table
Gambling instructions
§ 1 Gambling instructions shall be complete, clear and not misleading. 
General advice:
Gambling instructions may be translated into other languages and shall then have the same content as the original ones. 
§ 2 Gambling instructions and gambling rules shall be available without any wager being made.
§ 3 Gambling instructions shall be available on the same type of medium as the current game.
Game instructions shall be available throughout the whole game. 
General advice:
If a game temporarily changes character during game play, the game instructions should automatically be adjusted to the change.
Payout table
§ 4 The licensee shall have documented procedures to ensure that the configuration of payout tables is correct.
The licensee shall have documented procedures to ensure that the calculations of the payout tables are correct.
General advice:
Procedures can be both automatic and manual.
Prize pool
§ 5 There shall be rules as to how a player can win a prize pool.
How a prize pool is funded and distributed shall be clearly stated.
§ 6 It shall be clear from the rules of the game how a prize pool is to be distributed if it is won by more than one player. 
§ 7 It shall be clear from the rules of the game how a licensee can interrupt or end a prize pool.
Chapter 12 Value certificates
§ 1 If a value certificate is used, at least the following information shall be indicated
1. the unique identity of the token machine,
2. the name of the gambling venue,
3. the date and time of the issuing of the value certificate,
4. the value in kronor,
5. the value certificate's serial number, numerically indicated and in bar code or other readable code, and
6. the expiration date.
If the token machine is located in a place other than a casino, the name and date of birth of the person who registered for the game must also be stated in the value certificate.
Chapter 13 Information that a gambling system should be able to generate
Information and reports
§ 1 A token machine must register and be able to display the following information for the ten most recently played games 
1. total balance at the beginning of each game,
2. total wager,
3. amount of lines chosen and the wager for each line,
4. the total winnings, and
5. the total balance at the end of each game, and
6. the outcome in bonus mode.
Information registered by a token machine in accordance with the first paragraph shall be sent to the gambling system.
§ 2 Information under § 1 shall be able to be displayed in the way in which the player originally saw it.
§ 3 A gambling system shall be able to register and generate reports on the following information for a token machine
1. total value for deposits,
2. total value for deposits in point 1 distributed as per deposit type,
3. total value for wagers,
4. total number of payouts,
5. total number of payouts in point 4 distributed as per payout type,
6. total value for payouts,
7. total value for payouts in point 6 distributed as per payout type,
8. total value for all winnings from finished games, and
9. total number of performed games.
Especially regarding token machines that are not placed in a casino
§ 4 For a token machine not placed in a casino, the gambling system must, in addition to § 3, be able to register and generate reports on the following information 
1. date and time of gambling,
2. player ID,
3. players who have excluded themselves from gambling for a certain length of time or indefinitely in accordance with Chapter 14, § 11 of the Gambling Act,
4. players who have limited their losses in accordance with Chapter 14, § 7 of the Gambling Act, and
5. deregistered players in accordance with Chapter 14, § 12 of the Gambling Act.
Especially regarding token machines placed in a casino
§ 5 For a token machine placed in a casino, the gambling system shall, in addition to § 3, be able to register and generate reports on the following information 
1. average winning repayment rate for all 
2. token machines per month and accumulated for the time the token machine was in operation,
3. winning repayment rate per token machine per month for the time the token machine was in operation,
4. number of days the respective token machine has been in operation,
5. number of games played per month and accumulated for the time the token machine has been in operation,
6. the name of the game,
7. new games for the current month,
8. discarded gambling machines: 
a. accumulated average payout percentage, and
b. the number of games played in total during the time the gambling machine has been in operation
9. total payout amount distributed over the payout of the token machine or by staff manually,
10. total paid profits distributed between the token machine and staff manually, and
11. total share or paid progressive profit paid out by the token machine or by the staff manually.
_________________
Entry into force and transitional provisions
1. These regulations shall enter into force on 1 January 2020.
2. Before their entry into force, the regulations may be applied to licence applications that are submitted to the Swedish Gambling Authority after 1 August 2018 and which concern the period after 1 January 2019.
On behalf of the Swedish Gambling Authority
CAMILLA ROSENBERG
Johan Röhr
� See Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of information in the field of technical regulations and of rules on Information Society services.


� Statement of Applicability. 






